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The meaning of things lies not in the things themselves, but in our
attitude towards them.

Antoine de Saint-Exupery
U7 EXAET ALY, TET AT AR

Antoine de Saint-Exupery1

Y ARE ol e BTIIME EEIER . KATR, CUNET) EH. MRl
LA
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Executive Summary

RS

As a part of future trends and developments the coming Internet of
Things will shape the world and the society — yet sound research work
and applicable recommendations are necessary to guide Europe on its
way and to make it beneficial for all citizens.

VE R AR R JFEH Y 2 ———W IR K 125N T3 THT PR AR A A
NFAR WU R RETT 0o PTLL,  IUAEA 00 B0 YUK M T e 4= T 0T 73
AR, TR A A RE B LR A BT AT R L DA 00K P9 A B
PR TE AR R 25 TR IR

In order to reply to this challenge the Cluster of European Research
Projects on the Internet of Things (CERP-loT) developed in 2009 its
Strategic Research Agenda (SRA), taking into account its experiences
and the results from the ongoing exchange among European and
international experts.

T I X PR, RO PIIBE E ST H 41 (CERP-loT) T
2009 “EHl5E T WK A S S A 2k B (SRA) . X — B R AN
HZRE T RO S KL, RN T RO & K S5 &
LRI o

The present document proposes a list of research fields and a roadmap
on future R&D until 2010, before 2015 and beyond 2020.

PAEIX AN AR 117 % 2 1 5 P Ek I A 00 R Jie v 0 J LA B B——
%2 2010 47,2010 -2 2015 -2 {2015 43 2020 42 H{i LA & 2020
T2 Ja—— A U R S 6 4 B8t 1 A

This initial CERP-loT SRA version is part of a continuous loT community
dialogue initiated by the European Commission (EC) DG INFSO-D4 Unit
for the European and international loT stakeholders. The result is a
lively one and will be updated with expert feedback from ongoing and
next calls for proposals within the FP7 Framework Program on Research
and Development in Europe.

5 A B ) LS RS T — R A5G TR A AL DX AT . X B AL X
AL R B S 5145 DG INFSO-D4 R, - FL T BRI A H: 745 3th
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PRS2 5. X BT LU, AT (SRA)
AT — AL, BB ERBE A 1 L SO W H 117 45 T g RN
MR HE 2280t 52 o1 &I FP7 (FP7 Framework Program) 18T & & i AN Wit
RS

The SRA for the Internet of Things is the result of a four-step
collaboration between the members of the cluster research projects:
KTWHEM, AT TR (SRAD Kkt LR PYAN S 3 (I
RS

1.

Elaboration of an loT common definition about the meaning of
"Things" and loT visions, introducing the IloT concept and
presenting the underlying vision

XT TN St e SCAR R IBEST, a1 “4)” 15 ORI
(R FERRRAE o S INPIR Y (R A &, SR R I IR 1 A 8
AH

Identification of loT Application Domains exploring the application
domains for the future loT

T 8 DR A A L2 v (0 A0, T BRARAR AR K w] IR Y.
FH 80k .

Identification of Technologies that will drive the loT development
and supporting the loT vision

i 5 IR B I BUAE JEE AT AR R R JEE BT A 85 PR 50 AR A o

Formulation of an IoT Research Agenda, presenting the research
challenges and priorities, the standardization issues and the
security and privacy concerns that have to be addressed and solved
over the next decade

R AR AAE IR R il sE 5 BRI ST H AR . AEIX A AIES
e AR BT B R Ul el vt El o ST o R W Ty Nt X i
SeIRM, LA — LA GE AL AR AL AR RIS AL 5 22 42 1)

As a result the main outcomes could be summarized as follows:

L BA TR, LIPS A B ISR T2 AT

The Internet of Things is an integrated part of Future Internet and
could be defined as a dynamic global network infrastructure with
self configuring capabilities based on standard and interoperable
communication protocols where physical and virtual “things” have
identities, physical attributes, virtual personalities and use
intelligent interfaces, and are seamlessly integrated into the

Page2 21T
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information network.

VIR K A AR LR () — A B G5 e R — A&
(R A TR S W 286 o JE ek SR FH ARV A R FH A5 B, ik
PORTLLE B B A B M IS . AR, AN Sk
() “Hpim” GE a2 AR “Wpinh” HAR A AN B EAR IR, #
P SEAR R PERT LB P . WDIE AT B Refe e 1, JFn]
DURIERAT 1R LA SR IR 25 i L 4 T4 3855

The vision of Future Internet based on standard communication
protocols considers the merging of computer networks, Internet of
Media (loM), Internet of Services (loS), and Internet of Things (loT)
into a common global IT platform of seamless networks and
networked “things”. This future network of networks will be laid
out as public/private infrastructures and dynamically extended and
improved by terminals created by the “things” connecting to one
another.

AR A B EL IR P9 KR IR B AR RS S TR X S8 i, o
LSS BEARRIZE (oMD . JIRSS %% (10S) FIPEM (loT)
WS AR ERYE G B 6 AERRA T E P RE R
T ICHEER ) B N S L T S RGN P
TXF A1) 109 48 45 LA A7 FIALAT 1) 194 6% B it Ay Hmilh, Jdik “49)
i IR HIRAT N EhASY R H R

We envisage that the Internet of Things will allow people and
things to be connected Anytime, Anyplace, with Anything and
Anyone, ideally using Any path/network and Any service.

FATTAT DL AR R (R 0K A K FeVE NI S AEATART IR TR] AT A
ol AL A58, RAMEFTSRA NN 4 BEATIERE, JF Hoal
DAt FAEAT A SR IR 55 o

The concept of Internet of Things can be regarded as an extension
of the existing interaction between humans and applications
through the new dimension of “Things” communication and
integration.

YR AT AR A 2B RN S N Z A A T . AT
XRROBT I AS H 2“4 7 XA SR T R AS SR Rl R SE IR o

The main identified loT application domains are:

PRI 1) 3 R AR AT -

B Aerospace and aviation,

BRI ML,

Page3 i3 1L
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Automotive,

AT

Telecommunications,

R

Intelligent Buildings,
B R AR

Medical Technology, Healthcare,
Py HR S By T ARFA By (R e Ak

Independent Living,
N EEHRIAS N ZE3E413 (Independent Living)

Pharmaceutical,

IER4

Retail, Logistics, Supply Chain Management,
TG Wi N P AR

Manufacturing, Product Lifecycle Management,
b IR Ya S g k=S kB

Oil and Gas
A I FIRAR S Atk

Safety, Security and Privacy,
A, MU HIBEFA S

Environment Monitoring,
FAKE Hh ) 4,

People and Goods Transportation,
N B 5 By i 40,

Food traceability,
T i 2 A IE 1Ak

Agriculture and Breeding,

P QUASEEi 84

Media, entertainment and Ticketing,

BEAR L BRI AT 52 55 4,
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Insurance,

DRI Ak

B Recycling
PR [T 4

The main loT technologies presented allow identifying the research and
development challenges and outlining a roadmap for future research
activities to provide practical and reliable solutions.

FERFFC AT, PRI T8 SR BOR U AR FL 02 o e il 2 2L
T SSRGS T T+ B . BN T IX S R S Y
T FORE AT LU R0 Ik IBIE 5 M A R e 4 v T a6 20 T 0 ) — 5 T 2k
WA SCHE I, T AT LA B FAT 1 oA J5 SIS AR R AT M0k 9 7 58
(P52 HE B 5 I LRI B £

This roadmap forms the basis for the research priorities presented and
these loT enabling technologies are:

A IX LR A B R BB BT E IR s ZEAR G B T BASZEE
PRI e FEE PR A A

® |dentification Technology,

PRIRECAR

® Internet of Things Architecture Technology,

PREE S ES TN

® Communication Technology,

HAF A

® Network Technology,
EEEZ5%N

® Network Discovery,

W4 6% 3 (57 FH R IEEA

® Software and algorithms,

BAFAHILSAR

® Hardware,

A

® Data and Signal Processing Technology,

IR R ISEES TN

%
=
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® Discovery and Search Engine Technologies,

KA R 51 BERCR

® Relationship Network Management Technologies,

KA M E BHAR

® Power and Energy Storage Technologies,

SN PIG AR E SN

® Security and Privacy Technologies,

GAEMBERE AR

® Standardisation

PRAEAL A R B

SRA Coordinators:

AT LR (SRA) HIEEHAARE:
Patrick Guillemin, CERP-loT Coordinator, ETSI
Peter Friess, CERP-loT EC Coordinator, European Commission

SRA Core Authors and Editor Team:
AR B ERE (SRA) IR .CMEE Mga e I AL HE:

Ovidiu Vermesan, NO, SINTEF, EPoSS

Mark Harrison, UK, University of Cambridge,
Auto-ID Lab, BRIDGE, EPCglobal Data Discovery JRG
Harald Vogt, DE, SAP, SToP

Kostas Kalaboukas, GR, SingularLogic, EURIDICE

Maurizio Tomasella, UK, University of Cambridge, Auto-ID Lab , SMART,
BRIDGE, Auto-ID Lab

Karel Wouters, BE, K.U.Leuven, Primelife
Sergio Gusmeroli, IT, TXT e-Solutions SpA, iSURF, COIN

Stephan Haller, CH, SAP, CoBIS
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The authors would appreciate any sharing of thoughts from the
interested reader and constructive feedback on the IoT Strategic
Research Agenda.

XA A, A A ] AR DS R R (oT) Mg AT 5 i 2k
BT R IR e A Y ) U e i I N B3 23 = I U 5 v e
SRAFIHRI, TR R A e il L

Contact:

ES YN
Patrick.guillemin@etsi.org

Peter.FRIESS@ec.europa.eu
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Chapter 1 Internet of Things Vision

F—F MEXMAI#E

1.1 Internet of Things Common Definition

Yk I (338 e X

The meaning of “things”

“” WX

Defining things and recognizing what a particular thing is and represents
in the context of Future Internet requires a careful analysis of what
philosophers like Aristotle and Philoponus had to say and how their
philosophical thoughts can transcend into the future.

h T W E XAt At “)7 L RAT A ARG TR i <47, 3k
18 BLAT 10 45 2 AR % o ik FRATT 6 F — & 14 Aristotle * 1
Philoponus® X 135 27 55 ] LA FRAT 15 R AT A FE I I % o

Aristotle, in his work “The Categories” gives a strikingly general and
exhaustive account of the things that are (ta onta) - beings. According to
this opinion, beings can be divided into ten distinct categories. They
include substance, quality, quantity, and relation, among others. Of
these categories of beings, it is the first, substance (ousia), to which
Aristotle gives a privileged position.

Aristotle ZEARL I ZEAE (VEBEIS) X T “U)” AT —A— K0, &
I L—— “4)7 BRI “AEAe”. i 8AR, R “AAde” sl

2R HLE 2 AR R . AU L2
http://zh.wikipedia.org/wiki/%E4%BA%9A%EI %87 %S CHES5%A3%ABRES%AL%IA%E
5%BE%B7 (13X)

1%

http://en.wikipedia.org/wiki/Aristotle (2 3)

ARt B SRR A IR ORI B B S IR AR K, ol
SEFIPT AR o AHOCTE R LA S WL

http://en.wikipedia.org/wiki/John Philoponus (%% )

Page8 8Tl
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K& P WA 10 ML . R B
FEMAR AR SRR DL ENTZ A SRR R R A4 . RIS,
VIR — L. Aristotle LEAEN “AFAE” BiE  “W)7 IIEE—E
E

Aristotle is distinguishing things that are by nature from those that are
from other causes. Philoponus, commenting on this distinction, first
divides things that are by nature into those that have soul and those
that do not.

IRWI S, Aristotle 25E “H)7 5 “H)7 Z IR ) J@ LDk X 23 EATT T o
Philoponus Z= JEXHE I IEVAL, (ERKE “407 B 1tk o0 A7 RS A& AT
RIS

The proper nature of “besouled” things (i.e., plants and animals) is their
form, which, Philoponus says is properly identified with soul, their
intrinsic mover.

XPTHRLE “H R 1 “H)” CUnEYIFIIY)), Philoponus Ak ] LA
M RBKAF R EANT e TR RBAE A IX LD IR A5t

From the “philosophical definition” of “things” one can conclude that
the word is not restricted to material things but can apply to virtual
things and the events that are connected to “things”.

My e 7 R, IRIRA R, AT LG 1“7
€ ACIE ] TSk iy, &M T RIEEY LA “P)7 K
SR RAT R 5

In the context of “Internet of Things” a “thing” could be defined as a
real/physical or digital/virtual entity that exists and move in space and
time and is capable of being identified. Things are commonly identified
either by assigned identification numbers, names and/or location
addresses.

FPEL, AE “PIp” st JRATAMERT LK “47 & O RLe
AFAE T ILSE R T b i SR i), m] DA 3 g SOh IR ee 5y
(1) e SLF PRI AR . B SRS AL T I RIS () 2 v, JF T L
WS R ISARATAR IR . X R IR BE 0] LU FRiRAS . 2FR, 1B
CINDS g VANRS: (181 e

Internet of Things

YR

Internet of Things (loT) is an integrated part of Future Internet and
could be defined as a dynamic global network infrastructure with self
configuring capabilities based on standard and interoperable

Page9 9L
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communication protocols where physical and virtual “things” have
identities, physical attributes, and virtual personalities and use
intelligent interfaces, and are seamlessly integrated into the information
network.

WIS AR, YRR R AR B IR — AN A sy &
S AN A ERYE AN R 2% o 38 R F AR AL A FH ()38 45 P
YIBER T CLE B E L E WS EPREE . R T, AN IR SEAA
() Al b REAUR) P ORI E AR IR, R Sk
JeE A RE AU M o iy HLA IR R A A R AR 1, AT DAAIAT 1)
PASAR A B8 T4 4 5

In the loT, “things” are expected to become active participants in
business, information and social processes where they are enabled to
interact and communicate among themselves and with the environment
by exchanging data and information “sensed” about the environment,
while reacting autonomously to the “real/physical world” events and
influencing it by running processes that trigger actions and create
services with or without direct human intervention.

TEMIEC R, “H)ih R oAz 5 B RSP e E 3 5% .

EATHE AT DUAH L) B AT S VA ] DL G P AL PR PR

TERRHE G D5 I AL A B AT e At RS B R T BAX “BIsE i A
I B RN I B ] AR e 2 B AL B
T RAT N BB A LA ) IR 554 11

Interfaces in the form of services facilitate interactions with these
“smart things” over the Internet, query and change their state and any
information associated with them, taking into account security and
privacy issues.

TEAAR VDI, LIRSS R T 2 4 A fie e R Rk 194 246 v %
Tl “CRBED L LA IAS L, 5 AT WA AR T ) i RS R
B JF HRE AT DU ZUERBE AT S 022 VERg g e AT Il i
Fhz A )

1.2 Internet of Things Vision

YK M 1) 148

The vision of Future Internet based on standard communication
protocols considers the merging of computer networks, Internet of
Media (loM), Internet of Services (loS), and Internet of Things (loT) into

Page 10 % 10 T
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a common global IT platform of seamless networks and networked
“things”.

AR TR A EEG D A A PR T A R — A T S ) BRI AL B 43 o A
P b, RR B ELIBE K S T 2 R bR B AS B o SR IX LR, o
RS AR ZE QoMD RSG5 IME% (loS) FIMNIBER (loT) H4k
BN R HE R G XA 6 RS T RSN
W2 AL B T S RO S A R Y.

I0S is denoting a software based component that will be delivered via
different networks and Internet. Research on SOA, Web/Enterprise
3.0/X.0, Enterprise Interoperability, Service Web, Grid Services and
Semantic Web will address important bits of the loS puzzle, while
improving cooperation between service providers and consumers.
RAMIRSEPIL% (10S) K LI A FE T AT A B XL 14
AT DAAE 5 19X 26 0 E IR 1Y 22 ) A E A% 35 o 56T 1 17 IR 45 PO 4244 (SOAD
Web/Enterprise 3.0/X.0~ 1)V H#:/F (Enterprise Interoperability). it
Z M1 (Service Web) W% /Ik55 (Grid Services) FlE X 45[7]
J7 (Semantic Web) SIS 50BN AR KPR 55 25 (loS) (1]
P A T IR B I TAEFIIRSS M 4% (loS) WK JE, ARKHIIR
S5 S Bp NI P 2 T () T SR A5 B8k — 2D IR AL S e

loM will address the challenges in scalable video coding and 3D video
processing, dynamically adapted to the network conditions that will give
rise to innovative applications such as massive multiplayer mobile
games, digital cinema and in virtual worlds placing new types of traffic
demands on mobile network architectures.

AR IR R L (oM 4 7] DL 1R A 25 1) 408 4 5 2 AR F 3D #E
AL PR S (0] . B P LASE I8 248 i 2 T Ak 1 I 46 3405, T
BHEGINKEFRI BN CrRAL ) 2 AR sl v ise
Do AR A T, RRIIBAEE (oM) AMERGHE— 2D A
NATTRS T BRI, 1y HA D 8% 50 W 2% 1 A e 5 |\ 22 Mo iR e A
This future network of networks will be laid out as public/private
infrastructures and dynamically extended and improved by edge points
created by the “things” connecting to one another. In fact, in the loT
communications will take place not only between people but also
between people and their environment.

R EL IR I FR) 194 248 AR A J T2 FH R L R I Al et L
A T o 9% (1) 45320 DX A PR i B A R i 2 TR R LT, R
HEEM A B T ABhAS . A ERy RIS, FErT LUK
HE RS, F92 b, AR QoT) B AR A=)
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BRTNBr 8]y Pbs ZRIAMAN S WA, E2y RINSY
RIS A B8 Eok.

Communication will be seen more among terminals and data centres
(e.g. home data centres, Cloud computing, etc) than among nodes as in
current networks. Growth of storage capacity at lower and lower costs
will result in the local availability of most information required by
people or objects. This, coupled with the enhanced processing
capabilities and always-on connectivity, will make terminals gain a main
role in communications.

D) T B LI 0 o B T ) (RS AR W 5t 3 A R B 2 11
A2 3 55 2500 vholy AN g8l h o0y = HREAR ) 2 TR AR AE Ol

TBOR A B AR ARG A3 N S A3 5 RO T g [H)
I, FEBEAE O AL BERE R SIS AR S R R R R, 255 5 ) il #E B
HARKEER I EES 5,

Terminals will be able to create a local communication network and may
serve as a bridge between communication networks thus extending,
particularly in urban environments, the overall infrastructure capacity.
This will likely determine a different view of network architectures. The
Future Internet will exhibit high levels of heterogeneity (“things” —
physical/real, cyber physical, web enabled, digital and virtual, devices
and device models, communication protocols, cognitive capabilities,
etc.), as totally different things, in terms of functionality, technology and
application fields are expected to belong to the same communication
environment.

FEARI ELIBE R oy, 2 R g ) DL S R ST Sy SR R i A5 194 245

EATTRE AT DLk 0 2477 FRE R I o B IE I R rh RO AR 2 o R ) AR Ik 1T
P FER VO LB AR A PR T, IX MO 42 %%HEM S XKL
3 AR 194 246 e 52 I S —Ffr iy TR AT T 5 5 e AR I HLIEC Y
W AEBEAR b S0 i AN R s M [R] FR 40) it ——— S AR

G7p R S TN DY PR NN S S NN & X FA TN 2 F TN

ST IAERON . A BRRIEARE I, FE——AEDIRE. IR,

75N 2 i A4 5] T AR R i As P e, JF HURAT R A5 3
5 HAT

The Internet of Things will create a dynamic network of billions or
trillions of wireless identifiable “things” communicating with one
another and integrating the developments from concepts like Pervasive
Computing, Ubiquitous Computing and Ambient Intelligence. Internet of
Things hosts the vision of ubiquitous computing and ambient
intelligence enhancing them by requiring a full communication and a
complete computing capability among things and integrating the
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elements of continuous communication, identification and interaction.
The Internet of Things fuses the digital world and the physical world by
bringing different concepts and technical components together:
pervasive networks, miniaturization of devices, mobile communication,
and new models for business processes.
KRIIPELI CloT) K& — AT Z KA LRI (Pervasive
Computing )~ #1& % > (Ubiquitous Computing) Fl¥F 558 g ©
(Ambient Intelligence) ZEHTHEIA . B & iy & 7 i R )24 M 45,
FEH A RV A R EOTAC T LUC S bR il 4 S i AT AH
) F) ) H A o R SR R A B R BE I S e 1 AR G BR T B
(Pervasive Computing). & 1145 (Ubiquitous Computing) FIIIE
FHE (Ambient Intelligence) ZFIXFEIIHIEIARNIARE, Ll [ 5
X T 2 TR) A TSI AT W T S DL ACRE AR I o ) A e B AN T
TCACAAERIEAS « AR UUNIA) i 2 TR 1R T Bl 885 O — A AR I 7 22
PATAT AR, TR S5 ARSI R G GRS, &
R IIA BB)FTCZm AT L S5 i AR A Y 45 ) HE A 31—,
AR IR AIDIER P98 2 T L ST B 30 I TH: SR Bt A5 o — X — B
HHbR.

Applications, services, middleware components, networks, and
endpoints will be structurally connected in entirely new ways.
Recognising that initially there will be commercial and physical
challenges to establishing global ubiquitous network connectivity and
that initially the many connected things and devices may have limited
ability to engage in 2-way network connectivity, it is important that the
architectural design for the Internet of Things supports effective
two-way caching and data synchronisation techniques, as well as
network-connected endpoints for virtual representations of the
connected things and devices, which can be used for monitoring their
location, condition and state, as well as sending requests and
instructions to them.

TEASKRIIPIER (oT) 2, N g5 rhimlfh. s s fil 2
g LA — 7 16 7 ORI LR SE M AT 38 e . IO AR AR AR SR )
BER (loT) (R AL R mp AT 200 10 7 A BR[| P N7 e b ANTE

¢ RMES

IR LS L
http://zh.wikipedia.org/wiki/%E6%99%AE%BEI%B0%82%ESBAENALBETHAEXIT
(th30)

%

http://en.wikipedia.org/wiki/Ubiquitous computing (¥ )

® AHSCHERF AT LA 23 L

http://en.wikipedia.org/wiki/Ambient _intelligence (% 3C)
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The Internet of Things will bring tangible business benefits, such as the
high-resolution management of assets and products, improved life-cycle
management, and better collaboration between enterprises; many of
these benefits are achieved through the use of unique identification for
individual things together with search and discovery services, enabling
each thing to interact individually, building up an individual life history
of its activities and interactions over time.

ATCLEEE, ARIIIEM (loT) s A 1 4536 sl K D) SE AT AR .
T IR TP i M —hR R ISR AR IR S5 AR (R Pk
W CloT) K fiifgaE— M) i #8 w] LIBHST i) b5 FCAb ) i AT LB RIAE
Wi, I BAT DAMST ()] SR 4ES X L5 B 1 I Sl sk . X AT A
G R YEFETR TR ™ ™ e B NGk P A i A 20 B DA R Al ) B 4F
A PMERAH B R )55, JRATARAE R LLSR B 21 al AR 5K o

Improved sensor and device capabilities will also allow business logic to
be executed on the edges of a network — enabling some existing
business processes to be decentralized for the benefit of performance,
scalability, and local decision-making. For example, algorithms could be
used for intelligent decision-making based on real-time readings from
sensors that are used to monitor the health of patients or the condition
of vehicles, in order to detect the early signs of problems or
deterioration of condition.

A LIRS . BRI B RS AR R I MERTH, i A ATEZ
WL IR BRI, 4 0] AFEARATT — AN I 28 (1) N AL 2% AR BIHAT . 1X
BB AT LR G S AR RE . v P E R A R T 3 1 SRk g 0
MTBIR . 28GR, AR IR 7 2538 BN SL32: 0 58 4 ] LU I A% At
RN T £ W AR 3] 1) S A ORI T 3719 DB AT R R PR R sk 5 I
Betun,  w] DURR AR I A0 380 ) S P it FREBR 0 7 3001 A B I AR 17 A,
5%, BEMRIEAG & MRS R R I AT RE ALK ) 3 4%

The Internet of Things allows people and things to be connected
Anytime, Anyplace, with Anything and Anyone, ideally using Any
path/network and Any service. This implies addressing elements such as
Convergence, Content, Collections (Repositories), Computing,
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Communication, and Connectivity in the context where there is
seamless interconnection between people and things and/or between
things and things so the A and C elements are present and addressed.
AP (oT) ¥ SRVHEFT N S Y BE IS BEHATEAT N S AT
HER:, JF HOX R nT DLk 4707 9 2 kA, 7 i A F &% il
5. XMW ERE SR ENE (Convergence). 51 (Content). 3R
J& Y (Collections (Repositories)). 5.1 (Computing). wE A%
(Communication). FZEIHPE (Connectivity) I Ff— LS th Bl
BT ANSYZE. NSNZIEL Y582 8 B @ L AR K 1) o4k &
FUAH HOEFE S 5 N T e . IR N E R IBEE .

Anytime
A.ny context

Convergence Computing

Internet |
Of
Things

Connectivity Content

Any Service
Any Business

Any path

Collections
Any Network

Communication

Figure 1 Internet of Things
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The Internet of Things implies a symbiotic interaction among the
real/physical, the digital/virtual worlds: physical entities have digital
counterparts and virtual representation; things become context aware
and they can sense, communicate, interact, exchange data, information
and knowledge. Through the use of intelligent decision-making
algorithms in software applications, appropriate rapid responses can be
given to physical phenomena, based on the very latest information
collected about physical entities and consideration of patterns in the
historical data, either for the same entity or for similar entities. These
create new opportunities to meet business requirements, create new
services based on real time physical world data, gain insights into
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complex processes and relationships, handle incidents, address
environmental degradation (pollution, disaster, global warming, etc),
monitor human activities (health, movements, etc.), improve
infrastructure integrity (energy, transport, etc.), and address energy
efficiency issues (smart energy metering in buildings, efficient
consumption by vehicles, etc.).
AR (loT) K AT LS IS (149 ot SR 1) R 4 1 5
WIILAE S g AR, SEARSEYRINA B A AR S )
FORTEAL AR N s Ptk B 44 SC B Ao G, X e 4on]
PLUTLARERAEN . AR . BLARIEAS . BAHSEmT . A b 1m) A8 e 2 40
5 BRI AR ) LA o T8I e B0 P op A A e D s 5
e, AR T DR B AE Bk A TSk fE R, S RXA
FW LS EAA R AR i Dy s s, A b A AR
ﬁ%iﬁﬁ*%%ﬁ%%ﬁ?%ﬁm\ﬁ%mﬁmoﬁﬁ%%%%
BRTH R QU B B LAl PR A IR . AR S, ‘4
””HTM%?%*E%M*W@%CL%M%% Gy BT IR B A
FRHPREASC R I o EA TR T AL BSR R Fit, I8R5 1) A
%ﬁ%%%%(@ﬁ%\ﬂﬁ%ﬁﬁ@%%%\éﬁﬁﬁ%x@mf
A NFCRSFE R AN RIEGS) CUf@FRRDL 183PIRES5E), (EdkA
oS A Rt P BN A REYR A Cln e it L%#)J“IT
DAL 34 £ 501 FE AT FE TBOR0 % 565 o) 8 Cn 503 S 30040 o ) 48 T U
VHRAIAE T HEAT AR BV RETE A5

Everything from individuals, groups, communities, objects, products,
data, services, processes will be connected by the loT. Connectivity will
become in the loT a kind of commodity, available to all at a very low
cost and not owned by any private entity. In this context, there will be
the need to create the right situation-aware development environment
for stimulating the creation of services and proper intelligent
middleware to understand and interpret the information, to ensure
protection from fraud and malicious attack (that will inevitably grow as
Internet becomes more and more used) and to guarantee privacy.

FEARK AP R b b TAERTAS AL B AL S0 X5 77
Bl g5 BERERNE ) HOR 0 I W) A BRI . IX AT AT A
RV 308 1 ol Ry AR AR DA o 1 — A FE L PR BERE R 2 i 40, g ik
N ARSKAER P e B FE R B U R R B IBAERE DAARAR B A 3 45 P
AWz 5%, IFAAENR AN AR ULAMETMA . EX
FEME SN, RATFRZEAIE B IEM PRSI K R 5e, RIT(E
FH T BRAR RO R A IR R R IR 25 FN A e vp (Rl v LUE R I B0, A
A S DR BRI 2 15 W K 0 A A 5 4877 A0 8 bl ol e 52 3 VEAT Sl
RIBGTAT HRRIE (5L, B 25 1) R e S Gt AT 8
TG RIS SBOR A2 ), ORAPHEAN IR I A5 A B (W B AL b
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Under this vision and making use of intelligence in the supporting
network infrastructure, things will be able to autonomously manage
their transportation, implement fully automated processes and thus
optimise logistics; they might be able to harvest the energy they need;
they will configure themselves when exposed to a new environment,
and show an “intelligent/cognitive” behaviour when faced with other
things and deal seamlessly with unforeseen circumstances; and, finally,
they might manage their own disassembly and recycling, helping to
preserve the environment, at the end of their lifecycle.

JEEARK, MAE M SEAE B REA G5 A TR RE R 2 ),
W R TP R PR R A A B AR AT N RE ) . AR IR
RO ESEIL T A i) A SRR, AR R RAT . B
LUV EESRAL TR AEIXAE IR RO AN BE A S Ky L, PR AT
DA R R AR 2 e AT S S R A A BT 6 75 (R REVR o AR 1E BT
FREE T, B S EA T A RS K AR R I, P K e i A
HC B AE N R AR o [N, W R T LU RE R RS . AT
220, LARDH A ) 5 e A8 B DL BB E IR 5 R ML o B
FEW A i IR 28 5, EATIE T BB S R 58 1 AR B A,
NI 35 B BATTER 3P B AT A LA A7 1) LSRG

The Internet of Things infrastructure allows combinations of smart
objects (i.e. wireless sensors, mobile robots, etc), sensor network
technologies, and human beings, using different but interoperable
communication protocols and realises a dynamic
multimodal/heterogeneous network that can be deployed also in
inaccessible, or remote spaces (oil platforms, mines, forests, tunnels,
pipes, etc.) or in cases of emergencies or hazardous situations
(earthquakes, fire, floods, radiation areas, etc.,). In this infrastructure,
these different entities or “things” discover and explore each other and
learn to take advantage of each other’s data by pooling of resources and
dramatically enhancing the scope and reliability of the resulting services.
KRR (1oT) [RIFEA L Ky R L Rt AEALD K SO VR BITA TR e XS % (A
TBAL IS . BEILAS N B I 9 26 LRI 9 45 LA Je N 2K
AR E G TEA . AR PR B AR AR AT DX 31 11 38
BB SR —ABEI 2RI, T8 2RI 2B 4% .

R VP TER DR g AN R DA 8 W9 286 D3 5 (X (s 2
A AGIRLEIAE AN AT AT I 288 07 I (R B X, FH PRRE 2 [ 47 Clan
AMEE G Ty AR, BRE . IS ARSI IR
TEOUR AL Cintb iz KR oK. R by, 25, RKkIN
VB R 23 1 R R 2 g RE SIS L o FE IR R A &5 ) R it 42
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The “things” in the Internet of Things vision will influence each other
depending their functional capabilities (e.g. computational processing
power, network connectivity, available power, etc.) as well as on context
and situations (time, space etc.) and will be actively involved in different
processes. Some of their attributes, actions and involvements are
clustered under five domains and presented in Table 1:

LT REEE S, FRATT T BRI K < B 2
BRI TLAHSEW  FLARAZ B AR LGS B2 e T I A i A A
FLE B — 5 T 2 B S DR A RE I BRI Cir g AT o A
ALFRRE S WEEIE . PTAET R R, SEAE), Sy U7 B prAk
GG SAEDLR e Cnis ), = 0a), 45450, BT LURHR )i 2 5 ik
PR A TAHAS B S AR AR AR S AT . 2 507 B
EAT A S LS R, FATRT LR AR R h i i 40 A LLE 5
TR EE R, IR 1 s i R

Table 1 Characteristics and attributes clustered under functional
domains

K1 AW 2 R AR 1

Domain 1 - Fundamental | ®  “Things” can be “real world entities”

characteristics or “virtual entities”
Fl 1 2R —W | “Hpdh” al DU« SEAR =y, nl LU “ ki
o [P SR Al E{YE %7/ M

®  “ Things” have identity; there are
means for automatically identifying them
“Orin” BRI AEEAH Y ) T B R
77 2T A E B AT

®  “Things” are environmentally safe
“ONLT BRI A

® “ Things” (and their virtual
representations) respect the privacy,
security and safety of other “things” or
people with which they interact

“Wiin” (LRI R KT 5 A
FHAZ B HoAl “Hpan” sl NBaFA, &
PFrEATHRIPLEAE B, REEEAN 24
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® “ Things” use protocols to
communicate with each other and the
infrastructure

“HEL AL S RS AR R
256 JE AT It AT ) 296 L ikt 45 M) AH LA

® “ Things” are involved in the
information exchange between
real/physical, digital and virtual worlds
TR 2 5 IS (R A7) o SN
GRS £y LT S SRE

Domain 2 — Common
characteristics of all
things, even the most
basic (applies to all
higher classes too)

Fal2 Rk 2) —
AW i A A )
PE, AN (X
SR EH T
L ESLENNL /D)

®  “Things” can use services that act as
interfaces to “things”

“Hih A R SS RE AE  e  HAR )
i FHAS B4

®  “Things” would be competing with
other “things” on resources, services and
subject to selective pressures

“Opah” AR RS R 53 Al “A)
i SEBEUR IR S AR VR T A 2
®  “Things” may have sensors attached,
thus they can interact with their
environment

“Opah” n] DL AR R SR MR, X
FERATAS AT LS PR AL S |, JF
H 5B AR FAER

Domain 3 -
Characteristics of social
things (applies to all
higher classes too)

F 3 (2R 3) —+#tb
SR g (XL

®  “Things” can communicate with other
“things”, computing devices and with
people

“Hnin AT LU AR BT TR
AT .

®  “Things” can collaborate to create

Jeg 1 K 8 FH T 5 S | groups or networks
IR D “Yyit” LR ME, JEFE IR RIA
Y 45
®  “Things” can initiate communication
“Hph” T LLE SRR RGBS FIAZ .
Domain 4 -| ® “ Things” can do many tasks
Characteristics of | autonomously

considerate autonomous
things (applies to all
higher classes too)

Fala 2k a) —H

“Opin T WTLLA SR 2 R, Az e
HAR ZAT55 o
®  “Things” can negotiate, understand
and adapt to their environment
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®  “Things” can extract patterns from
the environment or to learn from other
“things”

“HpaT AT LI o3 A ISR IR AT 1)
B, BONIAD “Hyih 7 Ab sy >) B & s
A EAE . FHRLL ALK

®  “Things” can take decisions through
their reasoning capabilities

“Opih 7wy Ll HAHERR BE A8 PR
®  “Things” can selectively evolve and
propagate information

“Oran” WUAAEBENFEEGEE, JFHA
DL h AL 1R 15 R

Domain 5 -
Characteristics of things
that are capable of

o “ Things” can create, manage and
destroy other “things”
“Opin” LA IR R AR “A)

self-replication or | W7,
control

FH 5 25D H
A BRI AR
RE T 1) it 1) D P

In the loT architecture, intelligent middleware will allow the creation of
a dynamic map of the real/physical world within the digital/virtual
space by using a high temporal and spatial resolution and combining the
characteristics of ubiquitous sensor networks and other identifiable
“things”.

TEA RN WA (R B RE v, 2 REAL TR TR R G S VAR B (1) ) o
TH SRR R AU AL TR SR S A DN B O R o IR YOG 3
S I A PR R A ST TR0 2 T 2 PS5 i A P A S T % R )
W98 DL AT LLBRIRIR) “ Pt ” 1R T Jeg P RRE s BT B R 2051 5
B

In the physical world, things respond to stimuli from the environment in
a consistent manner. When white light is shone on a red object the dye
absorbs nearly all the light except the red, which is reflected. At an
abstract level, the coloured surface is an interface for the object, and
the light arriving at object can be a message sent to the thing, and
accordingly its reflection is the response from the thing. The consistency
in responses received from the interfaces for each message, enables
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things to interact with their surroundings. Hence to make the virtual
world comprehensible, there needs to be consistency in messages and
their responses. This is enabled through standard interfaces, which in
turn facilitate interoperability.

FEBLSE AT F e, BATTAT LRI it X5 PR £ [ Aol A A e B
TR PRy 92y 3o 3138 B IS T 5 o 160 00 it £ i 7 7 5 A S5 3
R EZ M. APk, el s AT, H
JCU BIZL R BN, PRI SRR OB 1 e P BR T 408 2 AR
M, TR RS AR EOX ARSI — IS KR
A7 58 P R T BE AR XA L 1, G BNE XA i a2
[ 3K it A 3 SR T ' PR S S B th it I AN ik oxet 1
FIBAE B RN 1Bl TR AL GERAT R E B Y
I R THZFIEE (6 AR L R — B B st
2ot WA, A A AN B St A2 i LABAR Y, AKX
FER D) ] LS € S [l PR B A el REA TV T 5 AR S M. DRI,
FEREAUTEFE A, BATTEE LKA T SR rp () s the i m AR B AR 1
AR BT R AR, A BRI AN AU 5 ) 2 B
AN PR 400 it TR A T SRR 5 JELIE 5 7 A A ] 8 g 200 5 457
SXAR AL R 2 BESRRE UL SR o (1010 i P S T PR B 1L U A A
(. FTRUAHE AT HAT R CAERE I

Digital World

Society

Knowledge
Integration

Semantic Integration

Real Physical World Virtual Cyber World

Figure 2 Internet of Things - a symbiotic interaction among the
real/physical, the digital, virtual worlds and society
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In the vision of Internet of Things, it is foreseeable that any “thing” will
have at least one unique way of identification (directly by a “Unique
Identifier” or indirectly by some “Virtual Identifier” techniques),
creating an addressable continuum of “things” such as computers,
sensors, people, actuators, refrigerators, TVs, vehicles, mobile phones,
clothes, food, medicines, books, passports, luggage, etc. Having the
capability of addressing and communicating with each other and
verifying their identities, all these “things” will be able to exchange
information and, if necessary, be deterministic. It is also desirable that
some “things” have multiple virtual addresses and identities to
participate in different contexts and situations under different
“personalities”.

JEBEAK PRI, I BAEAT “Hpin 7 K DA — 7 Xk
kR (EBE “ME—pPRil” sl 2 “BRFRIR HoRE
A7) o IXFERATR AT LLEIEE — FR A W] LAF AR R “ 5 7 (P 41
B EHL LR N IRBNEEE (actuators). UKAR. HAFR. VA4
FHL. KM &Y. 2dh. PEE. P 472, 5%, B TR
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AT LA Ik T EARAR LRI RE T, “ M0l 7 AT nl REACHtis BN K
TR N E S 4. %, KREMERKE, A2
(¥ “Hpit” BT ReAAAE 2 A BRI EEAAR IR XU T 3E B AS
FIPAEE S5O0, SRVFIX D) i RN B S 6y AT 00 Wi h B
RGN (i i 5 LRI EATH) “ AR

Many “things” will be able to have communications capabilities
embedded within them and will be able to create a local
communication network in an ambient environment together with
other “things”. These ad-hoc networks will connect with other
communication networks, locally and globally and the functionalities of
the “things” will be influenced by the communications capabilities and
by the context. “Things” could retrieve reference information and start
to utilize new communication means based on their environment.
TEAR PR, ARZ I “H)ih” R ae g 00 5 i AN I As e )
EATAT BUE—AN S A A “ P ARAERI G T, Bl A
HOIEAE RI2% . AR “Hpn T IR IR T RE K52 B B A g ) A
T AL RS AR 0 ) BRI 5 o (R FRATT R S, X Rl s
LR RIS M 4R et S LA (S M 4 KM . — e YO A 51
TARRND MER, RN AL XA R, Y7 KT Lo
KR HSMFAREK AT AZE 5F KGR, PRI 218 %
ANTRI R A KB (38 47 T B o
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Chapter 2 Internet of Things Application

Domains

gt gt o) ): 32 ): y )Rz Kb

The concept of Internet of Things can be regarded as an extension of
the existing interaction between humans and applications through the
new dimension of “Things” communication and integration. loT will add
value and extend the capabilities of traditional and localised
exploitation of automatic identification and data capture (AIDC) and
other interfacing ‘edge’ technologies and examples of envisioned loT
applications will be given in in the following sections.

B RATT T AR R, AR R AT LA AR 2 BT N5 N
R H Y . RAE X R F A2 B gl “4)7 XA Z i b
AR R SEILE) o IERCA W, ARSI (oT) A4 451
TEAEGEARIN A (A A3 FIEHE KRR (AIDC) BAK I
b — S A D GERIIN LD ok ERHI B I EL, R i e g
ARIAE TG, FTIAT AT BRI, TR R X LR AR
W P ARS8 ) o AN B S0KE B R R R IR A R TRAT O &
A DAAR L IR — S8 P AR RN QoT) (W R 548 o 3 iad 1 2 137
) IR A G K P AR FRATD ) 39 S IR SR K 1 ) A e i VSl A 7 TRt 5%

The term “Things” can be perceived in a different way and depending
on the domain in which it is used. In Industry, the “Thing” may typically
be the product itself, the equipment, transportation means, etc;
everything that participates in the product lifecycle. In Environment this
might refer to the trees, a building, condition measurement devices, etc.
Lastly, in the whole society the “Thing” may be related to devices within
public spaces or devices for Ambient Assisted Living, etc. Hence, and in
order to think of the possible applications for the Internet of Things, we
need to identify the main application domains, a proposal of which is
illustrated in Figure 3.

“Opi 7 XA AT LIATAR 2 RIS [ By e X e iR gy 25
IR T it BT AR R R . A S A, A T AR PR
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R R S B A e AT AR T DA S Y
7= AR A B R AT S . EIRER AU, 7 AT LAFR AR
Ay . EWER A g, WA S e,
“Hph 7 SCBETT LR R AL s SL AR ] R R e A RS AR, B nT PAEROR
HB L LA AN A 8 S ] 5 A B Canfs K P l) (Ambient Assisted
Living) "IRED) st RIsEik, s, Rk, AT EAFIRIEE AR
W DA F) 8 FH S L AT 75 S A TR A I DX BT % 1) 3 B2 I FH 4
355, FREYIE I FIIX SO 1) & G 5 AR, 1B 3 s —FF

Society

P
£ . Y
[ Internet
i of ¥
'\ Things
I’r o]
E

g i
Industry =" Environment

Figure 3 IoT Applications Domain

7 Ambient Assisted Living, AAL: Jii 5 bk Bl -5 /2 £ RO ME 2005 R0 (R 4L R 3 45 »
JLHMEAN T A5 B AT S T S b (s AR L2 A N AR E i,  (RHERR
W BT 7R B 1K 2 AE N DRSS T WS o ARG RLE 2 I
http://www.aal-europe.eu/

o

http://en.wikipedia.org/wiki/Ambient Assisted Living
http://ec.europa.eu/information_society/activities/einclusion/policy/ageing/launch

/index_en.htm
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The characteristics of each domain and some indicative examples are
presented the Table 2.

Wb, 2 2 FATATFNZE T BEA U I R0 1 Y FH AR AR A
e EEF

Table 2: 1oT Application Domains - Description and Examples

Domain Description Indicative examples

Activities involving financial | Manufacturing, logistics,
or commercial transactions | service sector, banking,

Industry between companies, | financial governmental
organisations and other | authorities,
entities intermediaries, etc.

Activities regarding the | Agriculture & breeding,
protection, monitoring and | recycling, environmental

Environment .
development of all natural | management  services,

resources energy management, etc.
Governmental  services
Activities/ initiatives | towards citizens and

regarding the development | other society structures
and inclusion of societies, | (e-participation),

cities, and people einclusion (e.g. aging,
disabled people), etc.

Society
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| DU o] DL SR B R o e s
o 5 g Shss 1 R EET g%ggﬁgﬁgﬁﬁﬁ%
L E%ﬁz}] ~ |RVE] S
P T LU A s N | BE A RFIE &5 (s
o4 A OL TR A b & R REA | e-participation®) LA HiAh
tak DL R ABATT R B B AH S0 8y | AR S BEAR (2 A2 AR f
5% A1) ERBUR RS

Since we cannot isolate any of the above domains, we need to think in
terms of developing new applications and services that apply at intra-
and inter-domain level. For example, monitoring of the food chain, or
dangerous goods, has not only to do with the industry itself, but also
has societal implications that need to be taken into consideration.
ToHE, AR R B T R U & AN 2 . P DA R R
R, JRATT R LB I I b ) JEL 2 e e 5 T K o £ I FH R I 55348
B RSBERT DATE FH T 45 S ) A 0t T DA T % el 2 TA) AH AT T
L. ZEGIRAE, UGB it A LR e BG40 i 1) M 45 AN B i LR
W RSV AUSAS B i, 35 275 e A 2 U b B Bl LR 5%

S )

Therefore, in the Internet of Things paradigm, we can refer to
Applications (in the sense of a whole system/ framework/ tool that
supports one or more of the above domains) and isolated Services that
cater for a specific functionality/ need of the intra- inter domain level.
While these applications domains have different objectives/goals, they
don’t have significantly different requirements with regard to IoT and
applications that would be deployed on that platform.

B UL, 75 AR M (RS I 2 R, AT BN A (3%
HARI R SRR LA s AU AN R G RS T
Ho MUST. 1) ik 55 A L0 S A AT R ok D e Mo 22, 1 HL2E2%
R S U N 5 DA K S TR BEA T A HL ) IR e BT BL, RV ISR

® e-participation A5 ¥RHE 2 W,
http://ec.europa.eu/information society/activities/egovernment/implementation/p

rep _action/index_en.htm
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http://en.wikipedia.org/wiki/E-participation

Page 28  %f 28 U


http://ec.europa.eu/information_society/activities/egovernment/implementation/prep_action/index_en.htm
http://ec.europa.eu/information_society/activities/egovernment/implementation/prep_action/index_en.htm
http://en.wikipedia.org/wiki/E-participation

Internet of Things Strategic Research
Roadmap

VBRI S ke s it 24 P

FHATTERAT 2 2% AN R R 5 703, (FR I Ak g 1 FH AR Jo |
FFAAFAE L AR R B e [AIE, RO AR R DA S G B R
FHHR L 23 FPE A 8 Y A AT TT A RT3

2.1 Aerospace and aviation (systems

status monitoring, green operations)

FRAFTEE CRAFRE . KIS

The Internet of Things can help to improve safety and security of
products and services by protecting them from counterfeiting. The
aviation industry, for example, is threatened by the problem of
suspected unapproved parts (SUP). An SUP is an aircraft part that is not
guaranteed to meet the requirements of an approved aircraft part (e.g.,
counterfeits, which do not conform to the strict quality constraints of
the aviation industry). Thus, SUPs seriously violate the security
standards of an aircraft. Aviation authorities report that at least 28
accidents or incidents in the United States have been caused by
counterfeits [1]. Apart from time-consuming material analyses, verifying
the authenticity of aircraft parts can be performed by inspecting the
accompanying documents, which can be easily forged. This problem can
be solved by introducing electronic pedigrees for certain categories of
aircraft parts, which document their origin and safety-critical events
during their lifecycle (e.g., modifications). By storing these pedigrees
within a decentralised database as well as on RFID tags, which are
securely attached to aircraft parts, an authentication (verification of
digital signatures, comparison of the pedigree on RFID tags and within
the database) of these parts can be performed, for example, prior to
installing them within an aircraft. Thus, safety and security of an aircraft
is significantly improved.

AR IRIHIIBR WA T LUK R 3wt IR AT 2 40 7 it Ml 25 11 22 4
PEL AR LR AT AR o SBT3 B A
RAMGLAR ML DR AR B OV R BLR 7 28k, BLA T
by TRMUE A K ) B T (K AR HE A (SUP®) )L
AL AR LA I NUE . AR & S RF S TS AR
PR AR T 1 R K 1) AT 2 0 E (e ANFF & KL

° 455 SUP (M HORAT IS %
http://www.faa.gov/aircraft/safety/programs/sups/
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FRE R TR SR A4 A B IE D o IR SRR A
AR T WL b 2 A bt O HERERERE 1Ty HLK I ok
TORAILAE Bl P SO B AME DU AR, AT T TR
ANV R RR Y o SO, ' Jr et Bl o,
LA DAT 2888 PO A A T T XS A 2 i L%
SRR BT, BR T RED I MR AT AR 0 M 2 8h, A SR
E RHU AR A R LSt i — AN A 2B A LTI ) o Ao AR A S
AN UEIK L8 S A A 1) B S 32 O e A TR B A AT OGSOk
BEAT I SRITAR BT AL S0 SCAT (R D A 5 gl f— PR T 2 28 R s
DRI, BRATTA 04 B SN AT R T BoR e X — T Tl Yk v
IR FRAT AL, 3K il ) LA g e 7 X B 2 R 1 v 7 I
T LR BRI SRS B o FAFATFRAF 1) H 3 G0 AT BR 00 SoRE v LA
W EANTE 5 A 2 b e B M e 5% F ORI B SRUE DA K SRy
HIEIC I T B VR IC AT (e MR ST A . 2
XL P S AR ER L sk 5 o2 S BihR e (RFID) AAZRSE, JF HIf
FAEMRI) WL BRI 2 BN, tn] LR — RSB
Oy WU e PE ARG o L IXREA, A IRAT T X W LER AR AT
TAFRATR I ANRALIN,  AUAT LA 2 I 28 L G AR T 5K
(i, BUEENIMECTE4, KX 5 RS AR A % 5 2
JE P AR DGAT AT LR A5 ), RIS UEMRLE AR AT 2 2 1. nl%E
(¥, BE M FRE LW A, MR AN Ay, iy, 7
BYBATTHR s MR U ) 2 AP T e vk

The ‘on-condition’ wireless monitoring of the aircraft by using intelligent
devices with sensing capabilities available within the cabin or outside
and connected to the aircraft monitoring systems is another emerging
application area that forms the basis for ubiquitous sensor networks
[19].

IR T AT AR HEN K A . NS AN R TE, R
SKICIIIE R, Ay ol A T8 A B AERTLAE A A0 A0 0 ) L AT I A g
JIMR B Ee, K] LU FRAT T St — AN m] AR s 75 ZE RN 100 >k Sk
I TG Z IR R 2 T 2 ) X 28 P05 o AT (1) 1Y) % B 5t 4 v AT
S I A 3 — P 3 T B A BR R R ) R AL A M 46 2 R o [19]

The nodes in such a network will be used for detecting various
conditions such as pressure, vibrations, temperature etc. The data
collected gives access to customized usage trends, facilitates
maintenance planning, allows condition-based maintenance, reduces
maintenance and waste and will be used as input for evaluating and

"0 B SCHR(19], RO LA AT 1 55 8 % 4k 1€l (Roadmap to Self-Serving
Assets in Civil Aerospace)
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reducing the energy consumption during aircraft operations.

FEIXFER IR P 2 2 vh, BT R e FH R 8- & A PR s
W R OHHE . IRANERE, WEAE B X S AR A AR
WA TEAE 1K 73 Mo 0 A0 M IR Be 8, FRATDRE AT LR Horp o
R AGEAT BIC S BRI S, ] DL B oG AR R e
XFER) TAE . StECdb gefia vk Rk, Fefioe 4] LU b i )4k
P TR TR CHLESERR IGO0, MR e & F S AT 4 s,
AT PEAR R )RR T SEBR IS AU 4B TR O P RE . IXRE
Ao 4 T LA B A R RA Y AT 250080 D AEAE A R BT 2,
W RN S PR A SERR . Sy — T, R BT BT iR R
AHOCEA, A m LA A FRATTVP A R 95 A MR T = b ) e 5 i FE £
ek tle AT, A5 B FRATTIR A AT AN 23 MY IR S AR B HETBOK P R
PRAVIG UAEAE 1) B ARFRE

Safety - the challenge of sustaining the confidence of both the
passenger and society that commercial flying will not only remain
extremely safe, notwithstanding greatly increased traffic, but will
reduce the incidence of accidents and enhance efficency. In this context,
wireless identifiable systems will be developed using:

LA R NY RE AT SRAT 2 7 T AL 2 ST T S 10 ) 26—
B B Y WA R R R, T PR T IS ) Al I AR
T RFE S AIMAZES) TS immRes, SnEEm)
ST YD SO IR KR . BTRL, AR AR M rh o 2 bR il
W 6% I 12 1) A5 LA A7 TR SR «

® RFID tags correlated with luggage in containers, RFID tag based
passenger/crew/luggage/cargo tracking concepts
LG5 ) R S AT B RRAT 5 A& R ) RFID #5%%, LASNIE
R LAY 4T84 TeES ORItk RFID 4545,
EN

® RFID tags and sensors on conveyors; cost effective reading systems
linked to overarching security database; CCTV and data imaging
software
BB R AL IR B A AL R . RIS FI RFID A48, 1l LA
55 AR R G M PE AR R A B B o5, P IE FL AR A
BB AL BRER AT R R 4855
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Automotive (systems status

monitoring, V2V and V2I communication)

RELY (RERFME. EXFEV2vL)
LR 0 RS (V2I12) 84D

Applications in the automotive industry include the use of “smart things”
to monitor and report everything from pressure in tyres to proximity of
other vehicles. RFID technology is used to streamline vehicle production,
improve logistics, increase quality control and improve customer service.
The devices attached to parts contain information related to the name
of the manufacturer and when and where the product was made, its
serial number, type, product code, and in some applications the precise
location in the facility at that moment. RFID technology provides
real-time data in the manufacturing process, maintenance operations
and offers a new way of managing recalls more effectively.

FEVRAETTNE T, RSRYIER A i “ R REP N 7 K T LS B JRAT T 45
BRI FEERPROUEEEE,  DUEIRATRT DUSE N SR 4554
TR &AM E B R, 38R A4 RFID IXFER) A3 PR, R
P INE7/REBES SAINDE Y E (N P S IR ATHE £ 2% NG SV & SN 6
P (R BEAR KT« i 20 1) o e 42 o LA R 3 B B AT T 53 25 ) 1 Ml
FARR S (EXFEREARIA T D, VA LR AT DA 1
R AR Al A RS e SRR
PAS G i gt 4545 B o SR AEREAE N T, AT AT O P04 St
FE VRS2 I 5 A7 454, TS B FRATT S AN A8 Tl R G Ab PR 5K
L. T H AR RFID IXFER E 3P0 5 20 R AR BOR WK G5 15 B 3%
MIRARAEVTEE A I R DA R AP oo R o i) 46 A S I 454, I B 7
FRATTEE AT S5 AT AH A [ A i 3 A

1 y2V: vehicle-to- vehicle

2. y21: vehicle-to-infrastructure

P SAYENE s
http://europa.eu/rapid/pressReleasesAction.do?reference=1P/10/353

Al

http://ec.europa.eu/information society/activities/esafety/2010/amsterdam 25ma
r/index_en.htm

DY

http://ec.europa.eu/research/transport/news/article 3396 en.html

Page32 532 1L


http://europa.eu/rapid/pressReleasesAction.do?reference=IP/10/353
http://ec.europa.eu/information_society/activities/esafety/2010/amsterdam_25mar/index_en.htm
http://ec.europa.eu/information_society/activities/esafety/2010/amsterdam_25mar/index_en.htm
http://ec.europa.eu/research/transport/news/article_3396_en.html

Internet of Things Strategic Research
Roadmap

VBRI S ke s it 24 P

The use of wireless identifiable devices helps the stakeholders to gain
insight into where everything is so it is possible to accelerate assembly
processes and locate cars or components in a fraction of the time.
Wireless technology is ideal in enabling real-time locating systems (RTLS)
and connecting with other loT sub networks, improving vehicle tracking
and management and supporting automotive manufacturers better in
managing the process of testing and verifying vehicles coming off the
assembly line while tracking them as they go through quality control,
containment and shipping zones.

FEAKYNER A TS 50, SR ARy i b 4 ] e 2R e %
W AT LU FRATIAE AT R JL R I TR PN 8 LA BA KBS R 25 A s 1 F
PIALE, FEBBATINTRY A ML RN A 7 i i, e v AR - 3%
1M H AR IC LB AR MR D& & T AR SE N EAL RS (RTLS), A
DR J7 (50 4 S VR 2 5 LA PR D IE6 0 1 P 28 AR B, 4 van A= 1 IR
PR BKA o AN, XA R v] DAAEAR RS B B3 By = i
Tl o AULATTRE P LU SE A7 280 ) I it e AN 2 A VA 1R B o s
], RGBS D BRI AT R,
) S A T AR A B TR/ e ) & R R A R e A

Dedicated Short Range Communication (DSRC) will also give the
possibility of higher bit rates and reduce the possibility of interference
with other equipment. Vehicle-to-vehicle (V2V) and
vehicle-to-infrastructure (V21) communications will significantly advance
Intelligent Transportation Systems (ITS) applications such as vehicle
safety services and traffic management and will be fully integrated in
the loT infrastructure.

FEARAH PR WA v, g R HE st e T A R 25 045 B (DSRC) o Tl I
IXFPREAA )2 N, A K 1R 190 28 1k Ft v PRl i A5 B v 1) A i
WA, JF H AT DARE b0 sl v b 5 A B AR BT, AEIXFERY
IEEH, B0 4 (V2V) LR A0 ZR G0 (V21) 45 H A R AR Rt
é%@L%%(%)mﬁ@ﬁﬁ,EE?XL%Wimﬁéﬁﬁ

B R GYIMN eGSR

The vehicle itself is also considered as a ‘thing’, enabling it to make
automatic emergency calls or breakdown calls when appropriate,
collecting as much data as possible from surrounding ‘things’, such as
the vehicle parts itself, the supporting transportation infrastructure
(road/rail/etc), other vehicles in the vicinity, sensors in the load it is
carrying (humans, goods, etc).

Mo —HBERT, A B m] LR A S AR R IR R i) “ 40 7
PRI, R T DUE I A, B R A A B S O s T
0L T Ao R DUSILBTREHCER A B “ Pt I8 S
FORL Bl SR AR A e (e JERE. BREg, SE). M

Page33 33 L

sgulyl 4o 1ouUJU|

RE

=il



sSulyl 4o 12u4au|

IES

e Internet of Things Strategic Research
X * Roadmap
* L 2y [ v >

* * * SEVE }I;;Etjluf, WORK #@H}é ]XXJ E}l’jhﬁj& H%E%gjé [§]

WAEWRPRG . BLR BRI (e AL 589, 48D ISR
FRIERI 1 R 5t LA S A 0

There is an extensive range of complementary AIDC technologies
(microdotting, matrix coding, etc) with attributes that can often be
successfully matched to needs and applied to satisfy particular
applications. Microdotting is a technology designed in the 40’s for
military use and has become a technology of choice in the automotive
industry to prevent theft.

XA S A, AR IR I E A R AR T LIEAT R TR .
ot FATIE T 2 A - AR 2 (0. T LUEAME B 2 5 Hdi R
4 (AIDC) FA (e s A AR . AR Sk
07 R A A 5 I FH PR 25 it S AR ) i AE S8R S R N IR 22

Today other techniques, such as the use of motes, which consists of a
set of extremely small microprocessors with some communication
capabilities are currently also being considered because they offer
additional advantages. This is an emerging field [16], which might well
replace classical microdotting technologies.

1M HISPEAS R R, FATH AT BURIL— L oA H R, 4. Motes
B, AT LUl N F 55 SRR FH (K Y o 3k e AR T A L
A — 5 WAF RE T IR A BE 25 BRTMAL B R 48, K A FRAT A A R A Bk
W e I P B B R AR IR B R 25 A o BT RL, 0 T3 B AR B R A
W TURE R AT B ) T 1) AT 55 9tk 2 —[16] o £EA KL 1)
RIS, RAVAMA TGRSR IR IAT BRI N % g, i A2

B Microdotting: 5 R IR A S EAMEEZE 40 AR AR 10— R I BOR,
H A7 3= 2 TV 7 S5 Ak .

AR BRI BA S W,

http://en.wikipedia.org/wiki/Microdot

%

http://www.scienceinafrica.co.za/2005/november/microdot.htm

il

http://www.microdots.co.za/Technology.htm

http://ec.europa.eu/transport/roadsafety library/publications/sarac2 1.1.pdf

" Motes: &I S BRI 5, 5 IR AE To 2R A% IR s I 190 45 r () S 26 /)
M. AT REA FRYR SCRE AT R AR

R TERHE S W

http://en.wikipedia.org/wiki/Sensor node
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2.3 Telecommunications

HLAEN

loT will create the possibility of merging of different telecommunication
technologies and create new services. One example is the use of GSM,
NFC (Near Field Communication), low power Bluetooth, WLAN, multi
hop networks, GPS and sensor networks together with SIMcard
technology. In these types of applications the Reader/tag is part of the
mobile phone, and different applications share the SIM-card. NFC
enables communications among objects in a simple and secure way just
by having them close to each other. The mobile phone can therefore be
used as a NFC-reader and transmit the read data to a central server.
When used in a mobile phone, the SIM-card plays an important role as
storage for the NFC data and authentication credentials (like ticket
numbers, credit card accounts, ID information etc).

AR VPR PR 2 5 FRATV LAY CL R AAAE [ S A IR AE R, I
R L S B3 T 2 B K Y T 2R AR IR 5. b, Jk
158 4] LLTIUYT, AR AISIM-ARKs iT LULE B GSM (R BRBE Bl 15 R 40D
NFC™ GIFEBHE A RIIFEH A . oL M (WLAND . multi hop
networks. GPSFIA% I W 4555 2 Pl A5 DhRE. 76 —L5 [ s HoR
R, R FHUR BE T DUE A REE, o m] B S i i e o6 . 31X
FERITE, FHLGVRVF 2 2 N H o & f L= e [/ —esim R,
F PR n] LA R A A - AP g s AR 7 4 ] ISR - A
ATRINE S5 4 BRBURGPRE W LAAT 250 A R B e 2 A 9 29 v 3 ] L R
WA RS %4 MENFC—T i Bl (G ——kul Cet—Fhm]
PALE RS LU () i TR SEBL AT B L 22 IR B, —J71H
FEFHLFE ANFCEZHLAR I, E0R n] LA B FRAT /R4 2 I X IO A7 2
I X L5 AL B W] UL B AT o k&5 48 b 51— T ETF
BUAL FH SCHENFCHORIISIM AR IR, 8 3K AT A 78 24 NFCEL IR A7 1
UK NG IAEEUE (e ER 5. FHRKS . S0EE

) .

Things can join networks and facilitate peer-to-peer communication for
specialized purposes or to increase robustness of communications
channels and networks. Things can form ad-hoc peer-to-peer networks
in disaster situations to keep the flow of vital information going in case

> Near Field Communication
T TR I
http://en.wikipedia.org/wiki/Near Field Communication
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of telecommunication infrastructure failures.

TEASRIIPIER (loT) Hr, W) AME T LUK E 1M 45, T H.
KT LD A AR B 5 )7 AR 2 H AR RO R (P2P) JAF .
TR ATEAT A SR TR R X v (1) 175 ) 28 AR08 A5 175 1 L % i K I e
FIEHeME . fEIXFEM MLy, — BRI (5 it A A2 T Wk, )
B rT DL G 2L S R s s (P2P) 2%, LR & SR £ i
A DI PR ) A 0 B4R AR, T AN 529 A5 s 5 aE A
BRI o

In the long term, the borders between IloT and classic
telecommunication networks will blur: a situation-aware service
environment will be pervasively exploited (crossing different domains)
for supporting the creation of services and understanding of
information, at the same time ensuring protection from frauds (that will
inevitably going to grow as Internet becomes more and more used),
guaranteeing privacy. In this context, services will be composed from
different providers, stakeholders, and even end-users’ terminals.

TR A, P W 5 4 435 (DA A5 D 4 2 ) 1 S PROKs 2 20 T k. FER
KA R )z, 5Bk 2 Bl AN [R] IR A 4t ik — BT
A7 58 BT PR R 55 AR I5E o S Ao 155 5 1 ) R 2% B B mT AR By 3
MIHEARK I M 28 QI IR s, BRAREHE FME S, Biu Ve R A I
AT AT, B AR FLER M N Y R — 22 g, JLRa
AR, PR TRAT 5 A IS AL . (ERXFERE 5T, IS
BEAAK A5 FAF RS IR BE R MEAHKTT, H 2R m% N
JHR 2 S e 2 A A AT DA S R, A D IR 55 I A T B £ ZH RGE
93

Services will cross different administrative domains and users will be
able to compose and mash them up freely; moreover they will readily
adapt in order to provide the better functions according to computing
and communication environment.

TERAR A2, [ 554 2 20 Tl A [R) ) B0 o BRI e e 28
JHR g VE (FERRYEE WD B i AR A& &Rk 55 5 )
Ao [FIET, ARG K BA B 30 W RGN B b v 48 5 8 45 R
RREST, AR AN RIS ks F P dsidi & () D Re A Sz
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Intelligent Buildings (automatic
energy metering/home

automation/wireless monitoring)

B RE I (B 3 RedR I KB B3k
ENEP R-ANELY)

Building and home automation technologies have usually been
deployed only in high-level offices and luxury apartments. Much
research has been done on the benefits and possibilities of “smart
homes” [15]. As the technologies mature and cheap wireless
communication becomes abundant, the range of applications is
becoming much broader. For example, smart metering is becoming
more popular for measuring energy consumption and transmitting this
information to the energy provider electronically. In conjunction with
modern home entertainment systems, which are based on
general-purpose computing platforms, they could easily be combined
with other sensors and actors within a building, thus forming a fully
interconnected, smart environment. Sensors for temperature, humidity
provide the necessary data to automatically adjust the comfort level
and to optimize the use of energy for heating or cooling. Additional
value is provided by monitoring and reacting to human activity, such
that exceptional situations could be detected and people can be
assisted in everyday activities, thereby supporting the elderly in an
aging society.

—HEUCK, @B AN KR 1 A SRR R R A
. A AEULERSIINEAMEL — HRERELT “BE
AR BE” 1 A 2 H&Tﬁﬁﬁ*@ﬁ%\ﬁﬂﬁﬁﬂﬂEiﬁ&
ATIEFE— s BEAEORI B D K ARG, BEAG Jo 4l {5 45 AH
RHAR R AT Bt S5 E ) ST, “ BRI R BE” H a4 ﬁﬁﬁ%
sz, 3R AU 5 TR O . F R A B S iz ik e 5% A
RGN, AR A RAXANIN ] 5 E, AR DU AT SeAE R R g fig
PSRRI E A AT ORI KK IHESS o XL PRy IR AT LA
B PATI B A D I BEVR AT FE,  JTREAH S A e A IR S i 1) AT ]
P REVE S BE R, 15 B ABAT T D BRARBOK S, CRAPIRATT T AL R 315
[ IAEARR, T8 33000 S e U5V R 1) e o o ] ULy 66 13 o
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Autonomous networked wireless identifiable devices with physical
sensors that combine advances in sensor miniaturisation, wireless
communication, and micro-system technology will form the ubiquitous
sensor networks that can make accurate measurements of
environmental parameters (temperature, humidity, light etc.) in
buildings and private homes. Building energy control systems are merely
the next application of wireless identifiable devices by bringing the
possibility of accurate climate control for all buildings down to the level
of individual houses. Web-based smart energy metering and localisation
and mapping of energy consumption will be one of the loT applications.
TEARK, TRLKE AT B A P28 K e 2 T hR iR B ok S AR AR A G0 e, 3k
ATTHE P LA BLAE AR SR AR AR I e 4 /N RO L BRI RO L T
MARGE ARG ZMEARIESTE I R K 1) 5 3 A S I
28R AN AT DL I FRAT T SEBTORS it 100 000 e Tl SR R AT 28 A ) 5 TR 5
ZH COmi R WS JGIEED s i HAEAE ] T SR Re A5 i R Se
LR, AT DTS B BT RS B 1 42 S SR P sk P A 8 1Y) 3 N FRSR
AN ST — AR I 2 A Y e AR U . AL e 42 )Rtk
REVSTH FE IS T — 5 (B b 1 A K

In this scenario, autonomic technologies and architectures will
represent the enabling solution: an autonomic home network will be
intelligent and capable of sensing and adapting to environment changes
whilst performing self-* capabilities (e.g. configuration, healing,
optimization, protection). Autonomics will make home network
architecture highly dynamic and distributed enabling the interworking
of several devices and systems. Interworking of home networking
systems and devices with other systems and devices external to the
intranet will be achieved via Personal Virtual Private Networks (VPN).
Use of Personal VPN also for home networking will become more and
more popular due to inexpensive, high capacity Internet connectivity:
secure, inexpensive, Personal VPN solutions will be used to share files
between home, office computers, people on the move, etc.

FERRFE—BISZRN, AR H SRR AR A FA TR
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Any device or thing that has human input controls can be used to
securely interface with the building’s services to monitor status and
change its settings. Using home automation devices with wireless
communication technologies (i.e. ZigBee'’, 6LoWPAN, etc.) all of
building’s “things” can have two-way communication with each other.
For example the touch screen monitor on the fridge can be used to
change the thermostat’s settings. Or a mobile phone entering the
building can activate that person’s preference profile setting for the
home. Or the washing machine can autonomously order replacement
parts while under warranty. Personal mobile devices will be
automatically detected and integrated when within range of the home
network.

TEAR IR Gy, PR AL AT AT oo N 2% A g i 1
PR A A T DL 2e 4 o R ) Ly AN SR 1) 8 IR 95 AT B
NI 75 158 NAT T8 28 8 (R DR 2 0 8 B A7 L AT 5 I 1 B AL FR 425 T
A R AR (fizigBee. 6LOWPAN'®, 45) (W5 KE H 5
v, SV RIFTA R “Hrah” K B2 T LU LT a) 45

O RUFAA P25 (VPN) AHSE R T LA 2%
http://zh.wikipedia.org/zh-cn/%E8%99%9B%E6%93%ACKHE7%A7%81%E4%BA%BA%
E7%B6%B2%E8%BT%AF  (H130)

http://en.wikipedia.org/wiki/Virtual private network (JL3)

Y ZigBee MKW RITT LIS

http://zh.wikipedia.org/zh-cn/ZigBee (HH )

e

http://en.wikipedia.org/wiki/ZigBee ()

'® 6LOWPAN Al HERIAT LL 2% .

http://en.wikipedia.org/wiki/6LOWPAN  (Z30)
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2.5 Medical Technology, Healthcare,
(personal area networks, monitoring of
parameters, positioning, real time

location systems)

B R, By BAMBEFRESIR (AE
M. NAESEIEI . NAEEAL. N AR SERY
ARG

The loT will have many applications in the healthcare sector, with the
possibility of using the cell phone with RFID-sensor capabilities as a
platform for monitoring of medical parameters and drug delivery. The
enormous advantages are to be seen firstly in prevention and easy
monitoring (and having therefore an essential impact on our social
system) and secondly in case of accidents and the need for ad hoc
diagnosis.

56, B RFID AL IS DhRE M T IS 25 AT, Rl 2 kT
BT FI O] DOR A NIRES BT S0 24 i L A5 TR e 41
G AR LS, AR I K A1 B 1A FIOR A S 15 3]
ORI Z N o BEAE XSO R A, AN — s i B A A
SRR N SRAG R 2 D) SE R s B, FERXFERIEREE T, JK
AT T DL ST N e 5 . SIS B ) s e A R TR R e, T A
B PATTHR AT FIUT 25 Ao AL Ge M od (1) By X Db 0 FRA TR 23 1 22
SEES . RS R AR . 55, 4B AME e =k A L
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The combination of sensors, RFID, NFC (near field communication),
Bluetooth, ZigBee, 6LOWPAN, WirelessHART, ISA100, WiFi will allow
significantly improved measurement and monitoring methods of vital
functions (temperature, blood pressure, heart rate, cholesterol levels,
blood glucose etc). In addition, it is expected that the sensor technology
will become available and at much lower cost and with built-in support
for network connectivity and remote monitoring.

H, BEEAIRASBORIBED, BRI N EA 4515 e
IIZE R W% R ) I B A BV F R R HT, - AR SR R AR 104w LA
HAEFH MR (. AZJ&4% . RFID. NFC CUZFR &iEf5).
*. ZigBee. 6LOWPAN. WirelessHART™. ISA100Z° FIWiFiZ 25H R,
TR SVEFRATTAE B vy 7K - b 00 e R A % e R A A A AR A FR AR
Ctetn: M, IHs, O, HREEESE, iS5,

Implantable wireless identifiable devices could be used to store health
records that could save a patient's life in emergency situations
especially for people with diabetes, cancer, coronary heart disease,
stroke, chronic obstructive pulmonary disease, cognitive impairments,
seizure disorders and Alzheimer's as well as people with complex
medical device implants, such as pacemakers, stents, joint replacements
and organ transplants and who may be unconscious and unable to
communicate for themselves while in the operating theatre.

R, BEAT W DARE N AN AR ) G 4 AT FR TR B A A BOROBR 72 1 SRl
SRMNATTIRAR ARG, A IR P IR 194 K 345 I AT 1 25 Aot 5 St 0l R A2
(10 BN S ] B 45 RORE— 57 5 N R A i o 4o Sl A R TS 8 S A 48 P
BRFRBE (il BEIRIE S JRE . ebCoiig s A X P R A Mg

PWwirelessHART  FHIEHORIE 2 L.
http://en.wikipedia.org/wiki/WirelessHART = (JE3)
ElE

http://www.hartcomm.org/ (J3)

0 I1SA100 HIZEHERHE S .-
http://www.isal00wci.org/ (FE3)
http://en.wikipedia.org/wiki/lsa100.11a (J£30)
BeE

http://www.isa.org/ (JE3)

Wi RS2 L
http://en.wikipedia.org/wiki/Wi-Fi ~(#30)
e

http://zh.wikipedia.org/zh-cn/Wi-Fi  (HF 30D

Page 41 % 41 T

sgulyl 4o 1ouUJU|

RE

=il


http://en.wikipedia.org/wiki/WirelessHART
http://www.hartcomm.org/
http://www.isa100wci.org/
http://en.wikipedia.org/wiki/Isa100.11a
http://www.isa.org/
http://en.wikipedia.org/wiki/Wi-Fi
http://zh.wikipedia.org/zh-cn/Wi-Fi

sSulyl 4o 12u4au|

IES

ke s Internet of Things Strategic Research
X * Roadmap
* L 2y [ v >

* ok SEVE WORK #@Hﬂé ]Xﬂﬂﬁjiﬁm%&%gé l§]

WWEIBERG . P SVERAE . BT ) WA IS LR BEAT L
FrE TR (I AR 2Ry Sb (e DB ATEE AN SZ A 3t
I R BB A A A B B AN AN REAE
TARERLHEP NGB CRFOLIR A, XL Fd SR 7 B =
PN G ) 58 AR AT A o

Edible, biodegradable chips could be introduced into the body and used
for guided action. Paraplegic persons could have muscular stimuli
delivered via an implanted “smart thing” controlled electrical simulation
system in order to restore movement functions.

e, A AT AR AT DU P it 1 e ok 2 1 2 ] )N
RS, AR R IB W ST e AT B RN 5 | 08 N\ 58 & MBI T AT
KRBT RS . B, BRI B ERY T AT
FES IR F AR, AT DL A B R — BT R RS, I
HIl XA RGBS LA RIS 5, WSS A BRIk
R A AT N fiE

Things are more and more integrated within the human body. It is
expected that body area networks can be formed and that they will
communicate with treating physicians, emergency services, and humans
caring elderly people. An example showing the current state is the
completely automated internal Cardioverter-Defibrillator, which is built
into the human heart, can autonomously decide on when to administer
shocks to defibrillate, and is fully networked such that a MD can follow
up on his patient.

Wik Ermrgsrad, JATATLURIL, AEARSKPIB R A, iR
TP AN T IR RS R NS S A, FRATIHS RT RAAE A4 P 3501 ) R
AT DR P S BRI o [ IR R A AR I 28 B S5 ] DA e
oAt W 2 BEAT A ik H:, WA A S EREA . 2925
DA KIS £ 4 B EORE EH AR 51 CRp il 2 IRUBE A NN 51D 1
1T MBS hEEANEITT RAN &M 5H (i B4
N GURIBEST B35 BRI B IR 1 AR AR08 NG D0, S i SR kT
RIS ML RS . 280007, B UL, A LB O
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Independent Living (wellness,
mobility, monitoring of an aging
population)

NOEENADSNEFSE (NO/E. AN

Wtk ZiR At A DR

loT applications and services will have an enormous impact on
independent living and as support for an aging population by detecting
the activities of daily living using wearable and ambient sensors,
monitoring social interactions using wearable and ambient sensors,
monitoring chronic disease using wearable vital signs sensors, and in
body sensors.

FEASK I G AT, HEAR T I 0 2 P &8 vfe 7 FH 0l 55 40 45 DA AT D
JEAT AL 2 AR RIS N ARG 7 2 ok EUR B i A s . Herbde oy
S AR I R ] LUK — A [ 2 208 A 1R # L 25 R I i A (1) 5
FrREE. AR —T, EARKRMIEM T T, AR 28 BA
S R R B ) ke, AT TR B A TR AR JRATTHE
A S AT PR SRR 6 7 A, AT 3 B AT 14 B AL AT 0
Bl FRATT A AT G A= i AR A D 55 45 B AL IR R 7, AT
R B IRA BT Mg M ms s A ISR AE A T IRAT S 1A A
P2 AR IR T o AT LA AR K B P B W9 ANE AT A A 3
AT N AR R AT, T HL 785 Bl A D FRAT IS A B I e o 5
LIRSS o

With emergence of pattern detection and machine learning algorithms,
the “things” in a patient’s environment would be able to watch out and
care for the patient. Things can learn regular routines and raise alerts or
send out notifications in anomaly situations. These services will be
merged with the medical technology services, mentioned above.

EAF PRI, TXA QU R I K AR At 3 A AR 2 48T
Abo 28T, BEAE SR FINLES 27 ) SEEEFI R K JE, 5
N PR 5 o 0 25 A < g it 7 o o AT SRBURIR 37905 A0 R e
LB K T LA 3257 S BRI A i AR, O B AT DAAE e
TR LIR30 e B R sl B A AN 25 53X A A AH DGR Al N B
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Attention should be given to the nature of the problem that needs to be
solved. Not all human needs can be met with technology alone. Caring
for elders is a social issue; hence the technology should foster a
community response, such as facilitating communication between
individuals, instead of attempting to attend to the issue with technology
alone.

B it EE R R XA U I AE LT R e A I 122 P 224
RIRVE T SRR YR 0] B AR AS s e A A M7, T AN 2 6 % 1E H
F PRI BOR 2 vkl @ . ER S IF AN T A B AR B
T30 fln, fE2ie it IS E e — Mt ), T
AR —ADEARIE H T IRE, BORBIZII AT B e gk 44+
EASINE Sy ) A b I = 1) | 0/ RSNl 1 R B il 1 i S TR Y
AR B A, AR N TR —HE DKOK DL B, A2
7350 B 5 e B .

2.7 Pharmaceutical

B2k

For pharmaceutical products, security and safety is of utmost
importance to prevent compromising the health of patients. Attaching
smart labels to drugs, tracking them through the supply chain and
monitoring their status with sensors has many benefits: Items requiring
specific storage conditions, e.g. maintenance of a cool chain, can be
continuously monitored and discarded if conditions were violated
during transport. Drug tracking and e-pedigrees allow for the detection
of counterfeit products and keeping the supply chain free of fraudsters.
Counterfeiting is a common practise in this area as illustrated by [20],
and affects mostly developing countries.

XTI R UG, 2 AR RS B A T DR P e Ml 2 DR i
JR AT ) S8 A B PR DG B e o B A 24 il LB A eAR 25
A T PR T v M A 2 PR3 A AR T A 5 AN FA Y R R S R
A SRR V2 B I SRIRZ S IRPRAS S8, 3 0 FRATIR v L3k ] R4
PSS E . Ot FRATTRT LAAT R0 45 08 06 i SRR Rk A7 A2
ZAt (i, FEAFEERAMEAR) B2, SN TRE . &
VRAEERER M A2 EIX L824 I it 13 S 3 S50 3 3 RN I AT S
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The smart labels on the drugs can also directly benefit patients, e.g. by
storing the package insert, informing consumers of dosages and

expiration date, and being assured of the authenticity of the medication.

In conjunction with a smart medicine cabinet, that reads information
transmitted by the drug labels, patients can be reminded to take their
medicine at appropriate intervals and patient compliance can be
monitored.

[, 2 5 LR BEAR RSN o] LU N B F e . . Tl AR
R AEAE IR, 2 R DU VR 2 Tl IR T R e B R DR
WA LS T SER e 7 A T U 555 o S, G SR [R] It
— AR YA, e AT LABEIN B OCK B 25 SAREE ERIE R,
LG 24 () IR R) [R) B P M i ik 2, O HLR B R T A S R R
L

2.8 Retail, Logistics, Supply Chain
Management

TE. VRS H T EAE

Implementing the Internet of Things in Retail/Supply Chain
Management has many advantages: With RFID-equipped items and
smart shelves that track the present items in real time, a retailer can
optimize many applications [2], like automatically checking of goods
receipt, real time monitoring of stocks, tracking out-of-stocks or the
detection of shoplifting.

2 FiREE (e-pedigrees) E%.’%nu?ﬁ LB FL)R (FDA) 2006 4E AT [ —
TZ) S PR . MOCHRNE S5

http://en.wikiped|a.org/W|k|/Eped|gree (30

e
http://www.fda.gov/NewsEvents/Newsroom/PressAnnouncements/2006/ucm1086
68.htm (HL3)

e

http://www.epcglobalinc.org/standards/pedigree (& 30)
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The savings potential in a retail store is large. For example, sales losses
that occur when shelves go empty are estimated to beof sales
worldwide [3]. Furthermore, the data from the retail store can be used
to optimize the logistics of the whole supply chain: If manufacturers
know the stock and sales data from retailers, they can produce and ship
the right amount of products, thus avoiding over-production and
under-production.

IR B AR R A AT AR B AR o 2245 A b
A LA W AR TT SR AR R I . ABFFTR ], BRI N IR i
i DS A B3 R A B 2 e e R I 2k K2 3.9 NEZ3 mi3]. FTLA
T FR K 1 S T DA X AN ) R RN, R RS A S R
PRIV AP G S VA SRR E /b e Z N R P I BE N e S DN
PREAfG b 260 T 26 S IS L R A R A O, g ] DUAR i e B s 2
HEE G4, AT R AT R S i T sl 7 R IR SR 1
.

The logistic processes from supply chains in many industry sectors can
profit from exchanging RFID data, not only those in the retail sector.
Moreover, environmental issues can be better tackled, e.g. the carbon
footprint of logistics - and supply chains more generally — processes can
be optimized based on the availability of dynamic, fine-grained data,
collected in the real world directly by (or also retrieved with the help of)
some of the “things” (such as trucks, pallets, individual product items,
etc., depending on the case).

Jy—Jiihl, BT RFID B A AR AR TR S, AR
2 HABAT M A N BE Py 20 1 R R SR ES HE VR . B AN, IR AR Al
VR 2 AT B B IR IR ) . SRR 2804 T, T RE
T LA L BN, A A ) B A R NS A i Gl
AEfe R4 R, P iemonss, PMRRSEBRE LM e ) R
FUHE P S R I AR A B 515 R, FRA TR T DLER R
FWI LT, AT AEFI B HETBOK T, R D PR 75 G o

In the shop itself, IoT offers many applications like guidance in the shop
according to a preselected shopping list, fast payment solutions like
automatically check-out using biometrics, detection of potential
allergen in a given product, personalized marketing if accepted,
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verification of the cool chain, etc. Commercial buildings will of course
benefit from smart building functionalities as described above.

BT, AEARGERI R A, T R0 (10 &t 4 25 35 B 3T 58
GF BB B2, CEARAT I MRS . Eedn, AT DR i 2
Tk 5 i NP Sdia 3 FLE WIWHIAT R O 52 32 30 BB I () )
W EHEEICAIE S, v LI R AR DR AE S 1 55 A ] DU
TEFR BEPOE AT 1 S AR TT 58, I8 ] DAARALER S 2 i b i A
RERCER A, AN BUGAS HEAL FRE A F Ve BEAS A 45X 48 L A 5
BRI N H T o (83— 4202, g I R E TR e e i 5
M, r VSR AR N AR RE . DhAE SN s oK

2.9 Manufacturing, Product Lifecycle

Management (from cradle to grave)

3 ML AT = i A i A 30 AR

By linking items with information technology, either through embedded
smart devices or through the use of unique identifiers and data carriers
that can interact with an intelligent supporting network infrastructure
and information systems, production processes can be optimized and
the entire lifecycle of objects, from production to disposal can be
monitored. By tagging items and containers, greater transparency can
be gained about the status of the shop floor, the location and
disposition of lots and the status of production machines. The fine
grained information serves as input data for refined production
schedules and improved logistics. Self-organizing and intelligent
manufacturing solutions can be designed around identifiable items.
AR FRI AU DR mT LAASE 75349 it R P e ARAH LR R X BB v
PAK A RE IR A%, 1) AR ME— AR TR DL B BB
85D I IXEEIERE TN R B AR SR IR A g BE At 90 4% R
BERRGIA AT A, B n] AR TRATT T o 1R B RS il () A = ek B T
2 R A AR A Y OO Al A R B B AT B 5 e A D . Bl
ST A AR BT ) AR AR AR RS, AT DA R ) AR i
RSN R o BAT PR ] LABEIN T AR 4 RRGL 25 Fh ) i A7 &
EATIEAEZE P R 4 B0 R DA R Az 777 Wit 1) 4% ity 400, 484 JEV R Bl
I Bl R LE AR B Ak B AL B R I B R ez b, JRATTHE m)
PLRCHEA =R A AE . LR AT ] DA S X T DL
FRIRBIY) et FIgas A0 . B Rem) . B B ZhRe i filit
iR TT % 6
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As an object and the attached information processing component may
be inseparable, from production to the end of the lifecycle, the history
of an item and its current status can be continuously monitored and
stored on the tag or in the information system. The data reflects a
product’s usage history which includes valuable information for product
design, marketing and the design of product related services, as well as
end-of-life decision-making for safe and environmentally-friendly
recycling, re-manufacture or disposal of the product.

TEAKRIPEE M, 5 (i) LU EATTIY & 145 A PR A A n]
RESE AN KM NI A7 ok 5 R e A an R A O ok, —
AN 7 S A SR MY 2 FIDIR AR AT LR 4 22 A7 il PR RS B 2
N RGEZ N, FE] LA S I R SRR 458 o X S5t b ml DA e bk
XA A IE B X BT R Bt E B, T E R
0 S B B TR IR S5 D RE, AT LA A e A= i ] 3 A Sy AT T a6
EREAT AR PRI ACLF P [ SRR A Y DA B At P 4 Ao Ak 8 4 e 45

2.10 Processing industries - Oil and Gas

A TR R R RS AU

The Qil and Gas industry is using scalable architectures that consider
possibilities for plugand- play new ID methods combined with
sensing/actuating integrated with Internet of Things infrastructure and
integrate the wireless monitoring of petroleum personnel in critical
situations (onshore/offshore), container tracking, tracking of drill string
components pipes, monitoring and managing of fixed equipment.

2 FE B AR B P I R AT REVAS I 22 Blos iU AER IR, AT
TRAEAT MR R AR A AU STk — S ml 7 J ) Do AR SR 48K . il
T IXAE B, PN 12 AT DAL 38 R 2 5 A Bk o9 it 16, Sk e
FATRH R AN S N 8T, P LR A R T8 R AR IO D0 6 A R
BT GZOB R, X ARRAR IS WA AT B AL XTSRRI % Fh
ETEAT BN, ORT[E] B Y FN RAR A e A T A R 4

A review of high-cost chemical/petrochemical accidents in the UK [4]
observed common features in these disasters, such as lack of
understanding as well as poor management of storage, process, and
chemical segregation. The Internet of Things could help to reduce
accidents in the oil and gas industry. For example, containers with
hazardous goods can be made intelligent by equipping them with
wireless sensor nodes.
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A possible scenario is that these nodes periodically send information
messages about the chemical that is inside the container they are
attached to as well as the maximum storage limit of this chemical in the
current location. As the nodes have access to a list of incompatible
chemicals, they can send out alert messages as soon as they receive an
information message from another node that is attached to a container
with an incompatible chemical. These alert messages can be then
forwarded to a back-end system that, for example, informs the plant
manager about the critical situation.

FTEL, FERKRIZATIG AT B BIRXRE— PPt 5 AL AR
FaK 22 2 I ) Ah Rk e B S L S AR R A i
iy REURT G PE AR 23 40 1 RE A 1 25 A 2 o PR K i 25 500 e
I K o IXAE— B IR T ORI BEREAT A7 fift 5l A7 0 KUK,
U SEZN R VB S, JF AR A& A5 & R G LA A BN Bk
FRERE SRR DL, AT FRAT S I HEAT Ab PR AL

2.11 Safety, Security and Privacy
A HLEE S FRA S

Wireless identifiable devices are used in different areas to increase
safety and security. Some of these are:

IAE, AR 2 AU A AE R F TC 4 (1) T b iR ) v g ke it v e A PR £
Qj‘]‘io H./Aﬁ[]:

® Environment surveillance: earth quakes, tsunami, forest fires,
floods, pollution (water and air).
W iiek: iR WOl AR K. 3 OKTE
PRI S IE 3 FFAREM .

® Building monitoring: water leaks, gases, vibrations, fire,
unauthorised entry, vandalism.
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® Personnel: mugging alarm, equipment surveillance, payment
systems, identity security
ITEUE BRI W E R, BTSSR . LR RS, &
BN

When using wireless identifiable smart devices, opportunities and
threats could arise from the proliferation of data, the sharing of the data,
and from the possibility of snooping via radio. Deciding a common
strategy and a policy for future Internet of Things is a priority for the
European Commission, which considers that each datum itself in its
integral parts is not a threat but this could become a threat when
associations are built via accessed databases such that sensitive
relationships are revealed or discovered, resulting in damage or
potential for damage.

EE FRATT 5 B T 1 A 2 A X 2w DU R AR IR R BE B 2 1, |
TEE 2 o 5 IF B2 n DAL=, I8 A4 giWr 45— R4
AT B & TATT L AL TR ) 1) 8 o 5t Ui “ HLad Rl Pk i 3L A7 7
TEARRYIR A R Bt R rh, G ey i S ke — 1 s 1) SR AT UK
RN IX TG, B 2 W e T R 2 R S At ke 1) S B )
AT LIRS, AR AR 200 22 PR ok 2 K0 gy, (H
P NG (NP UBUE & R Sey S JVVEIE =2 e i ENSVIIP S PR
LS Bl R B R BUR R S R I, IR B A MEER DT #E
AR I (10 2 2 1 3 o e T o A PSS A P S o

The privacy of citizens has always been in sharp contrast with making
humans traceable by tagging them. Despite this, we see some
tendencies coming up, where people allow themselves to be tagged
with implantable RFID tags in order to distinguish themselves from the
crowd, such as illustrated by a implant for VIP customers of the Baja
Beach Club in Barcelona. On the other side of the spectrum, we
acknowledge that there exist valid usability reasons to implant such a
chip, e.g., for chips that can determine the blood sugar level (diabetics),
or internal cardioverter-defibrillators for certain patients, curfewed
offenders, etc.

TAh, o IR K AA AT AR O A AT T AT A8 A S 2 — R ] 1 o
& RVE I, FAMGRE BB 2 1) N SR RFID bR
2%, IMRRIAAT S AN A b, FRATT ] DU xRk &
W] O B8 B 2 44 (Y048 T ——Baja Beach Club——¥] VIP i %,
[, AR 2 KA T 2R RS R Bk, Hotn, st
AT LA PR T8 S RS 25 R (R0 o IS8 A0 I S RN )
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Another issue is the ‘things’ that a government imposes on its citizens
to give them access to certain facilities, such as healthcare insurance
(wireless medi-cards), the ability to travel (passports with built-in chips)
or identification (elD cards or elD/RFID implants). For each of these
technologies, the privacy and security impact should be evaluated. On a
consumer level, it remains to be investigated how much information can
be extracted from consumer electronics with sensors, and to which
extent this can be regulated by law. In any case, there’s an enormous
potential for enhancing the user experience, based on the ‘things’ in his
possession/surrounding.

XL T ESR I, A KA TBAARRE “P)ih” ZBURN IR
MR I IRIEMA ) (e botin: TRZ BT R R RIREABEST
RIS, B B4 CRHARZRAR BAT IRAT CRe ) 2 5 B iR AT
AT, SO UEAT R AT bR VRS 0y (RO RN 04 A 0 B A R AN 1 5%
SR o R FRAT 5 225 18 LR — TR 23 0] 22 4 VA
APEFTR R R . B4R A1, BIRA 2 DME R EEATT
(1, BIEAT 2 D5 oS AZ A BN Ve 3R En 1), LA IZ R AT
h BT DL G BT AR L, ARIeAL TR A ST B, 1
ST, NI HLA,  FRATTHS AT LIRS AR IR I W Kk FRATTI
O3 ICERBE R P RA B S TAMATT B 5 008 7 0 Jod R A5 ) i A 56

2.12 Environment Monitoring

A5 Mt 0] 454

Wireless identifiable devices and the utilization of 10T technologies in
green related applications and environmental conservation are one of
the most promising market segments in the future, and there will be an
increased usage of wireless identifiable devices in environmentally
friendly programmes worldwide.

KK, Tog ] PR AL A AL At — LI TR Y PR 4 A Ay S A BRI
ST I FH AR A BRI A o T o R il B A 4t L5 TR P 1) % e
INBE ORI DGk B S, TG 2 T YU e a8 55— 28 51 Ik I A %
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Standardisation efforts for RFID and WSNs are considering data rates of
up to 1Mb/s, heterogeneous sensor integration and different
frequencies. This will open up new applications with positive impacts on
society, such as remote data monitoring in disaster scenarios,
ubiquitous connectivity for health monitors in body area networks, and
wireless broadband for rural areas. Secure communications are also a
concern of end users. In the meantime, operators are looking beyond
the capital expenditure costs of running RFID networks to minimising
operational costs such as power consumption and site costs (installation,
integration, maintenance).

AR, FERREA T, BRATIEAETT FERFIDRITC AL M 45 (WSNs) 22
ST WA ARV TR, R a2 B b i e i %6 CTEAESK
IAMET IMb/s) AN [ A6 s FIERII B 45 el 1EAT 48 DL RO 73
A 55 ) BRI IE AR RE R 2 o BEAE X LERE IRV N, BEE PR dEAL
TAERBERE, IR EG X — U REAT S I NR Z 3 W ISR, L
WK AMEIL G P R 2 . A BRI BF A i 1 5. X
LT ) N R FRATT AL 25 1) K R BRI PE T o [FIINF, AR T REIX
R NI, P AT 2Ty T A B e ] P 2 R AT S R T
G, 53— J7 R B &8 & BOEAEARATIRE T-RFID I 2 25 AH ¢
IR A 3 A TR 8 A k2> 21 ) BRAR AR R 7 B % rE 3
L R RE IR T FE L SR A (B 228 A . AR BOSA I ZE 3 Bt
A AT T ] D .

2.13 People and Goods Transportation

A D5 S E s

The loT offers solutions for fare collection and toll systems, screening
passengers and bags boarding commercial carriers as well as the goods
moved by the international cargo system that support the aim of
governments and the transportation industry, to meet the increasing
demand for security in the world.

AL QoT) K R R ge. iR IT8ios. Hbs

2 WSNs: TCLRfEEINL . MITRE S %,
http://en.wikipedia.org/wiki/Wireless sensor network (HE3)

http://zh.wikipedia.org/zh-cn/%E4%BCHAO%E6%84%IF%ES%II%AB%E7%BD%I1%

E7%BB%9C (F130)
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Every day millions of people move using air, sea and ground
transportation systems, taking millions of bags with them. Global trade
transports huge quantities of goods through our seaports, airports and
railroad stations

RER, AEMFEEN, AR T PR A TR AT 2
8 3 9 i 200 3 VA ol A5 25 RIS i R GE AT RAT s (R I R B o A
13K E B S I & R s @A AT IS

Monitoring traffic jams through cell phones of users and using
intelligent transport systems (ITS) will improve and make the
transportation of goods and people more efficient. Transportation
companies would become more efficient in packing containers when
those containers can self scan and weigh themselves. This would reduce
resource consumption by optimizing the flow of goods in transport.

W ALK IS FATT AT AT 3 AR T AT LRI BEAT A0 3R G I 18 W A8 T8
PR OCEAT 4%, DR KRR s s MR IS AR . = AR AR
EHERYL, FEARRARREIT I, T DL A S A TR AIRR M
T R 3 3 B o vl (R 2805

Applying 10T technologies for managing passenger luggage in airport
and airline operations enables automated tracking and sorting,
increases per-bag read rates, and increases security.

FERL A IS Y7, T8I BT ) g A 1) N 48 B R 2 AT 45, )
CATTEAT BB ERER A 32K, AMHREAEEE S Sz ORI G 2, Ty H.
I BE KRR =y 2 AR KL iR

2.14 Food traceability
B i Z 418 W

This means tracing food or ingredients across the partially or entirely
reconstructed supply chain, so that recalls can be issued when quality
problems arise. In Europe, food traceability is enforced through EU
regulation 178/2002, and in the U.S. it is enforced by the Food and Drug
Administration (FDA). Furthermore, efficient food traceability can save
lives: In the U.S. for instance, food-borne pathogens are estimated to
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cause 76 million illnesses and 5,000 deaths each year [5] and societal
costs are estimated between $2.9 and $6.7 billion per year [6].

B IR I 1 A R 5 R T ol SR B ot AR G o e (10 43 17 2
AR AT BB B R A 8 DA S FOFT AL A, DA e i L
O i) R R At 2 4 8 RIS ] B N R R A SR AT A RS AH G
), FLAE 2002 4F, R LM i 5 178/2002 5k 52 R £
AT REHI A8 SEEE M 52 EH )R (FDA) P C&TITh
PATIX —BRFIFE I o IR LEHET, 7 2 = R £ 22 B WK T A
W IRATIRRIRATA R B . AR, (AEEE, GadkEt:
S04 TR PR 8 il 22 4 o) JEURE A B 25368 R 2 76 5 N AR I HLRFE
5000 /A A (5], SEAS FHULAH DG IR AL 23 A ik 29 21 67 143570
IRGE

The Internet of Things can aid implementing food traceability, e.g., if
RFID is attached to items (item-level tagging) then tracing information
can be stored and updated on the items itself. However, producers have
concerns about their industrial privacy when using RFID, since
competitors could use the information on the RFID tag to gain insight
into the supply chain. Therefore, appropriate security methods have to
be implemented. An example of such a method is given in [7].

AR I 3 A AR L 5 B AT T DA G I ) S S B v R £ i 22 4
B, XEAHESN. i, FRATATEIE RFID FRAEFT N2 & 5 -
CREREAE RSO0, IXREE il BOAH SR BRER 5 S T LAAE A 5 A 1E
AT BB A RS R, DTS B FATTREAT PR AR 22 0 ). fH2,
(TR s Na Y ol i A DR b e B St /S EE 50 N U A S DT € P P
A1 RFID ARZE P AF A K AT B2 AR A s LR, — BV ER K At AT 10
50 ] DAl I IR SR AE B AR5 R R A e A B AL A R
X AT TAE) B o T LA FRATTAT 106 ] 3K 6 A YA b £
W) PaH i (S5O S T — R 2.

2.15 Agriculture and Breeding
AR5 & HBOW

The regulations for traceability of agricultural animals and their

2 MRS B E:

http://eur-lex.europa.eu/pri/en/oj/dat/2002/I 031/l 03120020201en00010024.pdf
(P30

R IES S e =

http://www.fda.gov/Food/FoodSafety/default.htm  (ZE30)
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movements require the use of technologies like 10T, making possible the
real time detection of animals, for example during outbreaks of
contagious disease. Moreover, in many cases, countries give subsidies
depending on the number of animals in a herd and other requirements,
to farms with cattle, sheep, and goats. As the determination of the
number is difficult, there is always the possibility of fraud. Good
identification systems can help minimize this fraud. Therefore, with the
application of identification systems, animal diseases can be controlled,
surveyed, and prevented. Official identification of animals in national,
intra community, and international commerce is already in place, while
at the same time, identification of livestock that are vaccinated or
tested under official disease control or eradication is also possible.
Blood and tissue specimens can be accurately identified, and the health
status of herds, regions, and countries can be certified by using loT.

FE B, B R AR B 4% 35 B JRA 10 5K 7 030 Sh kAT R ER AN
BB, nl LSy O B AT IR, R A S N . TR
ATRTBUR BE AT ARE — AR AT 0 2F S R BOR A s ke, Al
W SRk B BRI FHT K o R DL EAR T 1) B U R 4
H Bee 75 O & MO AT B E D B P iR 22 . IR LY R SE
IR AT R T AT B AT W45 A, T FRAT R
BRI . IR IR EOR, 2K, HuX . R 2
ST P 1 45 U R 7 R T M AR AR A BN AR e R
NI 1 7 TR T, AR o) AN 5 B FRAT TR 4 B 07 1) 425 ol
AR et 0 AT 0 B TR B AR R . O Bl
LB R, FRATTHRE T DUAR R4 75 110 I Y80 2 2R AR A 1 U
B 5558 Y FL 7 i DA R AR RREAR 0 A5 A A IR

With the Internet of Things, single farmers may be able to deliver the
crops directly to the consumers not only in a small region like in direct
marketing or shops but in a wider area. This will change the whole
supply chain which is mainly in the hand of large companies, now, but
can change to a more direct, shorter chain between producers and
consumers.

MR EAR, T/ MER IR Tidy, e K VEH X 5%
e BTy, AR RHAHE AT DL ERAUAR ™ ik B e E b X
A H AR i BN EREAS LK B KAl B R, 4 A
BT A L PR, AR 0 BN S IR L S A
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2.16 Media, entertainment and Ticketing

BEAR S BRIR SR 55 U

Ad-hoc news gathering using the loT, based on location. In a future
scenario, it can be envisaged that news gathering could happen by
querying the internet of things, to see which multi-media-capable
devices are present at a certain location, and sending them a (financial)
offer to collect multimedia footage about a certain event. Near field
communication tags can be attached to posters and provide more
information by connecting the reader to an URI address, which provides
more information related to the poster.

ST EAR, R A BIRSSHR, FAT ke — B A A
H ZHZURT E BCE D) RE R BOBT R MR A RS AEAN TR,
FRA T 3 3oL 1) A B 194 ok S 30 P RO WACER AR A o FEAV B I PR A58
o, JRATTHE AT BLE A ——AE AN E A AL B — i WA 2 SRk
WA, I BRI A8 — 4 0 T4 8 FHAF I 2 A 7 BOl
BRI SR CYSRIX A R 1D o 1y Has i NFC G R S8 (5D
PRASIT A SR A S AL b, G I B A PR T4 A R ELIER I
Bk CUrlHhE) TR S S A A T A7 fR ) 15 5 IR 55 A4 G

2.17 Insurance

O

Often the introduction of loT technology is perceived as a grave invasion
of privacy. However, sometimes people are willing to trade privacy for a
better service or a monetary benefit. One example is car insurance. If
insurance clients are willing to accept electronic recorders in their car,
which are able to record acceleration, speed, and other parameters, and
communicate this information to their insurer, they are likely to get a
cheaper rate or premium [8]. The insurer can save costs by being
involved very early when an accident happens and can trigger the most
economic actions. A part of the savings can be given to the customers
through discounts on insurance premiums.

W R — FLAAR 22 N o\ R @t AN N AL — Bl s g . (H
Sk, NATHAT It A5 B T O PR BERA SR 45 S 4 11 i 45 B i
bregflai. toan, TEMERAECRESIT, b T IRMFORIG 2R s, i
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The same applies for other assets such as buildings, machinery, etc. that
are equipped with loT technology. In these cases the technology mostly
helps to prevent maintenance or allows for much cheaper predictive
maintenance before an incident occurs.

LN, IR I A A T AR I ] 21 A 00 A B v o6 5 0 7 1)
EH FERXEEN T, PR R AR S Bk 32 e R RO
(GELINE STaRIE i S PN B S/ s di Y da o

2.18 Recycling
PRORA [ S5

loT and wireless technologies can be used to advance the efficiency and
effectiveness of numerous important city and national environmental
programmes, including the monitoring of vehicle emissions to help
supervise air quality, the collection of recyclable materials, the reuse of
packaging resources and electronic parts, and the disposal of electronic
waste (RFID used to identify electronic subcomponents of PCs, mobile
phones, and other consumer electronics products to increase the reuse
of these parts and reduce e-waste). RFID continues to provide greater
visibility into the supply chain by helping companies more efficiently
track and manage inventories, thereby reducing unnecessary
transportation requirements and fuel usage.

B R AR N T AR AEVE 22 KT L 8 50T ] s () A 85 DR 7
EIENITEZ & SN e eI IS ROk et ) Eeta i el U NS EI [ g SR SN
WA BRI o M EE R . AP EAYNLES. ELT
JRFEVIAEER LT T, ZBEAEN NTVFEALEAT . THLL Al
7 it E I RFID AR5 AT LA — 7 T X SR A i SR FHROR, o)
— 7 B L 7= g P ST Le 3 . AEfIER A, RFID BORILRE
S B i DT 1) PR A BHOKP, AR  RE AR A SN A& ], AT
DA LER AT, EBEHATH],  BERARERAREOKT, R4
TATI IR
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Chapter 3 Technologies supporting the

Internet of Things vision

FZE EMEMERHIXERAK

As the technology advances, communication and processing capabilities
are becoming more and more accessible and versatile; the opportunity
for even tighter interconnectivity is fuelling the desire to make use of
these possibilities.

BEAE R IR FE, AEA IRk,  FATIEAE RE ) FIAL B RE ) 14
PSR K, Ak T T A R AL 3 A ARk A3 30 B D) vz s
eTb o T HIXFRRE ) AR T AU R BRAEPERE SR, 1T A 2
Fhhfe. ZMREE T R R RE . FrCAERATRT DA, AR
W ) ) O SN A L S SR ) ELE EL IR T AL

In this context, this Section will present the technology areas enabling
the Internet of Things and will identify the research and development
challenges and outline a roadmap for future research activities to
provide practical and reliable solutions. This roadmap will form the basis
for the research priorities presented in Chapter 4.

15 LTI B XM EOR R R 5T, A TR E) T 25 Sk
B CloT) e A5 Frftd 0 L ) R BE RO, WX e B RAERT 5T i
b ] BEAR S P 25 Ao A DG ), Ol I AR RS I IF 9 A
HlE N — B RE MR W T KIGS ), AT, A
SCHR R X SRR T R FRAT 1A 5 AT ST AR, b ] LA Pk
PR Bt RS BOREERL, I H oy Wi R i) i v TAESR S . AT AR
T %8, BEMORFEMIIC I AT AYE — M@ R S8 A FPIIAEE T
KRR AXHFESRH, AR S MRRIE SR 4
PR A, DL X SRR R I 5T AR ) 2 Ja U AL SE R
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3.1 Identification Technology

PRIRECR

The function of identification is to map a unique identifier or UID
(globally unique or unique within a particular scope), to an entity so as
to make it without ambiguity identifiable and retrievable. UIDs may be
built as a single quantity or out of a collection of attributes such that the
combination of their values is unique. In the vision of the Internet of
Things, things have a digital identity (described by unique identifiers),
are identified with a digital name and the relationships among things
can be specified in the digital domain.

FRIRBOR I T2 EEFIE N B AL R (sl SEqA) AT E— Rk
e MWIMERIBOAR K JERE DR, ARIREOR T EERIEFTIT [0 5L i
ARTLEA) it R RATT 38 5 e 50 P M — A iR B i — g (UID) 2 TAJ 57
X PR AR CUAR, IXFIME—FR iR ME gt LSBT S
sty ()X N5 AR R T LA 4 Jmy i A ke — (1), AT U AR —
R S AU ANV B A PE— FR)D o S AT FHAR VREOR, FRATTHI AT LAAE & b
IREERUE LT Xt (B A0 BT YU, g i 2 ok .
MAREIWEFTRSER KA, P IE— bRl B mE— it (uip) BE T
DL — B r s w7, AT LLE i — Ry s 4. 4,
B s R LA B SR AT S 2 WEI, TR M s M4 5 1 E
AW SRt T o T OR B 1 2 5 T DAME — B R 7s )i
PATE S LRI & i ME— 1, WU AE— i IV B —
(R R ANAEAE PSSP R PR L& — R AT e . AR BRI A7
FERRT S AR AE AR W rh ) i 3 2 4 AT 25 B B 1R Ak
S MM A Sy, WA — BN ks, el Ry E—
B VR E — G A 2 AR SEBILIR o iy HAR R ATl XA A, 3RATTA4 T
DA SRV I () 350 S T B P A 0 ot PR B - A4 0, AT 400 i
P h Z A AR HLOG R, AR I 75 301 E R L SEI AR — D4
X — H bR,

A unique identifier for an object can translate to a single permanent
assigned name for the life of an object. However, loT will face the need
to accommodate multiple identifiers per objects, as well as changes to
those identifiers. For example, many objects will have a unique
identifier assigned by their manufacturer. Some may also have network
addresses (such as IPv6 addresses), as well as temporary local identifiers
within transient ad-hoc clusters of objects. Objects may also have
sensors and actuators physically attached to them, with each of these
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sensors and actuators also being individually addressable; their
identifiers may be constructed as extensions of the ID of the object or
perhaps associated with the object's identifier via a lookup in a registry.
Many objects may be composite objects or products that consist of
replaceable parts that are exchanged during the usage phase or lifetime
of the object. These parts may also have their own unique identifiers
and it is important that the information models for the loT allow
changes of identifier, changes of configuration and associations
between identifiers to be recorded and queried, both in terms of
keeping track of changes to parent-child relationships as well as old-new
relationships (e.g. where a new part is installed to replace an old part
that is worn or faulty). Further examples of associations between
identifiers include the breakdown of large quantities of bulk product
(e.g. a specific batch of food product) into a number of individual
products or packages for retail purposes, repackaging and re-labelling of
products, aggregation of ingredients, components and parts to form
composite products and assemblies or kits, such as medical kits.

T RANEE, VAR D AT AR S R REE DL, 45—
ANXS G LA — AN ME—FR IR 24 T A XA R A S R A a2 A
FRE T AIKAMARRECE S o FZ 3 b ih & e 3RATT )
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Combinations of things will create “family tree” identification schemes
where parts and components that are incorporated within
composite/complex products such as computers, vehicles, and buildings
have many different components, each with their own unique ID and
life history. This is also referred to as a serialised Bill of Materials. This is
necessary in order to track sets of different objects (e.g. parents or
children of the original object) and the framework for expressing data
sharing rules needs to be able to support this.
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FEo IXFELEUE BT B0 5 5 S Ui 52 G A i el S e Y
Yo, Weanv AL VA BRYNE A P EE S . ENTHREE
Pl dE. T eE PRI L, TR B A B AT B R
(RrofE— bR R BA A H SHG S AH O T Sl o 1K — BB KW bR A
FAP7 LA AR R R TE 8 T FRATIT U 1) 525 B AR S 4k
TH . I XANE R, AR AT DR R S & AR A B, TR
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By assigning each thing participating in the Internet of Things a unique
identity (UID) or potentially several unique identities, it is possible to
refer to each thing as an individual, each having its own characteristics,
life history and information trail, its own flow pattern through the real
world and its own sequence of interactions with other things. It is
important that such unique identifiers for things can be globally unique
and can have significant consistency and longevity (ideally for the life of
the thing), independent of the current location of the thing or the
current network connectivity available to the thing, in order that it is
possible to gather information about a thing even when that
information is collected and owned by a number of different entities
and fragmented across a large number of databases and information
systems.
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Many things can be considered to be (at least at the time of their
creation) near-identical replicas of each other, perhaps belonging to the
same product type and sharing a number of properties common to all
instances within the same class of things. Often, a request or order for a
particular thing might not always specify the exact unique ID that must
be retrieved; instead the request can be satisfied by any thing that is a
member of a particular class. It is therefore important that the Internet
of Things can support unique identifiers in a way that it is also possible
to refer to a particular class of things as well as individual things within
that class, in order to be able to retrieve or refer to class-level
information and services provided for the class of things as well as
serial-level information and services provided for each individual thing.
157 BB BE— AN AT ME— AR VR RIS, FRATDIE 75 257 R THIX
S . AR 22 A AR AT LAABEON DAy e A ] ) g J LA A ) re) 526 o
CGEAG/E BTN G D o betn, EATATREE A — Rl iR, Bl
HEATJEVE T AR 2 HE —FE o TR AR [F) 2R B P A
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It is also important that citizens, companies and other organisations can
construct unique identifiers for things as easily, affordably and
autonomously as they can create unique identifiers for web pages and
other internet resources, while ensuring that no two entities can claim
to be the authoritative creator of the same unique ID. In the existing
Internet, this is typically achieved through hierarchical identifier
structures, in which each tier of the hierarchy is only responsible for
ensuring uniqueness among the members of the tier below. Familiar
examples of such hierarchically structured identifiers include telephone
numbers, URIs, Internet hostnames and sub domains, handles, digital
object identifiers etc. It would be important to accommodate more than
a single hierarchical name space; perhaps some classes of “things”
would have their own namespace, such as the World Wide Web using
the class “IN” [17] whose namespace is managed by ICANN. Other ways
that a namespace can be described would be as a dominion or a realm.
PE VAR e — B A R R, oy BERE A,
VPRI AT . HL A A N LA T, EE. 3R
Halor G ARAT T P 75 U ME— AR TR CnJ DLl i o 2 00 17 5
il % b R 2% BT, [N OR B AR PV TAT AN JRSL R AR AT
EE ST RENE . FEIAE MBI R, Xl il 1 7 2 I pR il
PRGSO SEII o AE2) IR HIAR RS R, B — 2 I URAIE R — 2 B
DURIRR VT Z TR PR — 1tk o XA d R W A i g 48—
BRUEAR AT (URIs) . TLIBCR EHLA A 71044 . AR, e SRR
SEAEOLT o R HX AP R AR A A5 R, FRATT AT U SR A T
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However, there can be good reasons why the Internet of Things should
also support 'opaque’ identifiers and pseudonyms, in which the internal
structure of hierarchy is not readily apparent; this is particularly
important when unauthorised parties are able to read the class
information (e.g. product type or object type) and could jeopardise the

2OE 5 A SR rh 44 Rk T U T il 0 A 1 A X AR AT
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privacy of a citizen or the safety and security of supply chains,
subjecting them to discriminatory treatment or targeted attack, on the
basis of what the identifier reveals about the things which are being
worn, carried or transported. There could be an opaque identifier
namespace that is not part of the hierarchical namespace structure and
reveals absolutely no information about the object that it is identifying.
For example, this could have applications in uniquely identifying the
medication that a patient is carrying, especially when using wireless
identification technologies that lack adequate privacy measures.
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g€ HAR B o 173X Lo 2 0 1 55 T FR URUITIE 735 (1) 42 it PR AR 48
B A LA R AT 07 A R AR R SN o RIS AR PR 44 Bk 2 ]
WA AT BEE AW, JF HAE R 23 2 1) 44 PR A 18] G4 TP AT — 2 R
oy, IXFERLAT AR S bR R ] LIS AN AN R AT R
Eetur, AE—SeByy NI, R T 24 R E — AR U 12 R
W, R AR T R EAR IR EORIZ P = 22 4 M OR AP Tt 1%
OUF, XFFRIRAE IR AR X T .

We recognise that many industry sectors have already begun assigning
unique identifiers to objects and that significant investment has been
made in information systems and collection of information about
various kinds of things, using those existing unique identifiers as keys to
lookup and retrieve that information. Such established UIDs are difficult
to displace and it is therefore critical for successful deployment that loT
technology can support such existing UIDs, using mapping processes
where necessary.
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Furthermore, as indicated in ISO 15459, multiple established name
issuing authorities exist and it is important that the Internet of Things
recognises their legitimate but non-exclusive involvement in the
construction of unique identifiers for things and in helping to manage
delegation of uniqueness of the identifiers created by their members,
each of whom is thereby granted the autonomy to create unique
identifiers within their own namespace; it should also be possible for
anyone to use Uniform Resource Identifiers (URI) as unique identifiers
for things.

[, w5 150 15459 Frist (ARKE, BIAERI A L CaAifE TIRZ
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It is important to understand that identifiers can refer to names and
addresses, but since there can be multiple addresses of information and
services related to an individual thing, it is probably more helpful to
ensure that each thing is given a unique name and to use lookup
mechanisms and referral services to obtain addresses of information
and services, including those provided authoritatively by the thing's
creator and those contributed by others who have interacted with the
thing at some time in its life. In the case of the existence of multiple
identifiers for a single object due to different reasons a scheme for ID
data translation and dynamic compatibility/interoperability check is
necessary.

A8 AR IR B AR 3 2 PR I — s PR LUAE Dy 0 it 1) 44 Bk B b il ok
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Furthermore, it is important that identifiers are not constrained by
current choices of technology for storing and communicating unique
identifiers or their current limitations, since we should expect that the
data carrier technology will evolve over time and current limitations
(such as those on memory capacity available for identifiers) will become
more relaxed.

WAL, AEARIRBOR AT R vh Bl e A% A A £
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Today various unique identifier schemes exist and interoperability is
required between applications using different schemes when those
applications are operated in the Future Internet environment.
MFFREAR I N R, AR, AMEIR 2 ME—FR IR CA7AE,
1M HAR 22 3 T3 SO FR TR AR 1R 3 F B e 3t R FH o i DAAEAH >4
K — B[] A 3R L83 F IR 23 A AR B HLIC R (Future Internet)
IR 2 2 o XA ESR BATIIWT T A BE B EA THIAFAE -

The traffic in the Internet of Things networks for queries about unique
identifiers will be many times higher than that for DNS queries in the
current Internet.

PRS2 B M R, 25 BRI I o b YA A 1 RS R 1
IR, PR e 0 2 A8 TR v A AT AR PR IR T . B
B LRSS U2 LB T4 R BRI ¥ DNS iy ™ A5 1) 14
et P RS et L e > A U A AT AT
RN BN T AR AR RBA A7 T 7R

In this context the Internet of Things deployment will require the
development of new technologies that need to address the global ID
schemes, identity management, identity encoding/encryption,
authentication and repository management using identification and
addressing schemes and the creation of global directory lookup services
and discovery services for Internet of Things applications with various
unique identifier schemes.
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3.2 Internet of Things Architecture

Technology
YEREE S AESZN

In Service Oriented Architectures (SOA) it becomes imperative for the
providers and requestors to communicate meaningfully with each other
despite the heterogeneous nature of the underlying information
structures, business artefacts, and other documents. This requirement
is termed as semantic interoperability. Often technology is perceived to
be the biggest impediment to effective collaboration and integration
between requestors and providers; however it is usually the problem of
semantic interoperability which is the root cause. Semantic
interoperability can be achieved between heterogeneous information
systems (service providers and service requestors) in a multitude of
ways. On one extreme, development of comprehensive shared
information models can facilitate semantic interoperability among the
participant applications and businesses. However, the problem with this
approach is its rigidity, which translates to inflexibility when it comes to
business processes leveraging SOA. On the other extreme, semantic
interoperability can be achieved by providing appropriate semantic
mediators (translators) at each participant’s end, to facilitate the

conversion to the information format which the participant understands.

Most often systems use a combination of context independent shared
information models, coupled with context specific information
specialization approaches to achieve semantic interoperability.

NI 9 BEA B AR LRI TC ) R s AR I I R 2 — AR
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Scalability, modularity, extensibility and interoperability among
heterogeneous things and their environments are key design
requirements for the Internet of Things, in order to ensure an open
playing field for solution providers and developers, while users also
benefit from a competitive marketplace of solutions, from which
applications can be assembled.
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As things move and interact with their environment, events are
automatically generated. These events can subsequently be enhanced
with additional semantic information that expresses the context in
which each event happened, to explain why something occurred, such
as why a thing was observed at a location or how and why it interacted
with another thing. There is considerable scope for further research and
innovation regarding novel methods of automatically interpreting
events, adding semantic annotation and even predicting what will
happen next and what precautionary measures should be taken.
Architecture standards for the loT should support the unambiguous
communication of events and additional semantic information, without
prescribing the implementation details of how they are generated.
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The decentralised and heterogeneous nature of things and the entities
with which they interact requires a scalable, flexible, open, layered,
event-driven architecture of standards that minimises or eliminates any
bias towards any single programming language, operating system,
information transport mechanism or other technology and makes
efficient use of available network connectivity and energy, where
required.
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When architecting the Internet of Things, it is important to remember
that many things will not have permanent network connectivity - indeed
some things may have no intrinsic network connectivity, but rely on
supporting intelligence in their local environment or in remote
information systems. Things will therefore need the ability to
communicate their location, state and requirements to information
systems that have more permanent or more reliable network
connectivity. Through such information systems, a digital counterpart of
the thing can be monitored or even displayed in a virtual representation,
such that remote authorized entities could query or update the state of
an individual thing or influence its destiny. There is therefore a need for
the loT architecture to provide effective caching and synchronisation of
information updates in both directions, to support things and
application scenarios that lack reliable permanent network connectivity.
For example, there may be environments (such as the interior of an
aircraft cabin) where network connectivity is not available either
because of non-availability, electromagnetic interference or concerns
about potential disruption to other mission-critical or safety-critical
systems, such as the flight control system and internal communications
infrastructure of an aeroplane.

P ARSI R R R, LR A, AR
Wi B A K A RS M 2 R . AR 28 B 5 9T A T ) 1 4%
EDRe, WARKZ D AGMAEEE S, AR TAATT T A1
A H PRl e R S B RGO R . AEX ML,
Wl AT e ) S R G AR AT B B AL E L IR LS KA
Do IXEER HI R GEAEAE 25 HAT SN m) 5 (1 2038 AL K A SR 1) M 45 34
Hene ). ML IXEE RS, Wi BRI A R I A — A FR AL )
S0 WM OGN D) Stk o] LA @ e, SR HORAS, JF
X e i R R P ) 4 o T DA SO SR R R I IR ) S A
AR g B S R R S BB AFAE P R T, DASCRFARLeE = nf 48
HERE PN Ty 5t e T IX A B0 ) — A LU By B (491 1
SEIXAE—LE T, Lh W KL HLAR N, IS LI Y 2 v e bl T
WM ANREAT ], 5w gt T2 % FE T 4% 1B 4 I AP e
50 & G IX AR T RE o TR S AT 55 RGN R L2 R GE
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Handheld devices might be used by maintenance mechanics and
inspectors for retrieving lifecycle history information about an individual
aircraft part, especially when it is mounted behind a panel or in an
otherwise inaccessible plate. Handheld devices might also be used by
cabin crew during aircraft turnaround operations, to rapidly check that
all required safety equipment (life jackets, oxygen masks, fire
extinguishers) are present and correct and not misplaced. In such
scenarios, one can envisage pre-positioning onto the handheld device
the information about the expected manifest of safety equipment or
details about the complete maintenance history of each part known to
be installed on that specific aircraft, such that the pre-cached
information is immediately available at the time and place of interaction
with the object. The memory of the handheld device can also be used
to temporarily record any updates, such as modifications to the parts,
symptoms observed, missing safety equipment, etc., so that those
updates can be synchronised to the network as soon as the hand-held
device returns within range of network connectivity, such as WiFi or a
docking station.

v AR AR O BE D ) H A A ] T O AL R . b, 4R
FOR T NFNYEAS I W B R Al ] T4 e s K — A RLER AR 58
B MNP A5 B X HL M BB R DA AR . R
S S TR A 42 T AR TS 2 TVl S R AR AN, FRATT R B
AREFREMHE EUF A — NELIM A T o Pk e Bl
Fe s b, AEMATIK R IR 5 Rk R rh, BRI AT W IR SRR . X
LA PR TR R A A T RE T B I A EEATLAE PN ) B e A e A (A
RAA . ATIME . KD, ) BMALAS4E, MR IE L
B RATRTBCEE T HT7, DAORBSE MO0 AT el R rhm] i 2 38 1) %
KRG AE LRGSR, SR AF (1 7 5030 sk A ME— 1) F e s
TR 5 LA DA AL SR B A7 B T4 e s b, AT TR T ATSEAS
By T 2 WA ARG B O T2 RS 00D sl 25 X
AN KB, RIS EeRp R CHL T 2L B iR A, i) e e e
AR G —MEO . XA, FEARMT IR a] ATA s i —
HFREHIXEL “Y)i” HATAC ., XL ORISR T A 15 s
I RN, R BATI TR BRI R 50 S —A
FIEHR, THruees KN AF AT AR TR P Se 224745 5, ek ml A
VEA I Bl R AE T o betn, S b ar 1 s, e
B THRIMG, BE R T A LR e R A DU LN, X
AR A PR R0 BRI A JE B R AR A7 i AE TR i et . — B
XAV IR [P 2 BAT 2 gy Y CEE i wiki g el — AN
A B, WA WNAETT IR E RS S EREE R py, DAE T4
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The architecture for the loT should support distributed ownership of
data, in which entities (and things) can control which information to
share with other things and entities. Subject to authorisation controls,
the architecture should also support mechanisms for gathering
fragments of distributed information from a variety of sources, even
when those sources are not known a priori, in order to achieve
comprehensive end-to-end traceability as far as is permitted.

SEVU KL ARSRPII I 1R B BRI o — A T TE N B 2 20 A1 X
KA A AR . Wt U, Bk HAT T A B 5 B0
THEY) S BRAIAS B.7 EFRE T o AR HIX A1
AR P 1 AL AR IE B AZ A — R BL, SRS HF A ) B
PR AS TR REI 20 B R R W o 10 ELAXRP {5 BN, % AR
UEAN TS Bl UL TG AR IR A2 A Se A5 R, 1 2 B 8 S oxg
o A EAR BRG] A B)4 5 A i i 18 7 5 18 W1 RE

In the context of SOA, many practical approaches to semantic
interoperability have been proposed and used with different levels of
success. We shall be concerned primarily with the following four
practical approaches:

IR FAT O ORI B SCHARAEE B e, AR KR
W T 1 il 95 O By, 2R 55, B A D AR A i O s T2
RGBT L5 1) AR P IR 199 1K) 48 b 2 S 00, A i )
ST RN A BN U & MO R S o o AR BT 23,
B K D T i) R 45 RO A4 (SOA) T 8 S EL 454 1), s 1) A 45
AN E AU, A4 R E 4 2 0F R R AR 2 V)5 nT AT 9T
TIEME R TB: I Hal A X ST M T B, DR AE A R& M
GO N P AT T AN o T TN DY AN ERAE 52 T IR 40
S A IX A7 T EL B AR ) ) 1

® Vertical domain centered business vocabularies,

AP35 99 3 T P 4508 o RO M 5531 ZR (R E

® Horizontal Canonical Cross-Vertical frameworks like ebXML, UBL
etc.,

N T e A T AT R A5 R 1) N JE R B IR S HE BRI ST, e
ebXML. UBL, %%,

® Semantic Web based ontological frameworks, and

X E T R IR SCARRRESR I DA
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® Semantic mediators.

X T SR A R SCR e 1T

Each vertical domain of business applications has various types of
peculiarities specific to the domain warranting the development of a
specialized shared vocabulary of business processes and documents. At
the same time, it is also observable that various types of business
concepts and data types are common across multiple verticals
necessitating the development of crossdomain vocabularies and
processes so that they can be captured in a domain-independent
manner. Common artefacts falling into this category are:

ok, W, FANEER: T, PR AN B R
5NV 55 B FH USRS AT R ok 1 o HAR S A AN, HRAT AT REL AT
SRS — B RAE T AU ) == 3 VLAY S5 IR 1 b 45 SRS AR
B 132, WHAMRMIE, RATRAES KK Z 8. IR 2B
G5\ 55 U R R i L 5 2 2Rt W] DA 8 22 A S FH A 2 T
FITLL, R T AEAG I 1R Ml 55 3 Y R0 55 SRR A 1T LU Y 453G %
(I AN, R ARSI MY () SRR B AR TS R v, AT iE
JE AT B R 1 AU R S5 VRN S5 AR R GE T, Rl R R
THIIX A i 7R 55 8 TG O 14388 AR 8 T e 7 PR IR A

® Business concepts, data and documents like purchase orders,
shipping notices/dispatch advice, etc.
TP S M B SRR 2, ARG B, R DRl A

PR 255

®  Process, workflow, choreography etc. including exception handling

IR SR AR IR bS5 RN DL R S Ak By 5055

® Contracts, trust, roles, permissions etc.

ST YUK e, wma R AENLEL . BORSE.

The third truly dynamic category of business processes in SOA fall under
the dynamic category. Dynamic SOA based business processes operate
on the “publish-find-bind” paradigm principle, where business
processes may dynamically involve business partners and associated
applications. The problem of semantic interoperability is far more acute
in such dynamic situations involving service brokers, due to the lack of
prior business relationships between the enterprises.

BB, AR T 1] R 45 I 484 (SOA) Hh, B ELSEAEEAE 2
= SRR o AR A S T S5 SRR P A B Bl A T vl i 45 1
28Ky (SOA) . BhfEAS RN L, KPS AL TE AL H ) T 8
TR I« R fi——F H——8E " (“publish-find-bind”) X — &
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TSR 5. AEAR L, bS5 S 5 3 MR Bl 1 N R 2
&EMNZ RN SR K MR T AT PR O, X RS R
T SCILARARVE R E0R o L B 0% o 5 242290 2 P 1] )
GRS AT T (0 Al TR A B e =
[ AR R ZR BT AFEARATT 2 1) S SCELER A PR 2 A 5
HEFTZEZR I o

Industry practitioners have suggested leveraging work in the semantic
web to devise comprehensive and open ontologies to address the issue
of semantic interoperability for dynamic binding based SOA.

At 3R ) IR SS AR (SOA) IBh AR i 44 & ()38 X H Bk
A, RN LCER M TIRZ . RFmgsl. HphEgor HiE
X1 Mg ARt — B2 I IR E AR RS, #ie—1
FLAANER AR

Issues to be addressed:
THIEAAT T, ARSI — L6 32 B RIS 8 2 B 4

® Distributed open architecture with end to end characteristics,
interoperability of heterogeneous systems, neutral access, clear
layering and resilience to physical network disruption.

AR A R A B AT v S v AN R R 4 ) LA g
i~ LTI BES T WA= R o A BT BRI 2% v I A
BETT (1350 A STFTBUA R S5 o

® Decentralized autonomic architectures based on peering of nodes.
A RAD IR (R B 2 B T 851 RS 20y BT H A2 RE
T ZR 4584 o
Cloud computing technology, event-driven architectures,
disconnected operation and synchronization

P NN S AR N R o D S EOR &aE PR A i K 57 NN
FAFIREN AR R SR> ISGERRRE I DN PR A T Hdha 7] 20 4%
7] 7

3.3 Communication Technology

BAEBOR

The applications of Internet of Things form an extensive design space
with many dimensions that include:
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(. MIBEFE I T HERS , BEE WU B TAR I ARRRAN, 1

N AR BIRP SRR L B 6 22— PR Y, a0 DA B 8 2% Foft 2 1
FER IS Y LR Bt s . S b, SRAEECR I R St
23] P U A BRI W (3 A5 45 F AR5 B
LR R O

Deployment — onetime, incremental or random
NHIE - WrE e S SRR T/ G d I E NI b N g IRl
FEZ M

Mobility — occasional or continuous performed by either selected
or all “things” in the selected environment.

M BIEE ) EoRE: G A A A i 2 1) “ it Hs
REE E ) AEIR, BE S REE B, MR RFEE
—HAEBE

Cost, size, resources, and energy — very resource limited to
unlimited

MBAS - BRARE BEUSAN BEYS ) A PR . KA o B U PR 2L )
BEUE TG IR A X TR L

Heterogeneity — a single type of “thing” or diverse sets of differing
properties and hierarchies
MG REOIRE - K BE AT e S0 2R i, e
A AR AL PR ) S AR AN R BT AN [A) Ja 1 5 AN [A] 2 T 445 A
—RIER YT B

Communication modality — Electromagnetic communication - radio
frequency, optical, acoustic, inductive and capacitive coupled
communication have been used

MG T7 2 ORE : AT AR H a5 CLbanS i) ey il
5 ARG BB LR AR GG S 2 M T B

Infrastructure — different applications exclude, allow or require the
use of fixed infrastructure

NI ¢ It A1 R AS SR P A R DU RGN TR — Pk MY
HERBEENS AN E] AN R BE T RESEAH A, th ml RESEANHE S
(K1, RO FEAH E AT o

Network topology — single hop, star, multihop, mesh and/or
multitier

PNCIEEHE TR AT A S SR R LIRS N b N R N 417 2 N
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® Coverage —sparse, dense or redundant

M TG ORGP TSR i LAY AT e 2
M. WS ER, NEETIREEN.

® Connectivity — continuous, occasional or sporadic
NGRS R B (i ek = Bk s 52 S U (N Y B il )
SR ETE I .

® Network size — ranging from tens of nodes to thousands
MREE R L, ML LA JLaAss ETAEIT L
JIAN R

® Lifetime — few hours, several months to many years

ME g I, W0 (0 73 s WO LN 21 LAS H B 5 LAE

® Other quality of service requirements — real time constraints,
tamper resistance, unobtrusiveness,
FENRSS () 5T B K b, A7 R0 i R, S SR BHAT S I P2
AUEOR R BT 0, A7 280] G 0 F b AT T Tl -

An extensive design space complicates loT application development in
various ways. One could argue that designing for the most restrictive
point in the design space, e.g. minimum “thing” capabilities, highly
mobile, etc. might be a solution. However, often there is no such global
“minimum” and it will be desirable to exploit the characteristics of the
various points in the design space. This implies that no single hardware
and software platform will be sufficient to support the whole design
space and heterogeneous systems will be used.
IS T FIRAEDL, ISt T v R e B S TR R,
A TATHITT R AT 58 TAF R A Th 2RI R HE ;S i 21 ) 17
%&ﬁﬁ%ﬁﬁ%ﬁ%oﬁﬁ—ﬁﬁ¢,ﬁ?ﬁ%ﬁ*,ﬂ%ﬁ~
FOIIT T 23k T o 8 PR i e 2 T T AT R RIS 4 5 %
m@m%ﬁTuEﬁﬁ * [ w3 R Ay A ) i 2 AR %ﬁm
RERESE (IR PRI LE B AR ) “ it ” Ry i 7 IS £ 8 K )
%ﬂMM%@ KIFREBAT BRI T LAE o ABATTDEAFIXF AN 12
AT AR RIS T HE, ASERE, WS RIIFORE
AR B Bl 1) 2 TR) e A R X R . B AIC PR S B “ e KFR L 1
IEFEFIWTE T AW A s DA TR W] B A7 7 B AN R Bl
V-5 e SCHE AN R LR N Bt R . DA iR 2
TRATT L6 TR A IR W AT ST A SEBR G — A A5 7 RIS BOR
2R, MR 2R 2 F0AS [F) R 1 (1 845 R GER AR AR K
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Issues to be addressed:
T AT IS, AR KA A5 452 A A0 (1) — £ = D0 5 A
G K

® Internet of Things energy efficient communications

AR SEBLRE T AR (R R 1 RERAE A 5 5

® Multi frequency radio front ends and protocols,

] S EIL 25 TR AU S AT 2 Tl SR A B80T 1

® Communication spectrum and frequency allocation
TEAF A BRI TG 2 FRA R 43 T 1) R

® Software defined radios (SDRs)
AR T IS R S8 (SDR) P fmE & T AE

® Cognitive radios (CRs)
AL BB (CR) MR T4k

® Energy efficient wireless sensor networks with inter protocol
communication capabilities (hybrids i.e, ZigBee-6LoWPAN-WiFi,
etc.)
HAWE B BOEERE ) (a8 & FEE L, 14 ZigBee.
6LOWPAN. WiFi &%, HITGZIRG ML) Mmik. 9 RETCZAt
A L PR R T A

%’ SDR: Software defined radio, W #cftf5E TGk HIMTS R SE, &Pk il
FRAEW, K L B R 22 TSI, AL K T2k
R RS0 7 B A B B AT g AR SR 2R Il (5 e o TRk X
TCLE IS RA AR — PR T3 e SOG4 BB FR 90 T AR 7 (8 4R R
B RGEAEN T, TR KRGS TS T M #gE,
AT UK B0 A A5 5 SRR AT B A (1 TG 26 FRA5 B8 B S, TR E T
AP TR (5 R I R IRE 2 R R i E iU . AHCHE BT S I
http://en.wikipedia.org/wiki/Software-defined radio (Z3()
%8 CR: Cognitive radio, AIJEAITCLHBIA, & —FhLglEmiat. Rt
LHBRIIREE T, WZ5 LU UG B A SR 5 Rk fE b 5 Fh 24
HIfe Sy, CASEHUAAT 2 ) S s A « Wl 528 Re . IRl i £ i =k
BT RETE 8 B> B R S A DA KRR F P 40 15 A 1S 0
AT RSN TC R H A P ) 2 B AR W 2 A T 3 R P R A A AT ) 5 R R 2R
CUTCER EAMBE L FH AT el MRS 1 E B/ H iAo sL )
Mo FHRTEEHEZ L
http://en.wikipedia.org/wiki/Cognitive radio (3<£3)
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3.4 Network Technology
P28 AR

The loT deployment requires developments in network technology
which is essential for implementing the vision reaching out to objects in
the physical world and to bring them into the Internet. RFID,
short-range wireless technologies and sensor networks are enabling this,
while for example IPv6, with its expanded address space, allow that all
things can be connected, and can be tracked.

IR I ) e VR S AR FE T I 2 H R B9 A . A i b 4%
BRI RS 3P, RPN A A AT fie- 31 0 S v 24 Ao 2%
FESEBR P ah,  IF HARX LW iy NBIPIE I 2 b, e 2SI bt
T RIL S I KRS . NS RRE, XA ag 15
B, IF MBS TR CEH THIAMEH: RFID
BOR . R B GBS BORFME K AR I ZE BRI LB 28 BOR K 32
PR, T LRESR CA e H N ECh T, BECAR
WS IBEEY) IPVE BOARCK UG, TR HE TR T bl ], 34T
SEAAT H T AR Aok 1 — Bt ) R0 — 5 Y 1 Py Sk P Y v 4 ik 2T
FUTLIE S )i ) M % 5 B R AP - BB R S A

In the 10T security, scalability, and cross platform compatibility between
diverse networked systems will be essential. In this context the network
technologies has to offer solutions that reduced costs that can offer the
viability of connecting almost anything to the network, and this ubiquity
of access will change the way information is processed. IP provides
today end to end communication between devices, without
intermediate protocol translation gateways. Protocol gateways are
inherently complex to design, manage, and deploy and with the end to
end architecture of IP, there are no protocol translation gateways
involved.

XF TS BORGUSOR UL, AEARIIPIIRIN T, 224 E . T et e
N Z AR 465 R G5 1 6 SR 5 AR RN R 5 o FE
o BT LALEIZAN T, AR W28 F5 RAN g FEA AT R G e] FEAIC
P BAEA AR T, FRATNAZAE 58 5 U8R G iy S I
- I 40 it S A N B 9 % e R JIT A6 0 3 . e 9 XA el L, [ IS
L I ARG A AIX MG A ANAE () I 2% 2 N e R EAT 15 B S 4
P b Py AT 1R PR 4 DA S e o i 213 L JRATT o i H IXRE
AN, SRR A R 1P AR LA Sk i h i B A AT S i T AL
PR SCRFFRIE, T IR (R FRIE oy I AN T 2 o [ B 15U 3 I 5 RO A7 AE
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S o S PRI A HE R BE ) LS B AR AR S R A, (R 2R

FATIHC KBTI BE T 25 b 28 FE 1R DI ESUAG 5 W 5% BT F AN 2 20 b B2

Rl s T HE RS BRI, JEBL 1P BORCYRERtIY, i
TP S S 2R, AN EATAT P SR G 2 5

New scalable architectures designed specifically for the ubiquitous
sensor networks communications will allow for networks of billions of
devices. Improvements in techniques for secure and reliable wireless
communication protocols will enable mission-critical applications for
ubiquitous sensor networks based on wireless identifiable devices.

Akl e, FRATEEE AR W 2% B T 2™ A8 i) HAT m)
PRETE I A R, I HELLEIX A 0 48 4 2R 25 A A 1 R 3E B
TR T8 AL S W2 () S R AE G L, R ) T TR B AR
SR P 47 SO VR AZ W 9% T 28 8 D 5 Al 2% A ) P 28 A A PP ki — A
o IR R IATAE 22 2 ] FETC S A5 WSOy TR 4k 2 T e iF 9T L
YE, JF HATASXAN ST b 1B R R J7 )3 T 5 0 A ke s 4 4%
&R G S ] AR IR B A 2 8] SEI R T OB AT 25 11

MNH” X 2K,

Issues to be addressed:

AT A8, ARSI R 9 28 3R U T ) — LS5 A AR

E
i

® Network technologies (fixed, wireless, mobile etc.),

WZEHR CEE RS o, Bahias)

® Ad-hoc networks
[EESEENE S5 N

3.5 Network Discovery

P 2% 5 LA A BB

In the loT the network will dynamically change and continuously
evolving and the things feature varying degrees of autonomy. New
“things” will be added and existing network topologies will be moved
around. In the context of loT automated discovery mechanisms and
mapping capabilities are essential to network management and needed
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for overall communication management. Without it the network
management capabilities cannot scale, be accurate or efficient since it
needs to automatically assign roles to devices based on intelligent
matching against pre-set templates and attributes, automatically deploy
and start active, passive or performance monitors based on assigned
roles and attributes, start, stop, manage and schedule the discovery
process and make changes to any role or monitoring profile at any time
or create new profiles as required

TERKIPEER QoT) H, AMAMEIEEN AL FFELEAZR, ¥
B I P 1R 5 ) i AR R BE I AR A YD, 1T L L84 i g 2 AE AN [F] R
fE B 2P S AN B ERE D). R RS T, B P
B AW NN B IAT 1) I 28 S D A A ok, 0 288 A R 4R 8 1) [ Y
JAF IR T . FEIXRMG DL, 1 S E A OC HE R I £ PR g

DA ()RR 7 BERE ), W0IBR I 2 SR FL v (1 4% b o 286 o S L 4%
H [ 0 28 A IR L5 PR 2 RS D e . ik IX AL ThRe, Wik
W4 0 5 8 B RE R A3 AN . T IXAEHLH S DhRE, W)
I R A5 AAERF o 2001 Ay JEG I 9 v 1R 8 P i £ ) 3 20 T T Je AR )
P K E B 5E BT A R A (o R IR X Lo L, IR R
R TS B (12 T & PR REVL B AR R P, B B g AT 0%
HENLEAS TR (3@ aEsh) BT U, AR gk e
R PE B TR IR RS, BalEdE. fFikh, B
BRRN ARG o B Jo, VDI Ik ] L b X LEp L] 5 DR,

1 2 RO AT RO Ay (AT TR RN S0, SIS (1) 2R A7 17 VO M
5, DA RAEATART 75 B I TR) A b 3 3 ) A e 75 A o

They enable interaction between devices that is not pre-configured and
hard coded as far as the addresses or service end-points are concerned,
but allows for dynamic, run-time configuration of connections. This
allows the (potentially mobile) devices to form collaborative groups and
adapt to changing context. Examples for protocols for discovery on LAN
level are WS-Discovery [9] (as part of WS-DD), Bonjour [10] and SSDP
[11] (as part of UPnP).

XFE, WA A AS HAT AR FR I 5 20 bk A i 45 o kA T
TS e S i gt 3X— R, AT B RRAT A AT LA RIS AT I
HATEATIIE SHAT . XKLL P b (B A, Rl
Je AL BAT VAR R B Ik (R B A A, ] LABE I 3 A5 (R T 1l ELAH B3
VERI AR ZY,  DAE N AW AR AT o 5UAR A TS LEAE Jr 45k MY
=4 F R IMY Can Ws-Discovery [9] (fE2h WS-DD [K]—#B4Y),
Bonjour [10] LAz SSDP [11] (1A UPNP [—343)) BT RIG—4F,
AR I IER D0 20 - i 0% ST B s KR 2 5 B A2 ot DA S AT T N 2R3k 4T T
BRBHEZHAT X — Hbx.
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Passive or dynamic discovery mechanisms exist today and technologies
are developed to implement both active and passive real time, dynamic
network discovery data.

WVFR AT RE AR E T A RUA FURFRAR, SCLR B AR g, R
APATHESR Y RAEBAE, BRI R I CE AR
TR, T H O ER 2 5 PRIV . FrLL, BEEHRRRE,
A 78 AE O SR IR T2 Bl IR LA S A B 1) S I 3 28 194 24 Kt K
AL R

Discovery services must nevertheless be based on authentication
mechanisms to address privacy or security issues. fE AT [{ KR, B
BHRBEAR I TTEAT: PRI e I 4538 0 200K T 54 47 56 Uk A
FEBHLHIATEAT HEE 1), LA 2 000K R 11 &% b B AP N 22 e M oK

3.6 Software and algorithms

BB

One of the most promising micro operating systems for constrained
devices is Contiki [12]. It provides a full IP stack (both IPv4 and IPv6),
supports a local flash file system and features a large development
community and a comprehensive set of development tools.

XA R PR R BE,  FEA AR 22 1) K 2 DR s IR A e o6 o il
BAF R ER GG, — 710, 162 110 9 T30 I ) 22
K, XV g A R E RS TR & e T A RE T,
FOVFAHBINAE ST R GE, $RALEHEEN 1P PhiltEk (CEZ5 B REALHE 1Pv4
WAL 1Pv6), JF HAMAT — Ao R I Ao X sl 41 T & T RAE S
WCHE. AR, Wi DX ESRRGECEH TRZ K, H
P T g U H A I R G2 — 4K Contiki [12] T

One of challenges in building loT applications lies in the lack of a
common software fabric underlying how the software in the different
environments can be combined to function into a composite system and
how to build a coherent application out of a large collection of
unrelated software modules. Research and development is focusing on
service oriented computing for developing distributed and federated
applications to support interoperable machine to machine and “thing”
to “thing” interaction over a network. This is based on the Internet
protocols, and on top of that, defines new protocols to describe and
address the service instance. Service oriented computing loosely
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organizes the Web services and makes it a virtual network.

07, R QoT) MR, AR SRE R AR A
sgrh A LR R PR AT A N A R R
TH XA 38 R R I 2 6 T LK 35 AN [R]85 0 () AT 20 5 B
—MNEIRMNE ARG IR, ] PL— KHEBA AT IR 13 A
s S I g RE ST — 3N o WNIRAERIBE KRG, T 8K
PLIX LS H bR, FRATTE LA R I T SURCR ) B S5 I TE B B, O
R BE AT BLSCRR 23 A 2GR T DL e Rz AT 1) 25 A i A3
DL A2 A S A 16 D 1Y) % v &4 L AT 45 B 0 LA S LA 1)
Wi 5 P Z MRS AT . AERFT IR R, AR T
VEAE LR T-IAT R & B W9 288 s, DR uE S FH AR 38 A ek R A 1 3
DEPEs RIS AR R b, PTG g SOB 1) B ORI ) > 3 3 4k
TSI 38 38 1R 25 Tl R 45 ) 5 R 9% 7 SR AN i S0 Bk, AT
AJ LA G AR RN ) e 45 0 U1 B30 0 e A H ) A 2R D B R 25 T & A
(R 248 B 55 Dhfe, B R BE B REAR T AR SR 9 1+ 70 F L) HAS
AT 53 PR R AUL 9 2 A4 2R A5 o

Issues to be addressed:
T AT S, A SRP IR Y 3R AR B2 AR A0 (1) — LS A 5T Y

R

® Open middleware platforms

FRIFIBUR R AR 5 R 3

® Energy efficient micro operating systems

AT BE I ERAE R G

® Distributed self adaptive software for self optimization, self
configuration, self healing (e.g. autonomic)
oA 20 A N A AR AR, i AR AR LR
Tt BERE. BERRE (@& EEZ A fel.

® Lightweight and open middleware based on interacting
components/modules abstracting resource and network functions;
BETAZ B ACAH AT B AT HAL il 5 I 24 0 USRI 19 245 Ty e 1) 4 e 2
TR AT A

® Bio-inspired algorithms (e.g. self organization) and game theory (to
overcome the risks of tragedy of commons and reaction to
malicious nodes)
PitESE Cn H AR FZREE (HRIR IR A SL 0 ™
AR R A B A ) D R AR .
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® Self management techniques to overcome increasing complexities

B B BB LA, TRANEE H S K i = 28k

® Password distribution mechanisms for increased security and
privacy

B0 B e ) 22 A PR MG AANE SR R %85 i 23 I AN BEAT LAt o

® Energy-aware operating systems and implementations
A A T RER IR ERAE R BRI LA LSRR
FLH S

3.7 Hardware

EEEEF TS

The research on nanoelectronics devices will be used for implementing
wireless identifiable systems with the focus on miniaturization, low cost
and increased functionality.

EREAREOR S : B2, BRI iR iR R G 15 2
JZ T, AR AR A o 1 B8 B SN RS T4k, A K45 31 12F
— B, TP REEN S I AT

Polymers electronics technology will be developed and research is
needed on developing cheap, non-toxic and even disposable electronics
for implementing RFID tags and sensors that include logic and analogue
circuits with n and p type Thin Film Transistors (TFTs), power converters,
batteries, memories, sensors, active tags.

Fok, ARG T 2 ER BRI, A58 2 A 2T
KRBT Jo AR ] AR RT AR AR ROR . Gl LR
PEALEH], REIDFRZEEARMUE B BRI 5835, K nl LASEEL
R A AR T — 5, JF HBES A n AL 5 p 2 It A
(TFTs) *°. WHEHEHL . MRS, fEff s, ARBER IS E 5
TFR2E 1T B RFIDFRAE TC A FAR J 48 oA o

DU RS (TFTs) AHCRRNE S .

http://en.wikipedia.org/wiki/Thin-film transistor ()
http://zh.wikipedia.org/zh-cn/%E8%96%84%E8%86%9C%E9%9B%BB%E6%99%B6%
E9%AB%94 (i)
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Silicon IC technology will be used for systems with increased
functionality and requirements for more non volatile memory used for
sensing and monitoring ambient parameters. Research is needed on
ultra-low power, low voltage and low leakage designs in submicron RF
CMOS technologies, on high-efficiency DC-DC power-management
solutions, ultra low power, low voltage controllable non-volatile
memory, integration of RF MEMS and MEMS devices. The focus will be
on highly miniaturised integrated circuits that will include:

A, TN AN AR A5 2 50 25 i 3 8 v R 38 SR ek i A2
I HLE AR (Silicon IC technology). IXFERF AT IX L8 R 45 n] PLIREL
2 IhRE, HH AT LA 2 AE S K EAEf# /I Cnon volatile memory)

Page 85  f 85 Uil

s3uly] Jo 1ouJdu|

RS



sSulyl 4o 12u4au|

IES

* % % Internet of Things Strategic Research

* } Roadmap

OMEIsR . AT, BT I R AR MR TAE: 5
—, WARRERE . BRAC L R AR AR 2 S i 55 10 I Gl A A S5 0 e 2 45
JB B FAABR (RFCMOS) BT TAE; 25—, EEmE H
Uit (DC-DC) HLRBH B ARME LT I TAF; 38—, MAKEEFE.
WA FE R T 35 R AR 2 SR M AE A oA I e A s S0, S Al
THMRS (RFMEMS) 5 FHU RS (MEMS) AHEELA 1) 25 Fi
WA TAE. MR R b, RS T R Rl L i e AT
SERE RN A A REIE T T X e 4k i -

®  Multi RF, adaptive and reconfigurable Front Ends

2 FLIIUAR K HAT 138 N RE ) A0 S L RE ) A T o AR 4 o

®  HF/UHF/SHF/EHF
R/ v Al e A A R TR R R

® Memory —-EEPROM/FRAM/Polymer
W PR R ] B AR (EEPROMD /41 5 SR M4 A7 At 4
AR (F-RAMD /R EMTEAEHA

® D 128/256 bits + other type ID
128/256 ALARARIHADZE Y I FRIRA o

® Multi Communication Protocols
EE Rk AN

® Digital Processing
A B AR

® Security, including tamper-resistance countermeasures, and
technology to thwart sidechannel attacks

09k S RMAFRERCAR  (non volatile memory) AHIEHERNE S I -
http://en.wikipedia.org/wiki/Non-volatile_memory (330)
U R T A S AR RR (EEPROM) AH G BHE 2 L.
http://en.wikipedia.org/wiki/EEPROM  (Z&30)

e
http://zh.wikipedia.org/zh-cn/EEPROM  (H )

PG R MR AR (F-RAM) AHEHERHE S I
http://en.wikipedia.org/wiki/Ferroelectric RAM (& 30)

ey
http://zh.wikipedia.org/zh-cn/%E9%90%B5%E9%9B%BB%EI%IA%ABYEE%AI%IF%

ES%AD%98%ES%8F%I6%ES%A8%I8HEC%S6%BE%EIWABY%I4 (H13L)

%
http://www.eepw.com.cn/news/listbylabel/label/F-RAM ~ (F30)
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LABOR, WIRPIR SN B, DL SIS TE I PRI AR

3
Based on this development two trends are emerging for wireless
identifiable devices for loT applications:

TR L RIX SRR AR, I S HE N ] v JE 4 T bR P o
PPN 42 IR R R #e

® Increasing use of “embedded intelligence”

Ho—y “ARE R KRRt 2. TN,

® Networking of embedded intelligence

e, NS BB 8] 0 25 P A RTEDR P9 A7 . BN g% % o

loT will create new services and new business opportunities for system
providers to service the communication demands of potentially tens of
billions of devices. Three main trends are seen today:

JPCL, AT RIRIXEEARRE, P RRE A AR I R e vy FF o
PGS N S ) I ) A EI RSN 2R PRSI SER SRRV S S g E ]
AL V2% Z IR A0 R A5 FIAT It T SR P A 4 T K SRR S IRk Bs . 7EIX—
AR, RAI = R EGE SR I, SR

® Ultra low cost tags with very limited features. The information is
centralized on data servers managed by service operators. Value
resides in the data management.
o, AR BRRE B A S AR 2R 2 I o i IX R4,
KRS A Ik 45 A BAE, JF B &M IR S5 B AR N DR
FHURIEAT G — O B . TS Ah 2R A AR A8 A0 AR K 1) il
FREOR A R A AR

® Low cost tags with enhanced features such as extra memory and
sensing capabilities. The information is distributed both on
centralized data servers and tags. Efficient network infrastructure.
Value resides in communication and data management, including
processing of data into actionable information.
ok, BAMWIMY R Candsh i frfis 25 m UK AR 7)) 1
AN BN SRR R XFE, SPE B R AR T
DA MRS 5 b UL ROX AR 2 o 0 v 280 10 4 A 1t )
CHE, IERERAE LA S OX MR A 2 18] FR A AT Ay AN i BT g
R W DK s i 4 ] DA AT SIS B AR Re ), Bt
R 3EAF F S 7 B v e DG L ) A

® Smart fixed/mobile tags and embedded systems. More functions
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into the tag bringing local services. Smart systems
(sensing/monitoring/actuating) on tags. The information is
centralized on the data tag itself. Value resides in the
communication management to ensure security and effective
synchronisation to the network.

5 Ja, I RN T G 1A Bl R BE bR S LA R A KR
g8, WEM IR 2L AR A MRS o FRBEA S A 15717
AEFRRE RS, LWURM/MLRRS . WIE RS L IR RS
R TE, AR 115 B A T I A s 46 04
HE 2 A P ORAIE 22 4 iy M 4% (R A2 AT O IS JE A T Bk A vh
RAERBERI YA o

Smart devices enhanced with inter-device communication will result in
smart systems with much higher degrees of intelligence and autonomy.
This will enable the more rapid deployment of smart systems for loT
applications and creation of new services.
AL U, 3 FRATTAE AR HR P94 B A1 A SR P AN 25 )
AR, FAT B A A BE ) 1) #4 Fh R BE B4R B IR [R] It i
X LE R BR B A K T DA FRAT A At 25 A & A HAT T i 2O B e DA K
AN A FRE R ERG XA S iE I R J LN 145 3
SE IR L5 AR P 3 22 R AAT, T BB A FRATT N AR SR ) A TR it
SN IR 5 2R L S T A

3.8 Data and Signal Processing

Technology
PG T B

Different industry bodies in vertical domains have realized the utility of
XML as the underlying language for standardization of business
artefacts. Each vertical industry has come up with standards bodies to
develop XML standards for the specific vertical. The basic idea is to
express the contract, trust, process, workflow, message, and other data
semantics in terms of XML nodes and attributes for the nodes. These
XML vocabularies are then published as generalized Document Type
Definition (DTD) or XML Schema for consumption by members of that
vertical industry. Since all members follow the same DTD or schema the
semantic interoperability is achieved.

ARy AES A B AR, 3 R R Pk AR 2 2780y
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WRBN A EFRCTE T (XML 225 0] DU K B b3 shbs e fb i F v
FEATE ST . APt C 4oy T % A ifbsiE bl
S R T W TR 2 AT IXMURE RS A o 78 B AR B E (i R,
XU AR A A AR T8 5 A XML T LA T s sk e ik &%
RPN E XS, WA, SRR, R, TR, FHE
DA FCA SR 45 o T3 XML ) 58 37 3 SR Sy 38 T 116 ST
M S A (DTD) B XMLEE K /7 %€ (XML Schema) T 77E,
DA 127 M g HAth Bl 57 mT DA R I 24 R, A B i % e
MG BURAT o XRE Y BT B 4k 22 5077 MV o 52 B 0T U 4 i s
ORGSR SUE . (DTD) FIXMLGE 7 06, %7\ A 3B i X
B ettt 1 LSz

The OASIS (Organization for the Advancement of Structured Information
Standards) site [13] or the XML cover pages [14] site provides a
comprehensive list of XML vocabularies. Some of the prominent vertical
vocabularies are ACORD for insurance, OTA for travel, GovML for
Government, FpML for financial derivatives, HL7 for healthcare domain,
STPML for financial straight-through processing, etc. Some of these
standardized vocabularies are already in action and have seen
widespread adoption. A case in point is the adoption of XBRL, the
standard for business and financial reporting. It has been popularly
adopted by many corporations in addition to financial and reporting
software companies.

TEIREE TAR T, SR 5 B AR HEHERE 4140 (0ASIS) [13]LA ¢ Cover
Pages uli[14] F R FRATER ML T —BrXMLIRITLTE B IK SE 481 3R o IX 40
B T s ARBATEIACORD (HIRAI S VRIS 5T R Hh ) 20, iR
AT IIOTA FRURIFIERD ¥ BUFSUR I GovML CBURFAT AR

BT RERIGES (XML HERRNE S .
http://www.w3.org/standards/xml/ ()

3R E OB (DTD) ARG 2 W
http://www.w3.0rg/TR/2008/REC-xmI|-20081126/#dt-doctype  (H<3L)
* XML 45#4 75 %% (XML Schema) A5 % BHEZ L.
http://www.w3.org/standards/techs/xmlschema#w3c all (ZE3)

3 ACORD(Association for Cooperative Operations Research and Development), 1/}
[F AR 9 S T R b2 AR RN 2 I

http://www.acord.org/ (Z3)

e

http://xml.coverpages.org/acord.html (L)

7 OTA(OpenTravel Alliance), FFBURHEI: M AR S ZORME 22 0.
http://www.opentravel.org/ (JE)

e

http://xml.coverpages.org/openTravel.html (Z30)
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WIHEE) B, SR IIFpML (Rl SbRidiE =) 2. By
FEATIRIHL7 (P25t 7 @A) 00 4l PLIE A B FE v 1)
STPML (FLBACEIARCIE ) ) &%, Hh oo e pE L
HAS B T ORI B R HE T RN o S 5] EEEOXBRL (AT )
FISAREET) T, BT HEm A m AR S A= 2 R,
CIEAEHARATMAR 22 28 W) () SCRYH 2 B AR A3 21 7 A SRR R (193 %

Initiatives such as International Standard for Metadata Registries
(ISO/IEC 11179) and implementations of it, such as the Universal Data
Element Framework (UDEF) from OpenGroup aim to support semantic
interoperability between structured data that is expressed using
different schema and data dictionaries of vocabularies, by providing
globally unique cross-reference identifiers for data elements that are
semantically equivalent, even though they may have different names in
different XML markup standards.

BT KT, X AR A I bRt (1so)
() 7 B 0 BrbRfE(1SO/IEC 11179) LA 2 OpenGroup™® (1438 FH 4
JUER A ZR (UDEF) AR 1Y) o SR LEBRAEAS A& A o 0y IS e /38 S BLAT 45
PERE TR O AT IEA R bR e P r] e AN 447D Fefit
A BRME— A2 G AR R G RSk SE I, LA SE R “AEAN ]
(1) 235 77 20 RA S AN [] PR 08 )V 2 TRV AT 25 4 Bt 1R v S H %
YEAT 7 X — A H bse

¥ GovML(Governmental Markup Language), BURATIVATIC i =M %ORHE 2 .
http://ec.europa.eu/information society/activities/egovernment/index en.htm
(B30

http://xml.coverpages.org/govML.html (ZE£3)

¥ FpML(Financial Products Markup Language), & fl/= i1t iE S M@ ks 5
W

http://www.fpml.org/ (JE30)

BeE

http://xml.coverpages.org/fpml.htm| (HE)

0 HL7(Health Level Seven International), [ P24k 7 it BEK AH I % BHE 2 ..
http://www.hl7.org/ (JE3)

*1 STPML(Straight Through Processing Markup Language), 38 Ak Bl b ic 18 = AH
BRHES W

http://xml.coverpages.org/stpml.html (JE3)

2 XBRL (Extensible Business Reporting Language), T4l (175 &40 4518 S AH 6 %
BHEZ L

http://www.xbrl.org/Home/ (JE)

ElE

http://xml.coverpages.org/xbrl.html (2 )

3 www.iso.org  (FE)

* www.opengroup.org ()
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ebXML is an end-to-end stack proposed under the aegis of UN/CEFACT
(United Nations Centre for Trade Facilitation and Electronic Business)
and OASIS, aimed at standardizing B2B collaborations. The stack of
ebXML derives its fundamentals from Electronic Data Interchange (EDI),
the existing de-facto technology for conducting e-business between
multiple business partners. It is envisioned to enable enterprises of any
size, anywhere, to find each other electronically and conduct business
by exchanging XML messages. It builds on earlier semantic approaches
to business vocabularies like XML Common Business Library (xCBL) from
Commerce One, and business object documents (BODs) from Open
Applications Group.
iMebXML CHLF R 45 AT B ARICTE ) . AE kit o) iy (R A
AR ICTE T, W IS 1 B 2 ik 55 7 g 45 0 (UN/CEFACT)
LR RIS BRI Z (OASIS) S [H] ERF AT & H SR
ebXML 5 1E i 1 42 2Kk 7 o) MR 1~ 7 55 1k B8 v i B AR AL B2B s b B 1
), ebXMLIFI A & A BRI A 57 2 S 4 s < 4 (EDD #%;
ARo EFEARIE N T SEBAEZ AR S5 AR R BEAT FL 1 1 5547 M 11
BRI R ORI o RN AE R T2 AT, ebXMLEE D& 7% 18 T el s vy
FERE RN A TAT = 5 Ak v] DU 7 1) T BOR IRk, B
P I AZ XML R 7 2CHEAT B 9547 A 45 Il /. ebXMIL AU LAt
FIAR RNV RCTE O, EeliiCommerce One XML FH fi bl 2
(xCBL) ¥ FlOpen Applications Group 7 45 % % SCRY A5 (BODs) *8.,

ebXML offers an open XML based framework for enterprises to conduct
business electronically with other enterprises or with customers. In
effect it is a collection of standards for conducting e-business. The

% ebXML, Electronic Business using eXtensible Markup Language, LT 145
¥ IRARICE 5 B B R S AT RS C IS S AR EORHE 2 .
http://www.ebxml.org/ (JE3)

ElEa

http://en.wikipedia.org/wiki/EbXML  (FE3L)

*® UN/CEFACT (United Nations Centre for Trade Facilitation and Electronic Business),
A [ 5 2 R b5 L R 5 RO AR DR RN 2 0

http://www.unece.org/cefact/ (JE)

e

http://en.wikipedia.org/wiki/UN/CEFACT (JE£3)

* Commerce One L& xCBL AH K% HLE 2 I
http://www.commerceonefinancial.com/ (Z£30)

DY

http://www.xcbl.org/ (Z3)

*® Open Applications Group LA BOD A% kil 2 W

http://www.oagi.org/ (JEX)

DY

http://msdn.microsoft.com/en-us/library/dd277892(v=bts.10).aspx (Z&3L)
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semantics in ebXML stack are handled at two levels: Core Components
at the data dictionary level and UBL for the standardized business
documents level.

X FebXMUK B, B3R TR T AT EARCTE S (XML BT
WEZR G, AT A AT DL i 07 U8 B O Al ARl A &
HOSE A ZEE &R . 555 F, ebXMLA] L2 — 2851 i
1 25 05 SIAH SRR UE T AL TR B o AEebXMLIKIMERR S5 ke, 5 St PR
TELEN AR RAE R R b AR R 2 B8 7 SUZ
At TE M E F (UBLD * LA X bR v 1 45 SCRY 0 ) K8 A o

A Core Component (CC) is a generic term referring to a semantic data
item that is used as a basis for constructing electronic business
messages. The Core Components specification addresses the need for
capturing data items common across multiple businesses and domains.
A layered approach is taken with provision of specialization of
components based on context (Context refers to the environment in
which the data item is used). There are two basic types of Core
Components: (a) Basic Core Component — A simple, singular Core
Component that has an indivisible semantic meaning like an item code,
an ID, etc., and (b) Aggregate Core Component — A collection or
packaged Core Component like an address.

7E ebXML A RLE R 2 s A% O AR IR 1 2 826 i -7 75 25 1HUEL )
S A RS B R BT S RS . AL bR R R
(18] 2 855 1 22 AT MR R 45 40358 110 388 FH a0 SR SR 1)t i HLad ek
KM ERITT, AR AT DR IR T b 3RS (I B fig Hodh x
ZPTA I BEATR I I E B4 . XS R AE P
RUIRZ DAL (@) BEA AL O A — IR LSRR SRR L AR . BRS7
(0 FH AR AN ] P40 2318 SO, Eendp it gnis . AR iR%E . (b) &
MR O —B L th 2 M % LA A il G e — )
IS, Btk

On the other hand, Universal Business Language (UBL) is an output of
OASIS to address the development of reusable semantic business
documents for interoperability across multiple businesses and verticals.
Core Components specifies two broad categories of elements, the Core
Components and the Business Information Entities (BIE). UBL is
concerned with only the BIEs (both Basic BIEs and Aggregate BIEs).

M55 —J7m, mEs R ErrEfERE41 2 COASIS) FrHft th i1l ]
WEAE T (UBL) WAy T it ke ] 3 A2 A T Ak s SOV 45 SOR e Ft v
JIT D6 20T HITRT PR 25 Tl vl L, LA 0% 780 22 ) 45 I R R B ) o 55 4 1)

* UBL(Universal Business Language), 18 FH iV iE S AHC R RE S .
http://www.oasis-open.org/committees/tc_home.php?wg abbrev=ubl ()
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BERAEVE R BUAEAE R o BT DRSS BT A2 AR 7y, di
RO LA n] AR € BIPT R G Z R BT DAL G AR L 5%
R SR (BIED. MEHY E, FRATATELA @ A kit = (uBL) £
X LY G55 RS A (BIE, BEALS SLAH i bl 9515 B S A%,
AR A IF AR 255 B SE AR AU 48 ol it Ko

Finally, semantic web based standards from W3C like DAML (Darpa
Agent Markup Language), RDF (Resource Description Framework) and
OWL (Ontology Working Language) are useful in providing semantic
foundations for dynamic situations involving dynamic discovery of
businesses and services.

B, AT REARICTE T AE A SRR P A R T 22 1) SR S
HU A TG SCITT P o 8 v (R SRRl b vt , R il & ok B T 4 9 I
(W3C) (RIS Eehpte, n 3 [ [ B 3 e i o0 oF Rl Z AR B bR i 5
(DAML) *°. #FUEHIAHESE (RDF) RN MG AAE S (owL) *
B MR IR A K R FRAT I AR P IR A B A A 858N BEAT B A v
S5 VR AINY 55 M 55 B AR A 0 S (8 SCBER S o

The intelligent decision-making algorithms will need to trigger activities
not on the basis of a single event (such as an individual observation or
sensor reading) but often also considering correlations among events
and often requiring transformation of the raw sensor data. Toolkits and

*® DAML(DARPA Agent Markup Language): 22 [ [E B 8 i 2o F 5T R B4R AR i
B H A KBRS

http://www.daml.org/ (ZEI)

http://en.wikipedia.org/wiki/DARPA Agent Markup Language (JE<3)
DARPA(Defense Advanced Research Projects Agency): 5 [ [H [ 34 i 2 BT 5% 11K 2
MR B RHES L

http://www.darpa.mil/ (FE30)

e

http://en.wikipedia.org/wiki/Defense Advanced Research Projects Agency (Z&3)
>! RDF(Resource Description Framework): %85 iR HESLAH 6 2ok S W«
http://www.w3.org/RDF/ (ZE)

e
http://www.w3.org/standards/techs/rdf#tw3c all ()

http://en.wikipedia.org/wiki/Resource Description Framework (Z<30)
*2 OWL(Web Ontology language): 2% A VA 35 HH 56 % RHE 2 .-
http://www.w3.0rg/2004/0WL/ (JE3)

%

http://www.w3.org/TR/owl-features/ ()

e

http://en.wikipedia.org/wiki/Web Ontology Language (Z&30)
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frameworks already exist for complex event processing, such as ESPER
and DROOLS - and are likely to play a useful role in formulating
machine-readable rules for how a particular sequence of events should
trigger a particular activity or process.

TNTRL, T (R B RS S AR B R R U, FRAT 1 T
SEGTA AN, TSR R e R AR TAE . ARG R ek
VAN TR —A A F 4 Cn— AN s 2 i sl
JEENERIN B IS (PR Y o DI Y 1 28 i e R S o 5
FAEIEFE T L&A 2 18] ) I AE LA R D 2 A S R0 e 1) i Ak 34
SR G RIAT B 2B FIWr o X TERERE LA I AR R AH A I B
Yo A TATWRA VLS, BB T 34T 2 A FA A HE )
T HAESFEARMNELE 2 A7 E (LLUNESPER* FIDROOLS™ ). HIfi1th
ATTR6 38 AR FRATV AR A HLAS TSR, R ) 2 Ak
SE F AT A A KR R 5 Bl BB TR 18 Ak BEIN AL B HE S A SRR
HAEH .

It may be necessary to evaluate multiple rules in parallel, to consider
various possible causes and appropriate responses or outcomes. Sensor
data in particular may require some preprocessing, to reduce noise,
assess whether or not to consider outlying data points, perform
smoothing, averaging (possibly across moving time windows).
Furthermore, certain kinds of sensor data may need to be transformed.
RIS, RS IR A e P SR SR AT b L5522 RPN, e 2% 18
AT BE )5 PR LA K T RBP4 26 W) 1, B 5 B SR o AR il A )
A A BN T B A B A H s R U, AT AT RE ST E
AR, Loy buE s PRl S OB AR R AT ECE
Y GRATREZ WS A A M 1) AbFESE . $Ea, HaE—B N, ok
M P A SRS A T 3 T A TR R PR A DA AR A R SR Lk
(PIALEE K

For example, from temperature data together with knowledge of the
biological and chemical reactions of a perishable product, it may be
possible to calculate whether the population of toxic micro-organisms
has reached a safety-critical level; the growth rate of the microbe
population may have non-linear temperature dependence. As another
example, it is necessary to apply techniques such as Fourier transforms

>3 ESPER A ¥ RIIE S L
http://www.espertech.com/ ()

> DROOLS M1 % BHiE 2 s
http://www.jboss.org/drools (& 3)

ElEcy
http://en.wikipedia.org/wiki/Drools  (J<3)
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and complex cepstrums (the inverse Fourier transform of the complex
logarithm of a Fourier transform) to vibration data in order to detect
changes in the amplitude of vibrating components at particular
resonant frequencies, as well as changes in the relative amplitudes of
harmonics of such frequencies; by transforming the sensor data in such
ways, it is possible to detect signs of degradation, instability or
imbalance with much greater sensitivity, leading to a much earlier
detection of possible problems.

IR UL R PR A I A L A b, AR IR AL
i LA G S A i R E A O SR S 2 5, B RE TR SR AR e 4
A e )T S A BRI R R A B T e FR R K. X2
FH A7 S AR P 1 1 AR R R ORI T S B AR e M K1
FREGT, R A ST AR 4 DL S S 0 i A e D) ) B A 8 2
SRR S0 O A B 1 AR e R T A 2 1 45 8D N T 4R 3h £l

FRATTHE AT LUK 0 1045 1 FENG 04T (1 e i A2 A0 DA K IX AR 1 B
(VAR R ME AR A o DT I A IR 0 1o T AR 46t J 4 3] (1) &5 A
DR LUK IRl . AR E BANPATIES,  5E R AT A L)
FRIHUBR R L ) A o

Issues to be addressed:
T AT e, ARSI R — 6 T AR R ) @R T B R A A
FiE:

® Semantic interoperability, service discovery, service composition,
semantic sensor web,

W SCIARAENE . MRS5AIL. HRO5 38 A DA ST SUAR IR 1) I 2%
N

® Data sharing and collaboration,

B L= R

® Autonomous agents,

1 B ARELHL

® Human machine interaction

AHAH HAR

® Edge processing, filtering and aggregation,

SR (S E NS G IE e RS

® Quality of service, stream processing

I 55 Rt A B 5 )
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3.9 Discovery and Search Engine

Technologies

RIAE R T B AR

Information and services about things will be fragmented across many
entities and may be provided at class-level (i.e. common information
and services for all instances of things having the same class) or at
serial-level (i.e. unique to an individual thing), as well as being provided
authoritatively by the creator of the thing or contributed by other
entities such as those who have interacted with an individual thing at
some stage in its life.

TEASKIYIELR B (AR 2RISR 2 T- 22 7 (1), BT A
25 A AR SS WA ARG, T B TR Z AN AR 5
e WEIREKIRE, Pyan 15 BRI IS BE nT LU AR S0 E 4% |
BEATHBE ) CRIAH [RI 2L 9 T i S ) A7 A A IR SS D, n]
DU BT R BMST R AMA R CRIIS L8 B (R4 b BT A A 0 £ B AR 55D
MR AL AU, IR B ANIR 55 T Be 240 i B3 5 i A 7 2
BOBARHER), WrTResk A T HAbR Y&, Hewis stk B 79 7E 3L
A= i 3 T R B B R E ) S HEA T A LT AR AR A B IR GG

The Internet of Things requires the development of lookup / referral
services to link things to such information and services and to support
secure access to such information and services in a way that respects
both the privacy of individuals and confidentiality of business
information, such that matching between requesters and providers of
information services can be founded on trust relationships. As a thing
moves through the real world, it will encounter new environments and
both the smart things and other agents that are monitoring the things
will require lookup mechanisms in order to discover what capabilities
are available within the local environment of the thing. Such capabilities
may include availability of sensors and actuators, network
communication interfaces, facilities for computation and processing of
data into information as well as facilities for onward transportation,
handling, physical processing or alerting of a human operator about
problems.

PRTE, B IR 11 A B P98 28 M 55 1) e e I A AN AN AP Jm R T 4
W) VR E S BN IRSS, T N A% % RE AL — S BN IR 5% 1) 2
RN T XM NAMBEE 780y i8R T (s w3
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WRFED R, IEERA] RE SR 55 A B BT R 22 4t DA K&
PREFTEZER . WIXATIRAEA,  BATTA AT BEAE 78 70 (5 AT O Rtk b
7R X M N AT LR A IR G518 SRk SR T 2 )
FINNEILAC R &R, BE B R SR IA R S5k, BEEY)AEL
S AP IEE, TR AR AT, a8 ) o Am R RE A
BH NN G AERXA RS, PR 2 0 A ) A A X B
FRPIRIE St S T At ) ity A Al A S N A XA A £
TR R E SR FRATT A AR R L S — R I A HLH): — T
M, W, BT LUK A 5 D RE s IR 55 A I AL A s B 5
(AT o I LE Tl 6 R0 ik 55 BE PT A A2 A% PRI ey, AT e 2 9K
BN E S LUBOE s MBS, XA 15 H AT 268 A5 1) 4 Fh
B RIS T EE . ISR A AR, T L
HATARIL . 85, AL HE UL RO A I I (RN A A B 7 AU 25
AeJy, .

Things may also require the ability to discover the existence and identity
of peer things within their environment in order to negotiate about
shared goals (such as common requirements for transportations and
destinations, specific handling or storage requirements, e.g. within
particular temperature ranges), and in order to identify and resolve
conflicts and achieve efficient, synergistic and considerate solutions
with their peers for their co-location and cotransportation, especially
when they plan to interact with actuators in their local environment or
request transportation. Requesters of information, including the virtual
counterparts of things will often need to be able to monitor the location
of things. Locations might be expressed as abstract or 'logical' locations,
perhaps within a hierarchy or federation of hierarchical locations. They
can also be expressed as 3-dimensional terrestrial spatial location
co-ordinates.

Jy—J7 i, R IE ARALE], PR BE ) A LT A A
XFEE) AR LA BARA T AR IR S o IXHE, W) S04k (A
TR AN, BE SR A R AT, 2D AR AT B 3
RIEILFE I H AR CEean, Tzt B b 3L F 2R Reik Ak
HUPBR ., s A G (RS TS D, 55D RETT
WA R, WHS AR S0, AR s, LRI E &
R PriRls wIEERIR RS, I HAHEUME . AT siiti. Fenli,
SUIRAET S AW v RIFARATT T AL (R AR IR EE DL A T 2 5K 132 4
INEE P AR B B AT AZ BN, AL ) AT AR R A
CASA) I A, TR SRR 4 R B 1R R LS 5 Pl it
T B 2R BN SS 1 R SR e, AR S A 14 T30Sk
M2, fFERERE (WD, WAFEATR RRIA, e
W L DA S RS PR B T IR S AN W A D) T AL )
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Schrsbit, ARZNE D0 N B BRI B R I
ko XS REIE AT BB I AL E ML 0 2 RS, AT R X R
AR A A, 9%, WIRSEIZ AL, L EOR ATRATTH LK 3 4k
MR (A7 AR AR B M AFAE o

Some applications in the Internet of Things may need to be able to
understand both concepts of location and to access mechanisms for
relating logical locations to spatial locations and vice versa, as well as
understanding geometric concepts such as intersection and overlap of
locations and location boundaries. This is particularly important for the
interpretation of sensor data when the available sensors are located at a
distance from the thing that is being monitored, since properties such
as temperature might not have reached equilibrium between the
location of the thing and the location of ambient sensors in the
environment.

TEIXFMEOLT P00 R (4R 22 N 0 2004 A ) DA SR Ao 8 MR 1)
AeJ7, I H AR (1) & AR Y 2 i) A7 8T WL e Ve
AR T3 0] P S B B FL o I P 22 b il 2 ) 4 2 2 Tt oo
N FR o [RIINF, AUk I PR e 3 P 30 22 SR R AR - Aofr 4 ) 5 R
JURTRES: PR & (0 S sl R 1L A4 . IXFRE I # 2AE
WEEL, L N TR IR EE SR B T AR I I B B I A
Ny AR EAC I A e R RS SR (bedn, W]
AEJE TR 3R, AR AN RESELAF AL B, S SR 15 )
vty T S 07 B AR A SR AR A W o 0 400 it Ak P IR 2R I
(%A 2805 Hds .

The Internet of Things will also require the ability for things or the
entities that are responsible for them to make assertions about the
state of an object in such a way that other things and other entities can
discover these assertions about the state of each individual object or
the class to which it belongs. For example, an assertion might be made
about an event relating to an individual thing such as whether it has
been sold, destroyed, lost, found, marked for recall, returned.
Assertions might also be made about a class of things, such as reviews,
ratings, recommendations, helpful tips and advice or the availability of
new services, updates and extensions/capabilities for the things, such as
new software or firmware. Additionally assertions can be made about
identity of a thing or its relationship with other things, such as
assertions about being a peer within a federation of things.

s R R R RN SR AT B IR TT E , JF HonT A X
Wr s 755, HAAIXFEIH e ) S R0 G A R i 5 2= AR AR B X
Wi, JF HARM X LElk = AW — A i B S R RS S 2. 28
Bk, WS Al RE A BRSSP A, X AN
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BAREE . XM REAZCEME. XM AR CEHE:
REE BRI A S DR, R A S E AR IC
PN LL K it S AN 5 ZEREAT RIS AOR I 3R G, 2555, 2555, fELE
L AT RE A RS W] — AN RS0 BB RS K, AR T A VR
Py PR PP s A S R Pt IR A B B A T
AT o5 40 it 4 0 i 25 A0 SR Dh RE TR I E CBilan, )b e A
S T B R A B 2 BT RS SE ) o ek, W3 T LA
R — A RS R BE XA D) i 5 e Z TR G R, Bg
HRLERR ) AL W) IR B AR o R S5 AT [ W7 5 8

Issues to be addressed:
T AT S, ARSI — L6 T AR R n) R S SR A A
Fifi:

® Device discovery, distributed repositories

B RIEA S BORHZE /s o A s F HoAR

® Positioning and localization

Pt EAL . AL BL A R A AR

® Mapping of real, digital and virtual entities
TSRt B R4 it A SR AU TR 0 i 2 TRDRE 1 5G 28 57
77 sMEI AT 9T A

® Terrestrial mapping data

L7/ REEp: R R S R EE E Y EPE S N

3.10 Relationship Network Management

Technologies

KEMBEHELAR

The loT requires managing networks that contains billons of
heterogeneous “things”, and where a wide variety of software,
middleware and hardware devices exists. Network management
technologies cover a wide area of elements including, security,
performance and reliability.

I 5 LA P 4%, 1 Y 2 T ANMBAEAE T BT, ik
TEAEE W EIRTI PR  hafE . RE UM R%. TLLRKY)
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Network management involves distributed databases, repositories, auto
polling of network devices, and real time graphical views of network
topology changes and traffic. The network management service
employs a variety of tools, applications, and devices to assist monitoring
and maintaining the networks involved in the loT applications.

G, LA PR T R S A I P/ SRR S KA B 4%
BRI E BhEe D, LS SIZ IS 109 28 3 0 A8 A T 199 2 3t 1 2 A 1) JE1 T 57
M R HR, DI s 8BRS, w7 BT R %
FEM T H . AR AN, R4 B 4% 5 YIS 222 1 21 )15 kA
S EC T ) & ARSI R 5

Similar to the social network services that are flourishing today on the
web, there would be a need for things to form relationships with one
another on the networks. These relationships can be formal and official,
such as membership within a federation, or they could be loosely based
alliances brought upon by an incident or an event.

BeJa, WURA RAE BRI R R i AL X M 48 I 55 RE . ARRA)
R 194 P o 0% 7 BB R B 75 2 SR VF i Z TR T e X FEARFE T M 4%
MRFR . RERRBEATRERAL SN FRUER . S IU2RAL, thindy)
ao TR A SR B RS BT RE AU . AR R R,
EC AL T AN A A T T 1l 1) o 300 1 P P G 4 5 45

Issues to be addressed:
T AT S, ARSI A — 6 75 LA v 1) ) R 2 BTN A
fifi:

® Propagation of memes [18] by things
LA A Ty R 2 (R 2836 R > A 4R A

® [dentity, relationship and reputation management

Prh AR IR SRR A DL PRH A B

%> memes IR BRI/ SCURERE” (18], {F % 18 335 LA R AU 490 oK 0
FITRA IR AL B B SR A % b, TR T i Fl e 77 2
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3.11 Power and Energy Storage

Technologies

YR BER A EROR

The autonomous “things” operating in the loT applications and
performing either the sensing or monitoring of required changes/events
need power, to perform the required job.

TEARIIPIER (oT) 2, HEMR “Ppih” LS5 B &
HMN 2z, SRR A 7RI R o () 8 A AT 25 LA, A
AFEEAAEFIATEE ), 1M H 75 ZEHAA 0 T4 AR A fid e =
PR IR RE D)o T P X ST B AR IR AL 25 1R S RF

Micro batteries with enough energy to power the “things” for their
lifespan, and energy scavenging technologies that let the “things”
collect power from their operating environment are used today.

AR, AT RS HE R IR L 0 AR A P S A A AT A= i A S0 b P
THIHLRE, JF HAEEHIATIR (energy scavenging technologies) °°
WAELE AT K AN R I A RE s DAAET-00 it ] LLABATT BT Ak iR 30 85 b i £
REdEIT Hoh 2T .

Since that environment has wide variations, depending on where and
how the “thing” is used, the power collection methods vary (RF, solar,
sound, vibration, heat, etc.).

H2, H TG AR, WA ] s mORn 7 A e HEA T 1
#e, P DL P M () BEVR B T R T Btk 2 & 2 M 2 AR,
et my BUR FHS A/ Jo 4o e KBHBE s i=ah . e, 55557720,

The “things” with local power may not use it to send the information,
saving power by letting a reader power the transmission. For situations
and locations where is it reasonable to have a lot of “things” with
sensing capabilities, spaced fairly evenly, mesh networks become a way
to increase the communication and power efficiency by including the
ability to forward transmissions from the closest “thing”. The reader
then only needs to be range of the edge of the network.

BRI 2L, AR B Jall R A28 FAT A rL R )

U

 Be B IAHIAR (energy scavenging technologies) FHIC% kG S .
http://en.wikipedia.org/wiki/Energy harvesting (J<3)
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Pt AR EBNRIRAF B o X T AR O REPREAK YL, AT E
25 FE IR AR LE A0 e PRSI R 6 B S 00 i BT ) S PR A 5 R hy R 3
SHMUE RSN Re T4 R, JoAT 147 26 2T RARTIAE
EEAS BARILEOR . 25K, SR IUAE (A T —— AR s
W&, WERXE R e i DU AF, KEAAE R IE DI RERI Y b,
I HAsa) o3 A LB 50 o IR, BRSO  BE A BIIXAS R 25 ok
IFA LR AL “ W7 T AR REARIEAT g, 3K AN 45 1T A5 )
REPTIF AR BE RLAUA AT RER PR SR T REMR I A E2R

Power and energy storage technologies are enablers for the deployment
of loT applications. These technologies has to provide high power
density energy generation and harvesting solutions that, when used
with today’s low power nanoelectronics, enables a selfpowered
intelligent sensor based wireless identifiable device.

LG RN BE AT A B AR R M (loT) S FLRY FH R e R 2 1 0%
B TR IXFE IR, IR S R IE BRI 5 R e AR
KREEMRRTT 5. FI, M EFEPK R TR AR S S, GeUR
AR SRR TSR G R EAR SRS, LmiX
Tl A B Rl A A3 A 14T A BB AE AR T A th BAT AL DI RE R
AR R R AR RS T .

To meet the loT application’s power requirements, a typical energy
generation/harvesting units contains four main building blocks the
harvester, the conversion electronics, the energy storage, and the
energy delivery.

Ry T T AR KA N T ) e A, FRAT T ST T e A
FEREEFARMIAHR A . WA TURE, — AN IB R Re AR
5 SRR R EHAT W N YA F ARG o RE R AR
RER AR . AR AR BOA LA SR AL IR SR B . Ay B Ml 43 7]
PR FATHE T R AR A — BB BERI K tH R 7 11) 6

Issues to be addressed:
T AT S, ARSI — L6 5 AR ) ) R 3 R A A
Fifi:

® Battery and energy storage technologies

HLH AT RS A Al B

ergy harvesting technologies

En
R RAEH A

® Energy consumption mapping; the power technology should allow
for fine-grained  measurement/estimation of  hardware
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components in the ‘thing’, such that energy-based priority
scheduling software can work.

REVSH FEAR 15 SCHR B AR s FOVF “H0ilh” W] LUBR X & A A
BEAT ARL RS AN BE U5 7 K « A8 5 W FEAN U1 A R AR OGHOR,
DU R SR AT I 194 £ 40 it T AR s A4 P g 9 K 22 HE B
LS 20 HAR LA S HAT AL I -

3.12 Security and Privacy Technologies

ZAEMBRABAR

Two of the main issues in the IoT are privacy of humans and
confidentiality of business processes. Because of the scale of
deployment, their mobility and sometimes their relatively low
complexity, the cloud of ‘things’ is hard to control.

R 0 5 L T P A A G E A 1) B, IS A N B RA S AL
TIHR A JEE R ) FEAN T AR, R S EkE T 2Nl
BB E, K2 RBEFA MR E, AP
H Wi BTRE RSCIR) 2  a A HAE LA )

For confidentiality, established encryption technology exists, and one of
the challenges is to make encryption algorithms faster and less
energy-consuming. Moreover, any encryption scheme will be backed up
by a key distribution mechanism.

YT VR CEAR, AT HIRZ TAEREE K. ', HERH
MAEARZ IR, O T IR AL 1, BT 75 B A N 25
LIS BERE RS B R DIk bah, A T OREBEPIE MY 2 i 4R
(224 BRI, ARSI AT AT I3 b il 55 R el B34 — A
BN G B B L ) SCHr

For small-scale systems, key distribution can happen in the factory or at
deployment, but for ad-hoc networks, novel key distribution schemes
have only been proposed in recent years.

X IRENE I R SE, S PI 73 B AT BE AL A8 A R i A
B AT o AERAAON T RX M OL,  RFE T I 15419 2% 1) 2
P ARG, WU ERITJVEA B . Frik, TAEMERE TS
S A] AR

For privacy, the situation is more serious; one of the reasons is the
ignorance (regarding privacy) of the general public. Moreover,
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privacy-preserving technology is still in its infancy: the systems that do
work are not designed for resource-restricted devices, and a holistic
view on privacy is still to be developed (e.g, the view on privacy
throughout one’s life).

X T RAARAIUOR UL, 50T B 082 T o ABIFFERI DG FE I A
KE, BEFAVEFNEEFABAR — ELR A HAFI RN A il R o R AR
o — AN R PR S R0 2 AR T BAAA B o TR FRATHARN 52K 13
T K PRI BRARCRS 2 OR3P BE A PR 25 T B AL v A W BB FIIT 9 5 K e
ke o, A RPN R GIEA L B A2 FRUT 1) Y ¥ 45 i 8¢
THIRT s AR, FRATO T B FA R AR R Z D A AU AR AR 2R B B (E
T AN N A R P ) B RA A DS D

The heterogeneity and mobility of ‘things’ in the IoT will add complexity
to the situation. Also from a legal point of view, some issues remain far
from clear and need legal interpretation; examples include the impact
of location on privacy regulation, and the issue of data ownership in
collaborative clouds of ‘things’.

EEA b, D5 R 40 it 1 2 A R T 2 2 1 I AT A P e
SR T HANER AL B, AT ie R AT 815 2
G RIS . U AL & BRYE ] LA ) i AR i M = R
Bt P A LA ) B LA 24 1K AR I ) 9 IR0 FRATTR K
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Consumer Rights
Disclosure
Consumer Advocacy

Anonymity mechanisms

Self Regulation
- Codes of conduct

Consent
Collection Limitation
Use Limitation

Figure 5 loT Security and Privacy
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Network and data anonymity can provide a basis for privacy, but at the
moment, these technologies are mainly supported by rather powerful
equipment, in terms of computing power and bandwidth. A similar
argument can be made for authentication of devices and establishing
trust.

Xt A R BRSO YL, NBHEIWETORE, BATTRT LIS
2% FIHSCHR 14 P A4 BEARE Dby K I 1 B RA B AH AR P A i (HLE
HT, % B RIS A8 JI A0 R 480 50 (R 3R, X el R A At
ThREs AR IR & A BEMS AT S Rr . PTRARRMTIE 255 ), AR BN
RN IWE ST 2 55 IR B A0 B, [R5 R R RE R i 5 T
BB AS AU L B, Al AN PI M 2 4 LU
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Issues to be addressed:
T AT S, ARSI — L6 5 AR I n) R 2 R A A

1

Event-driven agents to enable an intelligent/self aware behaviour
of networked devices

BT AR A AT LA AL, DT 5 B 25 Aol K P 8 45 R )
A SEBLR REY B SEMERT H Bl RN RE

Privacy preserving technology for heterogeneous sets of devices

XTI 2 FEAN Al B T AL R SR 5 IO BEAA PRI R

Models for decentralised authentication and trust

IIHCRAE . FRBONME AT R AL T ik

Energy efficient encryption and data protection technologies

e AR RE I 5 R DR BoR

Technologies for object and network authentication

Yot (W5 RS IIAUE 5B UT R SR

Anonymity mechanisms

B A T T L

Security and trust for cloud computing

it e SEENLH

Data ownership

Bl P A BER

3.13 Standardisation

RGN EPS SN

Standards should be designed to support a wide range of applications
and address common requirements from a wide range of industry
sectors as well as the needs of the environment, society and individual
citizens.

i

FEARR VYN IARRHERE A, 3 4 I AR AL A A 0 230
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P ARAHEI, AL iy S AT VR IR 32 AT HEI o Sk ]
AT TR AW A IR EAE SR TR IR, 205 % ERTIATI, £
BUE ERAG RN, BRI D B AE SR AR R AN ST e
A AT W FE AR E e SCRFAROVE [ FE A2 BRI N Y, 2]
P RAR Z AT ) — R P TR, BB A s SR I 2 ]
ALLL A NATELSEIRE R K7 %8, JF HOX LT RANBREE R
FIREREMT L = e B o ) AR N A A L A T B — A IR
(K148 5 2o IXHE IR UEA 52 BAT w10, A2 RENEHES) AT E
FH A E KUK AEERE TR TR s HAR . P
PIAEIXPEMI T 5N, ARBATE B AR LA B 2 AR
izt Akas

Through consensus processes involving multiple stakeholders, it will be
possible to develop standardized semantic data models and ontologies,
common interfaces and protocols, initially defined at an abstract level,
then with example bindings to specific cross-platform, crosslanguage
technologies such as XML, ASN.1, web services etc.

A, ASKEIPER I A — RIUARAE L AT R B AR P AR AR 2
(o FRATTHSANTE , AR I R rFeoRe A7 1R 22 (R H R TN Y & 2 11
SCIR s T8 20 590 SR ATV 198 PR A R 1) 5 28 7 AR SR PR AR v Rl AR 20
FF 5 & F0OR] 25 AHOCTT 1 78 23 AT VA A, R BRI R R IR 1Y
IREE R I BRUELL TR SCECHE A5 AL RTE SCBHRAS A, A o 8 f 42 11 A
PRSCHEN, ARG R T L SCEAT] . XA, FATT AT LUK I Lt
VESOBERY L 1 SOAAAR T8 AR R B LA R 25 A A Bk 9 1 FH R 52 461
HEMIEAR (: XMLEZA. ASN.1 FiA> . web servicesEi A) #4f
JE TE AR P EREE T o B W] LA & L B8 S I EORIA R

The use of semantic ontologies and machine-readable codification
should help to overcome ambiguities resulting from human error or
differences and misinterpretation due to different human languages in
different regions of the world, as well as assisting with cross-referencing
to additional information available through other systems.

M0 HLASBRRAEAL AR 35 B T8 A A IR Y v 55 118 SO BRIA &
A G L X AR K U D FRATTHEAT SOA S 5 L 2 S bt e A
KW T FEPIIRIN S BRI 58 5 A T, i 3 A
A LA KL P 52 P 4t B 43 AR R LA Bl A 0 1 R D 3 SCAS 1
PP G ph T N A AR B T 22 S 1T AR TR A A [ ) A 5 R
XFE, AR B A, AR AR E S, Wit 2

7 ASN.1 (Abstract Syntax Notation One) $%A, W LLZH% F5|% k.
http://en.wikipedia.org/wiki/Abstract Syntax Notation One (&)

By
http://zh.wikipedia.org/zh-cn/ASN.1  (F130)
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ST IR O B AR OR ELIBR R v R R e e AR AT BRI 2, #8
R T LAy b = A F O AT REdE . UK ARG A il .
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Standards are required for bidirectional communication and information
exchange among things, their environment, their digital counterparts in
the virtual cloud and entities that have an interest in monitoring,
controlling or assisting the things.

FLU, R A PR B PR A 3 R B 355 K (R S A A R T E TR . R
) R XA ) S P A A e . 0 S PR B R4 AT e
0 5t 55 B A o A5 A8 A S AT T 7 A SR A K A Fr A A S

o

In addition, the design of standards for the Internet of Things needs to
consider efficient and considerate use of energy and network capacity,
as well as respecting other constraints such as those existing regulations
that restrict permitted frequency bands and power levels for radio
frequency communications. As the Internet of Things develops, it may
be necessary to review such regulatory constraints and investigate ways
to ensure sufficient capacity for expansion, such as seeking additional
radio spectrum allocation as it becomes available.

e, AR bR AEAL AR ISR I T A R PR e AR, 0%
BRI IETE SR Z AR dE . MR, IXAR T RS AT AR
K LB BRI . 2811, AE BT AR SKRPI Y 13845 Fr 1)
R, PATAME S FE AT R B . S8 (R I 2 7
i e LR AR — LA A, B IRAT VR R L E ()G 4k F A
i B SR SR S0 A5 F R A5 . BT AR A DRI IR R e, FRAT 1B
WA T E FARE RN 7 2202 5 A7 B IR L 4 B PR 29 R 44, )
22 U0 A T A A i DR 4 AT 2% A A Tl A AR P 6 T 5 R R AT
JEPERI SR, IFAE Db SR HIG N N 23 WK mT 66 1R J0 2 riUE 35 T 2
PR LA 28] 1) S o e A

A particular challenge in this regard is ensuring global interoperability
particularly for things and devices that make use of radio spectrum.
Historically, various bands of radio spectrum have been allocated for
various purposes, such as broadcast communications (AM, FM, digital
audio broadcasting, analogue terrestrial television, digital terrestrial
television), mobile telephony, citizen-band radio, emergency services
communications, wireless internet, shortrange radio. Unfortunately, the

I SR A5 AR T AR ISt R e R — B, T LK 1T SRR A 2
WE RV G, XS AT MG 42 1) 5 il B it (R 2 AT
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frequency band allocations are not exactly harmonised across all
regions of the world and some bands that are available for a particular
purpose in one region are not available for the same purpose in another
region, often because they are being used for a different purpose.
FETCE AR BT IR, FRATTRE T — N BRI R ok Pk, IS A2 an o
PREEABR O B EREYE,  RE BT R I L840 TG 26 b AT 3845 (1 40 i
M. WL ZIEDLCKRE, 1R 2 Jodk B L& 4k 3 B AE 75 F ]
2 b, ) A (AML FML B i SRR e A
AL B 5D BEah. RIS (citizen-band
radio®). BEUMSEAG . L HIEM . R B Il 25, Xt
SV, gk R () 43 BOIF AN 2 At A X B — 3. B
FH ) 2 AT AN [ i DX 0 T AT g AN — AR, AR F) 1) TR AEAN )
i DA AR A AT g e AN — R

Re-allocation of radio spectrum is a slow process, involving government
agencies, regulators and international bodies such as the International
Telecommunications Union (ITU) as well as regional bodies such as the
European Telecommunications Standards Institute (ETSI) or the Federal
Communications Commission (FCC). Careful discussions are needed to
minimise disruption to existing users of radio spectrum and to plan for
future needs. In the meantime, many loT devices using radio spectrum
will need to be capable of using multiple protocols and multiple
frequencies. An example of this is the ISO 18000-6C/EPCglobal UHF
Gen2 standard, which is implemented using slightly different
frequencies within the 860-960 MHz band, depending on the region of
operation, as well as different power levels and different protocols (at
least initially in Europe, where the Listen-Before-Talk protocol was
required).

HOPT M MO e R S — N AR e . ARS8 R 2R DL AR 2218 1
R AEH AW LS A BURHLG . WAV FEBRZHZ . R 1 B
LA ICEE (ITU®O) SR 10 1k T 2 P A B LA L B — S8 X I
LeHUEHRNL ClTRRN LS RUED 2 (ETSIY) RIS [ 15 2% 1A

PR BEHE (citizen-band radio) 55 .
http://en.wikipedia.org/wiki/Citizens' band radio (JE3)

% |TU, International Telecommunication Union, [E R EABE R AR 2 2 kHE 2 W
http://www.itu.int/ (30D

ey

http://en.wikipedia.org/wiki/International Telecommunication Union (Z%30)
ElEcy
http://zh.wikipedia.org/zh-cn/%E5%9B%BD%E9%99%85%E7%94%B5%E4%BF%A1%

E8%81%94%E7%9B%IF  (H130)

1 ETSI, European Telecommunications Standards Institute, FR¥H HL{E FRE T2 AH
KEEHE S L

Page 110 %5 110 1L


http://en.wikipedia.org/wiki/Citizens'_band_radio
http://www.itu.int/
http://en.wikipedia.org/wiki/International_Telecommunication_Union
http://zh.wikipedia.org/zh-cn/%E5%9B%BD%E9%99%85%E7%94%B5%E4%BF%A1%E8%81%94%E7%9B%9F
http://zh.wikipedia.org/zh-cn/%E5%9B%BD%E9%99%85%E7%94%B5%E4%BF%A1%E8%81%94%E7%9B%9F

Internet of Things Strategic Research
Roadmap

VBRI S ke s it 24 P

2 (FCC®)) #oK 2 5, et e, &5 f Bt KR
500 LS AT A e, BEER IR IA P G2k Ha A% 11
M, SCE SRR R BRI S, R JCZ T E R 1
DI 25 NG AN S RE 2 T AT RE M EM LA K 2 BT Be (AR
X AT — A A ) 1 S BLAT 1SO - 18000-6C A5 #E L 2 EPCglobal
UHF Gen2 Fpifk. kil T 860MHz3] 960 MHz I TN K
AN IR o SR I, 3 A 4 R 36 B B e T B b X ) L
PRSIZE,  JF HL 228 B A FH ) A YR B A B U Dl (/b i)
NI I IR A2 AT L 211, R I 02 24 52 FFListen-Before-Talk iU )

Issues to be addressed:
T AT S, ARSI — L6 5 LA I n) R T B A A
Fifi:

® |oT standardization

Pk bR HEAL AR 2R

® Ontology based semantic standards

B SCAAAR (R 78 SCRRAERI 9

® Standards for communication within and outside cloud

W wH R REAE FRE R A

http://www.etsi.org/ (JE3)

e

http://en.wikipedia.org/wiki/European Telecommunications Standards Institute
(B30)
http://zh.wikipedia.org/zh-cn/%E6%ACHA7%E6%B4%B2%E7%94%B5%E4%BF%A1%
E6%A0%87%ES5%87%86%E5%8D%SF%EA%BC%IA (H3L)

82 FCC, Federal Communications Commission, 3% [EIBEHOE (5 2 L oA e kb
Z W,

http://www.fcc.gov/ ()

e

http://en.wikipedia.org/wiki/Federal Communications Commission (J%3)
http://zh.wikipedia.org/zh-cn/%E7%BE%SE%E5%9B%BD%E8%81%94%E%82%A6%
E9%80%9A%EA%BF%ALNES%BAT%IA%ES%I1%ISUEA%BCRIA (F13)
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Chapter 4 Internet of Things Research

Agenda, Timelines and Priorities

FMNE YBEMFRIT . ARERENS

IR A SRR ER

4.1 Identification Technology

Further research is needed in the development, convergence and
interoperability of technologies for identification and authentication
that can operate at a global scale. This includes the management of
unique identities for physical objects and devices, and handling of
multiple identifiers for people and locations and possible
cross-referencing among different identifiers for the same entity and
with associated authentication credentials.

W By, JATCAL T8 TR T IR AR TR 1) S,
IR EIRR IR B SE WIIRI 5 R S F BRI — o AR BRI
FURAIE— (a7 (a7 S ) F . BEAE DR ) i e R Je, B
DS SEAE YR NEEIL 7)1 T P S 7/ N UM N TRV ST EZ € 7 NI 79 NIVA
BRMGERETE 2R, RN BRI S &
(R R i) AR AR P o AEIX ik Bt ep, FRATTAME I8 (AR TR
BORFI S Oy DAEBA TR AR, iy H 200 2 U R IR R S8
S UENL B SN B ARAE PR AT IR AN IR N ——F — 22 1,
TAVE P A — B R BSOS Y TR IR BOR Y A R A Y,
R BATARK I FT TAES 0 B BR Al 5 S —— M Ll X L8
BORAE B0 Sl 2 A BRVE T ) RS 2 B R 22 . 7EAR IR
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COLS A () Pt R e 46 (R e — AR IR A B L, RN AL E
2 FUAR AL P ) 0 LA R 6T [ — ) A AN [ (8 A TR 25 Ff S FR FEAIE 2 )
IR SO IR, 525, s A AR B AR IR SR T 5T
RS

Frameworks are needed for reliable and consistent encoding and
decoding of identifiers, irrespective of which data carrier technology
that is used (e.g. whether linear or 2-D barcode, RFID, memory button
or other technologies, including those that may be developed in the
future). For some applications, it may be necessary to use encrypted
identifiers and pseudonym schemes in order to protect privacy or
ensure security. Identifiers play a critical role for retrieval of information
from repositories and for lookup in global directory lookup services and
discovery services, to discovery the availability and find addresses of
distributed resources.

TR T R FRA T A T AR IR 1) T TR DL A )
A, R AR FRATHE RO 1) H R BRI BR TR AR R 9T A 2%
ke W, WEARIIME L, MRAGCERZMERENT,
T AR R B B AR BRI T2 0. BrEl, ANig AL SER
ML, B NSEHIVERI ARG, AR IR AN L Z A bR L
AR A — i sl B UM AR BOR 2 L SO 3RATT N i 3 AT
BB SRRV E RS T IA R G . R G L, AR
AT ARERIRR IR, AR AT 20 1 B 24 CRE AT LU — 44500
Y4, RAID, WATLUEAHIALE (memory button) ©, i &
TR BEoR SR T BE A A W] H ok ) L& I B A RO, 45, #N A% ARAIE
AT AT CAREAT NGUR] (0 Gt AP AL, T L 12 O i X T it 0 P L 1 L
A B — 8. JLIK, ARSI R RV 22 N B 2E2% 18 22 4 XU
HIBAAAR L, P LARR IR 22 5 IR HOR, Bbs IR s SR B
FRiRIE 43 AR (pseudonym schemes) ®4%%, 1N %4 i 70 3R AT

& AHIPAE (memory button): IFAEAAEIEEL, —FHAI3DIR, AR,
AR RL S I

http://www.macsema.com/buttonmemory.htm ()

DL

http://en.wikipedia.org/wiki/Touch_memory (J&)

PRI ZRAR: FRRA AT A, #REES I
http://www.bridge-project.eu/data/File/BRIDGE_WP04 security technology road
map.pdf ()

DY

http://en.wikipedia.org/wiki/Digital credential (J3)

DY

http://ieeexplore.ieee.org/xpl/freeabs all.jsp?arnumber=5291612 (L)
PLA
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RIBFCEHE AR B a, PRiREoRA M T3 B se it 5
(Rt AT PR BRI AW AL B Oy, B ORI A B DA SC A £
P2 5 B s (R 28 5 R DR 25 S5 B AR AR o T A B IR AR ]
LA B AR ORG99 e e L FH A 25 Fob 25 1 A P2 AN LB 15 b SR I
Bl A BDHEF ARORMNBCI (1) 4Bk H e 2 A IR 55 vl ARG L HEAf
MO ARAE B . A T R DL ARG 2R % ol 8 st ) MR ML 1S

It is vital that identification technology can support various existing and
future identifier schemes and can also interoperate with identifier
structures already used in the existing Internet and World Wide Web,
such as Uniform Resource Identifiers (URIs).

34, AW , —E AR R F L ARIREOR
W FUA S KRBT AR IR G5, (7] I 3 N Z AR ) ISAE AR AR 2R 1
HAEAEE Eo BEAETRATIE T AR B AR A ] PLSCHER KT R
KIFR AR, R IN B SCREA R DAL &R &R AR IR S5 4,
RE AL IS DL AR I R LI b i A7 AR RV T AR 5 % (L
W, G—BHEARIRRT (URD 45); BHEIX SRR R G2 (A n] LU AH
IFE HAHRLE IF BB AHERAE, A # Bh A M B IAT 24 AT 1%
FERE T &M it LSRR IR, HERE AR (1) K e 55 i 1
W

Further research is needed in development of new technologies that
address the global ID schemes, identity management, identity
encoding/encryption, pseudonimity, (revocable) anonymity,
authentication of parties, repository management using identification,
authentication and addressing schemes and the creation of global
directory lookup services and discovery services for Internet of Things
applications with various unique identifier schemes.

LR LR, ASKRPIEM AR IRBOR BT, Sl 2. WEFE. N
1 — BN ) R BAT T EE WU E N L PN b 4
B/ RGE— AR AR W ST, PRV BEHOR, BRI g A F0 A7
EAR, WRREE A ER, CATHESID BEA VAR, 27 AR
AR, FETARRL S AR SRS R 8 515 B BEOR, UK
iy T R SR W B G P o R o o R E — AR A R ST A R
a2 Jay H s R 5 R IR 55 55 0]

www.mysmu.edu/faculty/yili/RFIDsec/slides/ISDPE2010.ppt  (JE3L)
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Internet of Things Architecture

Technology
YRR E S AESEN

The Internet of Things needs an open architecture to maximise
interoperability among heterogeneous systems and distributed
resources including providers and consumers of information and
services, whether they be human beings, software, smart objects or
devices. Architecture standards should consist of well-defined abstract
data models, interfaces and protocols, together with concrete bindings
to neutral technologies (such as XML, web services etc.) in order to
support the widest possible variety of operating systems and
programming languages.

RS RATIE TR LA B, AR T
AN T TR B ok e DK B B2 R A 25 A AN () R G R 23 A 2 B8 U 2 T) £
HERAEPERR K. IX LR G BHIEBE T g Aok H TE SRR S5 i H A1t
F, WArRek BTG BAURS AT H & sl % P . i HRATT AN R
e, A5 BAIRSS P b SO — e A AT BRI “4)
7y B R R . X TCEEKE A IS AR R AR S S . T
DA 33X B 0 4 SRR W (R SR AR, LA IR A 1 B A
PrdfE, il e W e SO R AR A L B e R T 4

e HEAF X LR | B2 ORI SO SE 1) AR 0 e 75 b a7
THBUAEAR CEtin XML, Web Ik4545) 2 b, DAMET-HEANPI ) 42
R R LA B B A T2 IR E R 8 LA SRR vE 5 1K SCHF

The architecture should have well-defined and granular layers, in order
to foster a competitive marketplace of solutions, without locking any
users into using a monolithic stack from a single solution provider. Like
the internet, the loT architecture should be designed to be resilient to
disruption of the physical network and should also anticipate that many
of the nodes will be mobile, may have intermittent connectivity and
may use various communication protocols at different times to connect
to the loT.

FEUK, ARSI P (1) BEAL) 3 o AT R 1) %%%Xm IR
JETB IR RN 53 o IXFEARI H AR AR TH AN 58 S PR i ok
TN Pk i 4¢ Wﬁ*&ﬁﬁﬁ%F$ %ﬁ?ﬂ,ﬁff
2 H P BE B 20U 2 — S LRI . AL T 2B W A 1Y
i R TT 2 IR S5 S BE RS T A AT S AN T Fe RIS, IR Y FR B 4
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AR BT D ] DLARA ) BE N 46 rp 5% Fof b iy ALK B, -]
REARG I LA DL A RIS BEAR B B /MR RE o i HL, AR M
AR TR E B FXFE— A5 B, DUG M IR 2795 R
UG RERE BN — T, AT ST RE AT, TR b
N, WM SERIATOE M. 55—y, XL 4R i 51T il
ooz, AEAATRT EE YU IR I HEAT RE RN, AT R 5 b 0 2 5
A 1 22 b 2 AEAN R AT 0

loT nodes may need to dynamically and autonomously form peer
networks with other nodes, whether local or remote and this should be
supported through a decentralised, distributed approach to the
architecture, with support for semantic search, discovery and peer
networking. Anticipating the vast volumes of data that may be
generated, it is important that the architecture also includes
mechanisms for moving intelligence and capabilities for filtering,
pattern recognition, machine learning and decision-making towards the
very edges of the network to enable distributed and decentralised
processing of the information, either close to where data is generated
or remotely in the cloud. The architectural design will also need to
enable the processing, routing, storage and retrieval of events and allow
for disconnected operations (e.g. where network connectivity might
only be intermittent). Effective caching, pre-positioning and
synchronisation of requests, updates and data flows need to be an
integral feature of the architecture. By developing and defining the
architecture in terms of open standards, we can expect increased
participation from solution providers of all sizes and a competitive
marketplace that benefits end users.

BT MR ARSI WY ) R B AR U, EEREAR R 21 JLAE g1

Sy TSR AR ARSI I IR A A R ARATT R R K 2 Rk i
AHe HHA S — 1A B RS SRR A B
TS A5 W0 5% o TR 1A P SR g AR AN T A 3K 20 W T AR A S H
1 L5 20T DA A T v SCI R EOR L 18 SR E AR A5 4 45 157
AREESFHEARTBL, B IX L2 0 2% DL A B0 A 2 7 208
B BRI A R A ok, 55—, WTLATURIE], ARSI
W4 e A R A R o DI ) B R R — S A I SRR RS
A “dEe” 5. AEMGEERLE. BB, BB
PLIH FRIWrPeskine ), ZEkiX L EE ) BEag Ik 21 & Fh A I kY -1 1 2%
(i Zesthats, IG5 RS E A& A8 I ™ AR e m AR R .
AR, FRATTIT U R AR SR T R () 7 A 30 B U R AR P
ARA BALI T etk 0 HAR A XA, X R AR A n] AR
TE 35 S B A AR AR W AR = U B A — R o471 A 2K

HE . KB E AR T B 28 =, TEAR RPN 4 p it ki f v,
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W) NRATERAR. RRIXSSEAR PR, I i R
GeArRE S S WAL E AL RE 7 LR T3 3K < RS OB M I
FRIR] 20 B 0 BEAE AR (R AEAR SN 1 L EAT BSR4 BT,
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AN TFIBIARHE AR N HEATSE S TR ST, it R A oR %
(K1 SRR I BORI A il R 7 S ST 2 5 MR (1 3t e
R, T HAR R AR AR 5K ELROR B A ERAEAT— N3
TR T AR 52 B, RN ——, XA AN R AT S AR
W5, P oK (R 25 P (0] L5 51

Issues to be addressed:
TIPS, AL — 8 2 BRI Ny 2R 45

® Distributed open architecture with end to end characteristics,
interoperability of heterogeneous systems, neutral access, clear
layering and resilience to physical network disruption.
AR W 1R SR g AT o S R 1 ANTR) R e ) HL 4 g
Ji RSLYTIRIEETT < WA IR IR 23 LA S BT B 45 v e B T30
BE T B AT ST I ZR 45

® Decentralized autonomic architectures based on peering of nodes.
AR W 1) SR g 2 TR A ) i AT TR
TIHIR ZR S8

® Architectures moving intelligence at the very edge of the networks,
up to users’ terminals and things.
AR IR A B BRI B T SR #3488 i T LAl K 1) 25 A 194 45
k%, HARRERR P Zam i b (EEUE dEX M
AERERT LT o S M gt 2, BRI, N R K
ALY RIDR

® (Cloud computing technology, event-driven architectures,
disconnected operations and synchronization.
AR 1R BB BEA IO T P N B e . i EROR
FAFRBNA R B DM SRR SO0 N R S B (R0 45

7]

® Use of market mechanisms for increased competition and
participation
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4.3 Communication Technology

DR

Billions of connected devices are pushing current communication
technologies, networks and services approaches to their limits and
require new technological investigations. Research is required in the
field of Internet architecture evolution, wireless system access
architectures, protocols, device technologies, service oriented
architecture able to support dynamically changing environments,
security and privacy. Research is required in the field of dedicated
applications integrating these technologies within a complete end to
end system.

TEIBAS BRI, AR, LMLV P 24015 B # DK AT T
A B . TEA W 23 A5 il 25 A A 1) 1 Al AT RO AR B o BT A A
TERBAKPIPE, TATLITF K ERIVT TAE: B, A
FEN LA TN, B IBAS BORBEAT AN PEAY, S A AbATT AT
DUE N AR 28 Hok, BATEXN I CEA T YD ARG kb
LERWE R B ) £ Rl A H R BT 583, ATARATT AT DA 3 H 23 7= 5 11
ok defE, MR RO T T B A AE BRI R AR, Ad
FRYIEI ] DAAE —ANE0E « SR R IR TS 9 28 A TR P H: e o
MR BERE, BAT—T7 1HEESS D AT SRR AR, 729
W 0 3015 1R R 45 K B S5 R e . RS RS V7 ) 484 . AR il
WAF B BOR . TWAF 2t S IR PEBOR KL RES A 3G N 8h &
IAEEAZ A AT 17) Jile 25 ZRAL SE BRI PR NKG Ty 53—, BT
VA KT E 7 ol N NP K P - WA B s % =T DR O W R L E SN
A T 0 i o Sy R G A R () & A A N T T 1]

In the Internet of Things the following topics related to communication
technology have to be considered:

MBS, AR S BRI R AR T, T XL 2
K S TRA TR B A

® Communication to enable information exchange between “things”
and between “things” and Internet
RIE “Hpih” 5 B 2“5 Mgz am] BL7
A REAT (5 AT B A Pl A5 HOR
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Communication with sensors for capturing and representing the
physical world in the digital world

R AT I 15 A1 SR i 22 TR) L R AT R g T I 28 96 2 T) ) 5 T
WAAROAR, A3 XS TAE ROR, A A RIERII A % ) LR
BT 3 3 AR HHR FH R AR A i e 5 o 52 0 St ) B sl
AR FNSEHENE DL

® Communication with actuators to perform actions in the physical
world triggered in the digital world
TF ROk 54 B 2 (8] DA R R A 266 B 5 )R 199 2R 48 2 T FR)3E A5 e R
W AR, X ASIEAE B, B R0 AT AR 25 A tH 5 e
R A8 Aotk SHEMDIR A AR A ik A I SR ) 30 Si TH: 5o i) 3K )20 L AT
e SERUTES .

® Communication with distributed storage units for data collection
from sensors, identification and tracking systems
T 5 b Ay 2UHH A7 it B0 ) BLAARAT] 5 0B M ZR 48 2 (1)
FREAR RERWEIT AR, Horpax 28754 X8 A7 ook Ik
WK B T AR ISR . BRI« AR IR BL SRS A% R S8 1) 25 Aol
G/ TS

® Communication for interaction with humans in the physical world
R JE I RT LA A I S S N B N M) 25 T A B K R G
PSR o

® Communication and processing to provide data mining and
services

O IR B PP A0 2 30 0 08t e 55 (1 25 P L A5 SRR AR B AR
IR TAE

® Communication for localization and tracking for physical world
location determination and tracking
R T T S A B I A - AR B, DUl 3 1 X 4t
AR AT ATEAT TSI THE 5o (18 1t A W 07 8 A

® Communication for identification to provide unique physical object
identification in the digital world
SRR VR AR A N R T8 S BRI 70 TR, 45 ) DL ix ot
AR B H A H F v g I S S o £ 25 e ) i S Rk i —
PURILE 3E

In the loT the range of connectivity options will increase exponentially
and the challenges of scalability, interoperability and ensuring return on
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investment for network operators will remain.

AT AT, AR SK e I rh X 2 i e 5 KoK Ok I 2 R 2 0. TH
X 2RI A 28 TEA 7 2, Ty £ B 1o 2 1 m 4 JE Ak A EL AR A 1
DR PRAIE WY 28325 i BN AR T DAAS 21 & B GRS, R AR IEG
W St o R Y AT e S S 1 i Bk

In this context the communication needs will change and new radio and
service architectures will be required to cater for the connectivity
demands of emerging devices. The frequency spectrum will have to be
adapted to the new bandwidth requirements.

Iy, FERXAHEOLS, AR R ER b k. —Jrm, T
P B MR T 2, BT ZEHE HB K o e i A AR ORI IR 55 4
s 37, B RhJo 2 HUE AR B 20 IE R A ANBEAT I ok
TR 4T IR DO 8 o K

Issues to be addressed:
T AT S, P 1 Bl AR Ak o — L6 75 LA R 11 ) @R 2
ST A

® Internet of Things energy efficient communication multi frequency
protocols, communication spectrum and frequency allocation.
WM SEIRAE 2 AR P, IS ARBCRI o2 AR 73 il 2 11
SE TR =, T R 7 2.

® Software defined radios to remove need for hardware upgrades
when new protocols emerge.

T & AT A E ST BRI A AR, DA/ 24 B
LA T2 T 22

® Connectionless communications, even beyond IP.
figp PR ) A8 TR D0 T S ) R, S SO T e
AR 1P R

® High performance, scalable algorithms and protocols

ritERE S AT RS RN AR I T AE
4.4 Network Technology
ZES5#N

The evolution and pervasiveness of present communication
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technologies has promised to revolutionize the way humans interact
with their environment. The Internet of Things is born from this vision in
which objects form an integral part of the communication
infrastructures that wire today’s world. For this vision to be realized, the
Internet of Things architecture needs to be built on top of a network
structure that integrates wired and wireless technologies in a
transparent and seamless way. Wireless network technologies have
gained more focus due to their ability to provide unobtrusive wire-free
communication. They have also become the leading area of research
when combined with data collecting technologies used for
environmental and object monitoring.
AR, TBAF AR SRR e R TCHEAE ) FRAT I 7S XA — A s
s A2 BEAE AT B BB, B 2l A5 1 A, FRATARE S B
O A BR8] A8 1 7 2R R AEARAS B PR AR o AR SR IR 1Bk A
BN TATE R IZRE— 5, AEIRE, A BT 05 7 ) it R B
ohy 194 248 A S8 A Wt v AN ] 2y E TR AR, T FRATT A R i PR IR
S SRR X L) AR A R R . BRI
PAUEEIEZ, AT KN E ARG, wE SRR () Al
HRERE NAZ A RN A — AR T AT 2R BTG 2655 22 P I 45 3845 B AR 1
B WCAEIER M WSS SER A 2 o IWIRSEM L &, 2k
WA DA BN T AR 18 SRR BIWESE, T DAE AR SR AH 1K
[ — B fal - JATTRE T M 28 BRI RIF SO 45 T T R M 45 HeR 2
Loﬁmﬁﬁﬁﬁéﬁ%%,%&M%ﬁ*i%%%&%ﬁ%%j
m@ﬁ 7 T T e AT U FRAT TR T2 1) 9 23015 D e
TR Ty ﬁﬁ&m%?ﬁﬁﬂ%kﬁﬁﬁ#%%ﬁk
#%Eé 5 H A AR Clpn i 28 BRI R AL HORSE) M S5 &I
F 0] AR TGS TG B A O R SEIA T AN R EE . T W) i DA AT —
X PIRA I 5 05 Bk .

In this regard, wireless sensor networks promise low power, low cost
object monitoring and networking, constituting a fundamental
technology for the evolution towards a truly embedded and
autonomous Internet of Things.

LTINS GBI F, AR KRR T A1)
ZANKE I FhIC 2 W 2 BOR & TE AL IR AR M 28 B, st m)
PARE R A T B AL R 2 R o IX AR I SR SEL— PRI FE . IRk
AR it R A 2 R ) it 9 28 A5 A e 7 52, AT 4 AR — 5 () I
() A5 A TR — AN BCIE = S BT BN S S A e T 7R
B LA o PTEL, WY, TCZe At 3 0 28 BOAKG 23 L WK I 2 e
B HERE T, o2k I 2 E R AU — AN T2 BT 5T SR 57 1)

Research is needed on networks on chip technology considering on chip
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communication architectures for dynamic configurations design time
parameterized architecture with a dynamic routing scheme and a
variable number of allowed virtual connections at each output).

bR T ICHAL MR, AN AR W B IR S B2 —,
2R ORI N AR a AR Va1 o, FRATTZETTRE Y b
W £ 3 A5 BRI AR, S A& AR b 253005 1A R 4544
LRI 1 1 9 263045 AR 2R G5 R — AN BhAS IR B b P58 R A
iy e S S AU VF R R DB A AE RS D0 N, AT DAEAT Zhas 1 e & A1
et I A i 2 A B

Scalable communication infrastructure on chip to dynamically support
the communication among circuit modules based on varying workloads
and/or changing constraints.

Fk, BAEAE SR BB nT R 1 W 23045 B, AT AT EARR 9
SN AR A 1) AR Sy DA B B IR 50 1 B ol 25 A0 e g A b 2 v DA K
FEL R ASEEL 2 T )38 A R A Bl s 1R S

Power aware networks that turned on and off the links in response to
bursts and dips of traffic on demand.

P, BATEEBEAT REWRN M Z5 ORI A, AR M )

ity ] UM E 15 05 O SE Pl A P O s 2 IRUEL AT BT O sl Ok
W 2IERL o

IP provides today the protocol for implementing loT applications. More
research is required for IP technology and eventually the development
of different post IP protocols optimized for loT, compatible and
interoperable with the exiting IP technologies.

B, AR P CILERMEMSD BOR T FRATanrr 2 Ik 9 L
JCRE s, $R A T —Fh AR R A A S B IR . FRATT Ak
S 1P BORSUSAITTT TR, I Hofm 2 g ml LA 2 T AR IB¢ kA
RIEFFEAL T R AR 1P (Post-IP) FiA. 78 F—4% IP (Post-IP)
FARPF UL RE S, FRATAE B A 5 AT B AE 2 57 UG 2 )
R 1o A5 PR 25 Ao i SROPE e P 1A PO DA o7 5, ) It 2 i 4y T
LY EAE X 1P (Post-IP) AR AR OAAFAER) 1P HORA HAR
O LLEAT TR, ORI R i) LAAE — AP A i M5 Hh 43 3
BG [ SE IR AT RS R o

Issues to be addressed:

WIS AAT IS8, IR I 194 245 5 A SR o — 8 5 At e 1) ) R 3=
LERIFITIN PRI 1 <

® Network technologies (fixed, wireless, mobile etc.),
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® Ad-hoc and wireless sensor networks

o 2EL S 9 208 BB AR AN T e A Tk 99 248 R

® Autonomic computing and networking

EEL AR S 5% SN S SRR I % N

® Development of the infrastructure for “Network of Networks”
capable of supporting dynamically small area and scale free
connections and characteristics (typical social communities).
R RESNAS ARG IR B AR DL AR R A X M
28 [ R IR R 2% 7 S AT () IR 2 BRI Bt R

® Password and identity distribution mechanisms at the network
level

193 2% 25 5] 4 5 G AR R 23 BE AL A

® Anonymous networking

(RN SEESZN

® |P and post IP technologies

IP FiARFI T —LIP (Post-IP) FiA

4.5 Software, Services and Algorithms

BAE RS MBIELAR

Only with appropriate software will it be possible that the Internet of
Things comes to life as imagined, as an integral part of the Future
Internet. It is through software that novel applications and interactions
are realized, and that the network with all its resources, devices and
distributed services becomes manageable. For manageability, the need
for some sort of self-configuration and auto-recovery after failures is
foreseen.

AT, AR AR LI ) AN AT o I AL RS 7, A A
PR ARG, AR A A AT e N FRAT T AR 5 A g I SKE
[Fi) B A1, A 0 T 0 U PR e R, FRATT A R P ARL ) 25 T i Y.
FAREAFIAS TR A BRAE AT LASE I, I FLI 4 DL R Ath 2 v i 5 Fh %
P B ARSG A T LU AN E . bl BE. ik
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G5 RUSABOR UK T SO 2 0 L), AR R 2 7 1 S
S AT BRI S, AT T LAY AT — S IR DB e AL
(IR, LR A P R SOM R RE B B G B e A S AE R A )
AUa BAT 2 1 BB RE 5, R 2 B EAR R 3ATT BIRS T X R85
A o) R 1)

Services play a key role: They provide a good way to encapsulate
functionality — e.g., abstracting from underlying heterogeneous
hardware or implementation details — , they can be orchestrated to
create new, higher-level functionality, and they can be deployed and
executed in remote locations, in-situ on an embedded device if
necessary. Such distribution execution of service logic, sometimes also
called distributed intelligence, will be key in order to deal with the
expected scalability challenges.

BARWIIT TAREEIE L, (HRRATORE T AR AL E b
LT LA RIS, FATTRT LA 58 IR 25 K A1 A SR B W o 335 3 K
BRI HA, AATRT LR T FR A 5 2R B R T R S
Dheg, b, AU AR ) R R A e BAR S an 5 b sl %
I SR N LS B B SN T s iR 25 ] LAREAT E = B
WLAAIE T . SRR S iR JF H W R EE1E, RS
W R] AR R B AT, B8 A RN B P e A B AT 3
A e AT B AR, X e A R E AT IS 88, A
IS A PR Ay A N B, FRATTRE PT LU DR AR KA I A 1 7 7 e e
Th B by B ) T )

Issues to be addressed include:

TREAY (18, A R O TR (1 ) R AT N R
-

® Service discovery and composition

JR 55 SN LHIAN A & IR ST AR

® Semantic interoperability, semantic sensor web etc.

W SCHAERAEE . T8 SRR T RS T 78 AR

® Data sharing, propagation and collaboration

Ha Iz AR SE S W A

® Autonomous agents

H SN AL AT A%

® Human machine interaction

MAH 7 ST LA .
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Self management techniques to overcome increasing complexities
and save energy
H & BRI AR, DU R H 255K 0 5 e P s SRR
2 HEUR S ) L

Distributed self adaptive software for self optimization, self
configuration, self healing

HA AN AERE. AsERThRer A Bk N g
IR AR

Lightweight and open middleware based on interacting
components/modules abstracting resource and network functions;
BT A2 H AU AT Y R P AR il 52 I 9% 0 U5 R 19 24 Ty e ) 6 e 21
FEIBC P AR R LA

Energy efficient micro operating systems

AT BE I A RSB A TA

Software for virtualisation

REAUALIRATBR

Language for object interaction

90 A8 HAT A3 IR 5 BORWETT

Bio-inspired algorithms (e.g. self organization) and solutions based
on game theory (to overcome the risks of tragedy of commons and
reaction to malicious nodes)

PirESE CnEH AU FMZREE (HIRAE AR A SE I
AR B 5 R B ED RTST TAE .

Algorithms for optimal assignment of resources in pervasive and
dynamic environments

TEAS T2 FEBN S I A Hh e DI A A K e £ 9 U 23 e SEVR 1
WER TAE

Mathematical models and algorithms for inventory management,
production scheduling, and data mining.

RN THE = 6= NI VAR )it 6 o ot R e U RieV A RFS 53 N

Page 125 £ 125 T

sgulyl 4o 1ouUJU|

RE

=il



sSulyl 4o 12u4au|

IES

ke s Internet of Things Strategic Research
X * Roadmap
* L 2y [ v >

* o+ NI HITER IR I ik i i 2 ]

4.6 Hardware

B BR

The developments in the area of loT will require research for hardware
adaptation and parallel processing in ultra low power multi processor
system on chip that handle non predictable situations at design time
with the capability of self adaptiveness and self organization. Research
and development is needed in the area of very low power
field-programmable gate array hardware where the configuration (or
parts of it) is changed dynamically from time to time to introduce
changes to the device. Context switching architectures, where a set of
configurations are available and the device between switch between
them depending on the defined using context.

IR A P Sl e M R 22 TG B In) T ZEREAIE N e ) JRAT AL P RE ) AR
ST SRR, FEAEXT T ERRIhFE 2 B2 Rk ul, Fk
ATTEAE BV I 50 78 23 7% 18 A B N A B A2V R 2K, AW,
A5 AR A IR 1) AT v 8 i R JE R TN B R3S DA R Ol e FRATTIE 7
BAERRARTHFE B v] i B I AR 51 (FPGA) SUHEAT 55 ), TP R
AT PAsE 4 B EORRCE, s & —#8or a LT B E 280
WEPETT AR, DU LRI 1) e 26 T AR I AR A 456 1) 224k
H AT S AT T (R HE TAE . ARy, RATEZEIF R E BT CY)
Ptk R AR, DT LRI 9 o FR ) it ] AR 7096 i SO 3 35t BA &
WA AIMAHE R R, HEMAE— RN E S AT e

Research is needed for very large scale integrated (VLSI) circuits
containing scalable cognitive hardware systems that are changing the
topology mapped on the chip using dedicated algorithms.

RO HUASEARE J L % (VLS D SSUER ORI T, 5 00 AL T HA vl 47 e g
JRANRE A B N ENRE ) IR R G R AR, RaE A A
(R IR SR I S AT 5 v b PR 25 T Bl S R0 5 9 4D G 3R o

Self adaptive networks on chip that analyzes itself during run time and
self adapts are required for loT applications. Such run time adaptive
network on chip will adapt the underlying interconnection
infrastructure on demand in response to changing communication
requirements imposed by an application and context.

Ja, BA BRG] LLAGEAT I B e 0 0 b B R R 2%
TUAF MR Z R R Bt A ATk I R FG I8 D £ % i SR T ke ke o il i
XU b H N 2 TR AR R, R E I FR SRR A £ AN A B
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(0 1.

Issues to be addressed:
T AT I8, AN — SO T B ) ) R 3 R R A A
Fifi:

® Nanotechnologies- miniaturization

YR BEAR——BLE AR ER I AL USRS T4k

® Sensor technologies — embedded sensors, actuators

FRME IR BAR RN XEIEARBOR . IRA KB EEOR

® Solutions bridging nano and micro systems.

TG RITCR GE ) 2 TR 5 5

® Communication — antennas, energy efficient RF front ends

AR BOR—— R mRTREIAI (RF) HismBoAR

® Nanoelectronics — nanoelectronics devices and technologies, self
configuration, self optimization, self healing circuit architectures.

Ul NC TR B e U NC IR BVIVEC S B LU N SRRV 4 5 N
HAATRE. AR AsMEEREN R IA RS .

® Polymer electronics
e

® Embedded systems - micro energy
microprocessors/microcontrollers, hardware acceleration

RN SR Ge—— T RE B FE AN 25 A T 28 Ak PR 8 / 0 20 47 ) s
7 NN LEDIPLEFZN

® Spintronics

E) e

® Low cost, high performance secure identification/authentication
devices

RIEA . mPE e 20N ANIE B

® Low cost manufacturing techniques

EJBAE A il i 52 A

® Tamper-resistant technology, side-channel aware designs
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4,7 Data and Signal Processing

Technology
PG T B

In the context of Internet of Things the devices that are operating at the
edge are evolving from embedded systems to cyber physical and web
enabled “things” that are integrating computation, physical and
cognitive processes. Cognitive devices, embedded computers and
networks will monitor and control the physical processes, with feedback
loops where physical processes affect computations and cognitive
processes and contrariwise. This convergence of physical computing and
cognitive devices (wireless sensor networks, mobile phones, embedded
systems, embedded computers, micro robots etc.) and the Internet will
provide new design opportunities and challenges and requires new
research that addresses the data and signal processing technology.
TEPIIRIN 2, 2 TR iR e e, R il e IS A8 A Y 26 3 38 AT 1Y
B, KD MR R GE 1) S B 2 2 4 Th R L5 9 2% 4 R 3 41t
eI T—8 M “Wi” . X — Ryl BEIE s 5
TUFE B AR B R DL ARG A FR AR N F E 2 Ak
TEIX LR iz, AN RN UR G 1) M 4 Dh e e
BURZAH & 3. M WA LS A B AR, iR =AM A
Dt s by gt — B u B 1) SR FALE . — 71, BLSE R b
T R 2 e T SRR G A BRI AR I 25 A RS S AW ko, K
FIAL BRRRE R AR B O R 8T 52 i B 5 Ak P o 5 ) 20 R DA R SR
Jie nTCAAR DL, BEAESEPRUEE. KA (UnTJogR AR K P4
Bahdiih. ARG A TEENL/ B, AL NS BLK
W 28 5 AR AT AR A I 94 v B0 B R B 45 S 3k, JeBRR IR
ATAK AT I AR R M4 FE B3t 4B AL DL S Bk e,
AT HE N AT S, T CUXFESE, DM i 58 5 05 B b B
PRI HDOS ) [e) REANBIE T B0 A A R L B R

A typical feature of to cyber physical and web enabled “things” will the
heterogeneity of device models, communication and cognitive
capabilities. This heterogeneity concerns different execution models
(synchronous, asynchronous, vs. timed and real-timed), communication
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models (synchronous vs. asynchronous), and scheduling of real time
processes.

FEIZXAS ORI T, ARSI R e IS 48 5 AT ) B 09 2 2 R
DA 9 2345 DS A Dy RE R 0 i g FL AT SRS IR v s A e D) L JEAE
RE T LA RE ) o 3K A B SR I W ER) 50 RIS 5 A B R R 27
Iy BRI M ZREME TR, I ZIO0E &M R R Is AT AL (B m)
DL A0 (R el S A0 1), mT DU € I IR B SN D L A X
(R R s A1) BLR S bR 7 SR A

Issues to be addressed:
AT BIHe, A — O 7 A ) T RN T ST A
i

® Semantic interoperability, service discovery, service composition,
semantic sensor web, data sharing, propagation and collaboration,
autonomous agents, human machine interaction
B SCHARAEE R S, RS RIBLE], MRS HE S LR, 15 A/
AT HOR, BRI AR M ERIN, B AL,
AAZHHEAR, .

4.8 Discovery and Search Engine

Technologies

RIAER T AR

The Internet of Things will consist of many distributed resources
including sensors and actuators, as well as information sources and
repositories. It will be necessary to develop technologies for searching
and discovering such resources according to their capabilities (e.g. type
of sensor / actuator / services offered), their location and/or the
information they can provide (e.g. indexed by the unique IDs of objects,
transactions etc.). Search and discovery services will be used not only by
human operators but also be application software and autonomous
smart objects, in order to help gather complete sets of information from
across many organisations and locations, as well as discovering what
ambient infrastructure is available to support smart objects with their
needs for transportation and handling, heating/cooling, network
communication and data processing. These services play a key role in
the mapping between real entities such as physical objects and in the
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assembly of their digital and virtual counterparts from a multitude of
fragments of information owned and provided by different entities.
Universal authentication mechanisms will be required, together with
granular access control mechanisms that allow owners of resources to
restrict who can discover their resources or the association between
their resource and a specific entity, such as a uniquely identified
physical object.

VIR W A A ) o0 A N CRLG AR IR . ORI B4 MR B ¢
B FAVTER R TE BN BRI R, A AR I R Hh 1K) b
A LARREE B 5 R ERE T PTAR I IREE S DL CHL B s i) 8 2L
UK )2 B AR AS A AIRSS HOB BEAR L A5 D LU S A AT FR) 07 0 T 4615
T A7 AE A SR s AT B ST R s 24 CEE AR 4 >k 151 49 it e
AR R AR A SCRAS R SIS E D MRS RI. Wik
W4 )48 R 5 R IR S5 B AR S5 T FRATASE, D7 (B FRA TEAT 5 Fh
PEo [, XL R G RIRS W &Mt REe. NI BL &
H IR, WAl AT T B B oA T T T AL
o AT ) S A RS EH 5 B ARAT Tt P A A 55 1)
SRR R A S UL, R B IS S EREL InFAaE I,
DA e 199 248 308 A5 B B0 Ah PS5 PR oK o T 6l 55 4 A R ST HHE A o () 4
RTINS AT 5 5 AT ) B8 A R A DA B R ADUR 5 A 2 TR I 5G 2R 1)
SRR R B A A S ME T o T L, SO YOG R (R
W AER 2 T7  ANRIP i Z ) Ak 22 S B (1 A JEFH 8008 T T )
TEAG RN R IR S5 (AT AL R v, 38 FH 1) 5 4 36 UE WLl 2 0 2011 o
T FH B 3 S e A L) 55 4000 E TR D7 Il 428 SR L T 48 5 31— ok mT DA SR VP
IR I e ) B RE AT S PR R A il () R AR, 42 I WR e i
G N DR DA A AT ] PR 0 05 s FIARATT i A (R R e it Chdn—
AEAEME—FR IR D) Z AL ST

For efficient search and discovery, metadata and semantic tagging of
information will be very important and there are significant challenges
in ensuring that the large volumes of automatically generated
information can be automatically and reliably without requiring human
intervention. It will also be important that terrestrial mapping data is
available and cross-referenced with logical locations such as postcodes
and place names and that the search and discovery mechanisms are
able to handle criteria involving location geometry concepts, such as
spatial overlap and separation.

o, MTERERNBCERKHEE, RIS SRR AT e
SEATAE TCHE G5 K 5 T SRR IR o H 2 AR ACHE A5 A T o6 B K
IR, T A A G AnT ORAIE A SR A IR Y v gt 1 E B A4 il 5L AT B
Hahi . s RIS SR, e N AS 5. Ak, 1
AU AR AT LA IR A, IS el £E b3k 2 55
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Issues to be addressed:
T AT S, ARSI Hp — 6 75 B 11 fn) R 2 BTN A
FiE:

® Device discovery, distributed repositories

BERRIUEIA S BORHZE 2 P2 A s E AR

® Positioning and localisation

Yot R EAL . A AL B R AL B

® Mapping of real, digital and virtual entities
PRSI it A AR A et DA S R APM R 40 it 22 TR I 5 3R 1
777 FORTRG R (R RIE 5T A

® Terrestrial mapping data

W it 14 3kt 3R AR A G AR

® Semantic tagging and search

W SPRICBAR L AR IR R 5 R LR 55 BOR

® Universal authentication mechanisms

I B UEH L
4.9 Relationship Network Management

Technologies

REMBEHEZTAR

With many of Internet of Things and Internet of Services applications
moving to a distributed seamless architecture the future application
manager needs to monitor more than just the infrastructure. The
Internet of Things must incorporate traffic and congestion management.
This will sense and manage information flows, detect overflow
conditions and implement resource reservation for time-critical and
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life-critical data flows. The network management technologies will need
depth visibility to the underlying seamless networks that serves the
applications and services and check the processes that run on them,
regardless of device, protocol, etc. This will require identifying sudden
overloads in service response time and resolving solutions, monitoring
loT and web applications and identify any attacks by hackers, while
getting connected remotely and managing all “things” involved in
specific applications from remote “emergency” centres.

B VFVFZ 20K (oT) BARIRSS 2% (loS) o i) I FH AR AR 2]
AR 73 A U TCGEAR R EE R bk, RSK IR N A8 B e e 4%
(1) PN 25K AN TRy BR T Al Bt FAH G R I B B T o |k, FRAID
BN IR I e ) 2 A8 TR B A AL B ROR S B X
FE, —J7 AR5 BB T DU AT s, L7 T al R4k )
SR Gy 7, K SRV R IR I 24 A B R T LS INF R A A
bl A, DASEAE DB ) A i J] SIS T) el DAy i B s ot B o
(IR TR o FLIR, AR W 1) 199 8% 76 R o AR SR T % TR %
Tl IO 2 e S 90 5% 2 TR) FR) /i DL S R A A o DA, X6 24 25 T
5 RS- SCH M 4%, AT LShaS AR Az AT Tl AT T2 b i & A
AR, MEH DB SRR RERNE, &G, 45%
Fhze e B TE DUAL TR rh O U R B HUA A B ] L B S
N e BT AT I RK IR ) 48 8 BRSO IE e S B LA P e
i RS W I T o B SRR R A L LA S A e TARIRAS
H T A DY il vk 2, e, W IR eI L K 4 Tl ) &% 1
HfE A AT R, 1B ER B B B RUE S A

Issues to be addressed:
T AT S, ARSI A — 6 75 AR 1) ) R 2 TN A
fifi:

® Propagation of memes by things

O IR (5L 72 O R N IR L2 £ 5% N

® |dentity, relationship and reputation management

Vot AR IR SRR A DL PRA A B

12 WYY 55
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Technologies

YR BER A EROR

Objects require a digital “self” in order to be part of the Internet of
Things. This participation is obtained by combining electronic,
embedded and wireless communication technologies into the physical
objects themselves. Simple digitalization alternatives, such as bar code
and passive RFID, do not require a power source on the embedded
devices. More complex alternatives, such as those that provide active
communications and object condition monitoring, need batteries to
power the electronics that make the objects first class citizens of the IoT.
T AR 41, I T SRR M A AN
1 “ A, XA 5T A B ARl B RoR, iRAEARA
TG ARIATH S, IR TP 2 ERAT DUSEIL
(1o R PARIARRAR, ngmei s 2453050 RFID FRE5E,
AT AN T B AL RO SRR e A AR T s AR TN TS L8 53 % — s i)
XFGRAL, IR G SR AR S L i L ST RPN BRI
Vil W UK EE R K B, A AR ARAT I D AR SR IR A e Ay i
BRI —RE 0y, T 2058 ) 4R 1A .

Energy storage has become one of the most important obstacles to the
miniaturization of electronic devices, and today’s embedded wireless
technologies such as Wireless Sensor Networks and Active RFID suffer
from either bulky packaging to support large batteries or from short life
times, that will require recharging or replacement of the integrated

batteries. In order for the loT to succeed in providing truly embedded

and digital object participation, it is necessary to continue with the
research on miniature high-capacity energy storage technologies. A
solution that could bypass the shortcomings of energy storage is the
harvesting of energy from the environment, which would automatically
recharge small batteries contained in the objects.

P L, REUSBARE 72 AR W T (R E R BeAR PR, gt S %
IR Y R S 1R O BB AR I — o LRI I 1) g U B AR T

e EHH R EAAE RO . WIEE LS, RERAEif

28 A HL T B /N A DL RORS T Ak B o d 2 TR I R R A 2
G4 IR AN T B, B in To et i de M 45 LA K 182X RFID FR%5,

AL A2 AG SR AR b L praly ki) A, JF HAE R A E
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P i S 30 A A T L S A B A LT P R R R . ARK K
VIR Y AR S D IR S BAE IO IR A S B et 2 5304, st
WNAHER Y e 25 B e AP BOR B SM . iSEIT AE, —
Toftfift Ry S L A7 ik BE LA T 22 IR0, P ARG U B RE I
MNITTAE 20 i P Rt ) CAEECIN /NS I AT B0 AT HBh s AT

Energy harvesting is still a very inefficient process that would require a
large amount of research. Sources for energy harvesting in embedded
devices could include, among others, vibration, solar radiation, thermal
energy, etc.

B2, BEERERARVIIRE L M EERRI R, PrbA3RA7E
RES AR AU ) B R IRIE K . AN, AR B TAEIE D AT A 1T
BERTT 1) E5L, A RAEEUR AR AN =) FRAE A T se ),
BEg) . KRS IEeEAE, HONAZ O AT k2K 7 1) .

Micro power technologies have emerged as a new technology area that
can provide many development opportunities for loT devices.

FLUG SO R BRSO AT — AN X Y eI BRI, K
AR Bk B A R AL . T LUK RE B, BEAE AT
PR I BEURHAR S S5 )y, BEAT I M BE U B FO R e, B A
WEAAETRIT, PIEIRE B N RAL S T — AR R S B 22—

Research topics and issues that need to be addressed include:
I A e, AR b SO T A R 1) ) UM S LRI ST N A
fiti:

® Energy harvesting/scavenging for MEMS devices and Microsystems
BT THUR RS % (MEMS) SRR Bt R B8 (e UK
C RSN LESZN

® Electrostatic, piezoelectric and electromagnetic energy conversion
schemes

A EEL L T HELURT P E A A R (S A

® Thermoelectric systems and micro coolers

P R GEAI Y VA A 2 ST T AR

® Photovoltaic systems

6 M THUM RS % (MEMS) HIKHERNE S W
http://en.wikipedia.org/wiki/Microelectromechanical systems (& 3)
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®  Micro fuel cells and micro reactors

TR ORE L R0 B Y HERAR

® Micro combustion engines for power generation and propulsion

P HUREZE 7 R L RE S BN 1A A 20 AL IR TL B A

® Materials for energy applications

JFREVEN T IS REHECAR

® Micro power ICs and transducers

TR B LR A RE R AR 4

® Micro battery technologies

(DEELERIIESZ N

® Energy storage and micro super capacitor technologies

REE AP SR A (3% HoR
4.11 Security and Privacy Technologies

ZENBAEAR

Internet of Things needs to be built in such a way as to ensure an easy
and safe user control. Consumers need confidence to fully embrace the
Internet of Things in order to enjoy its potential benefits and avoid any
risks to their security and privacy.

SRR 9 2 A T R BN AR IR P (R P, AR 7 78 7045
AR R Firtd R BV AR S, ZAREARYIBR M 2 &S
I R E S ] 9 2% JE 1 & i oK i) 45 e e vk B B RAE XU,
WTER A 5 00 0 SEE IR — T 5, AT AR I 22 42 1) 56 B ]
FEMAT N o WA SRR B (R AR BIF9E TAE 7800 7% 8 2 4 it
FIBEFAVESE N 75

In the 10T every ‘thing’ is connected to the global Internet and ‘things’
are communicating with each other, which results in new security and
privacy problems, e. g., confidentiality, authenticity, and integrity of

¥ SJutk 24 (Photovoltaic system) FHIC¥EHE S .
http://en.wikipedia.org/wiki/Photovoltaic_system (J<3)
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data sensed and exchanged by ‘things’. Privacy of humans and things
must be ensured to prevent unauthorized identification and tracking. In
this context, the more autonomous and intelligent “things” get,
problems like the identity and privacy of things, and responsibility of
things in their acting will have to be considered.

TERKIEIA 2, B AP ER SO B ARk G M
a2 b, IF HiXeedy il AN 20201 5 B e 2 A3 T4
F XS FEAHAT A, X TCHES 4 AR IR 7 K T 205 2 1 %2
PR FORE PRk . Lo, P TR T A R AT B A o A
P k-6 VR G R & D TRt 2 LTI A 3 - O
PIRARLZE N T “ N7 M E M. AWM R, N5Y0
S FA 75 A5 B [F] S5 MO A R R, BABT IR RS B AT A BLAGE
EAT AT T HBEAE “Wrih 7 BEaE ) UK B R R AN K
LT | L7/ P R AC A TP N7 PRt G = Vi LT N7 Fegi 9] 5% PN T D
S AE B AR €5 P () 5 AT I 0K F ok FRATTHE R % R R 2

The Internet of Things will challenge the traditional distributed database
technology by addressing very large numbers of “things” that handle
data, in a global information space and a universal data space. This
poses challenges. In this context the information map of the real world
of interest is represented across billions of “things”, many of which are
updating in realtime and a transaction or data change is updated across
hundreds or thousands of “things” with differing update policies, opens
up for many security challenges and security techniques across multiple
policies. In order to prevent the unauthorized use of private information
and permit authorized use, research is needed in the area of dynamic
trust, security, and privacy management.

[, JE K B A S A B ) “i” BTN AeEkG
—IE BT S R BRI I EE s 2, ARV AR K s 45 AL
G0 o3 A B A KRR R M R . AR ST, B
S SO T B DR A O B SR B AT “ i, o
WA AR 22 4 ot Bt IS s A S I P B ST, RIS SEAT s T A
T DT “Hin” 208 IE A4 BRI 207284« IS 220 5 7 1 R0 0 gk
AT T T B AL AN e 44T 0 o BRI X L 454
I () 22 2 PR AL BERSR A Bl FF L IR Pkt ¥ b2 E
FIN) 5 22 F s T (22 A VEBORTIT RIS N ) R T 9028 1A o d5eim s
H T BB AR SRR LN BE A AR A (5 R, JFHA TR
A AR RN A I BAE FIHLE],  FATIETH LA S EAE 24
IGURA /DR A B S AU T 22 4 FH B FA BRI I 1A

Issues to be addressed:
T AT e, ARSI — L T LA R K ) R S R A
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Event-driven agents to enable an intelligent/self aware behaviour
of networked devices

BT A IR S AL AL, DT 5 B 25 Al K P9 8 45 R )
A SEBLR REY B SEMERT H B KN RE

Privacy preserving technology for heterogeneous sets of devices

XT3 FEAN A B T AL R SR 5 I RS RA PRI HOR

Models for decentralised authentication and trust

a1 CLNTENE 2 G EEARINE SIE A N

Energy efficient encryption and data protection technologies

I RLRE N S5 Bt R B

Security and trust for cloud computing

S A SN

Data ownership

Wl A AR

Legal and liability issues
AN DT ]

Repository data management

ol BORME BEEOAR

Access and use rights, rules to share added value

S AR TR U Il BCRRE A AR =0 )

Responsibilities, liabilities
DT, VAT )

Artificial immune systems solutions for loT

Pk R N R e S AR Gl oy

Secure, low cost devices

A AREA B R

Integration into, or connection to, privacy-preserving frameworks,
with evaluation privacy-preserving effectiveness.

AT B SRR T RAARA A R VAL B8 ) (R B RA DR AP HESE
BR
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®  Privacy Policies management

e AT/ O T 2 (04 B BOR

4.12 Standardisation

NG RIY EPS SN

The Internet of Things will support interactions among many
heterogeneous sources of data and many heterogeneous devices
though the use of standard interfaces and data models to ensure a high
degree of interoperability among diverse systems. Although many
different standards may co-exist, the use of ontology based semantic
standards enables mapping and cross-referencing between them, in
order to enable information exchange. From an architectural
perspective, standards have an important role to play both within an
organisation or entity and across organisations; adoption of standards
promotes interoperability and allows each organisation or individual to
benefit from a competitive marketplace of interoperable technology
solutions from multiple providers; when those organisations or
individuals which to share or exchange information, standards allow
them to do so efficiently, minimising ambiguity about the interpretation
of the information they exchange. Standards regarding frequency
spectrum allocation, radiation power levels and communication
protocols ensure that the Internet of Things co-operates with other
users of the radio spectrum, including mobile telephony, broadcasting,
emergency services etc. These can be expected to develop, as the
Internet of Things increases in scale and reach and as additional radio
spectrum becomes available through digital switchover etc.

AR TR D S 0 V5 A AN (] PR S0 9058 DA B 45 oA [ 1) e 6 2 [
BEAT AR HEAR A SO AEAH BAE R, T3 28 ) S AR 2 O T i AL
AR A RFRUERAR R S PR ) 2 A & o5 i R A v 2 R pR v
AT, R R A W ] LSIZBIL T 22 7 00 () R 498 18] 1) 5 2
A HAERAENE . HERAMBFEAZED], MRS RIEEARK, 1Y)
1 W UK AT VEVE 2 2 AR FRHEL R A7 A5, EAT 2 ) AT e Al
TE S AN BRI RN BOR I 7 AR R ORI
VO] FRTT R USEEM T e AT 2251, R e
A REAFAE &M FEIAZ SO T LLIEAREE = Ul ISR, FRATTN T
B SRR TE SO e 9T il A TAE, HAEIR KFRE
A IRADN T R bR AT A S IR B R 5 2, AT
BEARAE R R W L HERA IS, DUEE TR SR P I b4 oh & A i
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PRI T LAANSZ B L 145 [ A T TP S B8 Al A 2 R R
(IR S R S5, AT BR B AR AT A N BL R 4L 43T DA 523X RE— A
SN PTH R AR e, lIdhRdE, ATBRES Y
PRI IS AMALER, AR AT (5 O = S B A e, w2k
SERITT I AR, fe KPR E 9l R e B A e B PR i 3™ A
SATRENE . BTSRRI B, BEEBCRIMIED, 4R
ATARAEAL AR h B 2 (IR 2 o) UK A3 B . L= TC O By
FIC 2 o 2 T Aok i, BT 58 4l DATIUYIAE AR, BORIAJE,
I A AE BRI R, R MFT o4l T AR BUAN Wi L
T 3 A2 A K D A M AR AR R R PR e 5o i HL G B 20 I
i S Ay 3 R I S A58 Ak P A vt A 430 K I B FG R T
PAL HAR A e 2 oA BE I T CEE G, BB Sl i ) 4k
Sk 55 AR S DU 55 55D Z IRIEAT AR T KA

As greater reliance is placed on the Internet of Things as the global
infrastructure for generation and gathering of information, it will be
essential to ensure that international quality and integrity standards are
deployed and further developed, as necessary to ensure that the data
can be trusted and also traced to its original authentic sources.

5, BEAE AT TE Ry AR IR W 25 & 22— [ P 4 1 B hnAd
i, BT A BR/ A R BV OV EMCER AL Ot 138 D S, [ by
ST FINAR AR R AR UER ARG RO 2L FRAT AR UE X LRy A H 0]
DAPS B — B I FURUAR S, [ IR S Ay T R g DR Pt X e o ] LA
FEA TR B A IR b 35 28 3067 . AEiX— i feh, FRATE T bR dEAl
MRS TAE, ATAFAE 0 EE N AT LA ROX L bR o Ay W s 1 m] £
5 I HLAB WL SR 0 1) L S B R, b T P Bt 2N I I 22 4
FasE . . HIPrIRRE.

Issues to be addressed:

T I AT R, AR - L T AR e ) ] UM RIS A
fihi:

® |oT standardisation
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Pk W bR AEAL 14 2R

Ontology based semantic standards

B SCAAAR (R 08 SRR AERI 9

Spectrum energy communication protocols standards
AR e H A5 P SObR 1

Standards for communication within and outside cloud

W BN AR E AR HERIBE A

International quality/integrity standards for data creation, data
traceability

s Jo B RS K R bR vE
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